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Executive Summary 



Congress directed, in the 1995 National Defense Authorization Act, that the CPRC be 
estabUshed to review activities and programs related to countering proliferation within the 
Department of Defense (DoD), Department of Energy (DOE), U.S. IntelUgence, and the Joint 
Chiefe of Staflf (JCS). This high level national commitment to counter proliferation threats is 
reflected in the CPRC's membership. It is chaired by the Secretary of Defense, and composed of 
the Secretary of Energy (as Vice Chairman), the Director of Central Intelligence (DCI), and the 
Chairman of the Joint Chiefs of StaflF(CJCS). The CPRC is chartered to make recommendations 
relative to modifications in programs required to address shortfalls in existing and programmed 
capabilities to counter the proliferation of weapons of mass destruction (WMD). The CPRC is also 
tasked to assess progress toward implementing its previous recommendations and the 
recommendations of its predecessor, the Nonproliferation Program Review Committee (NPRC). 
This report presents the findings and recommendations of the CPRC's annual review for 1996. 

The recommendations of the 1994 NPRC report constitute an integrated, top level plan to 
improve the overall capability of the United States in countering WMD proliferation threats. The 
CPRC reviewed the progress in meeting the goals and objectives of this plan last year and 
recommended additional initiatives to improve the interdepartmental response to countering WMD 
proliferation threats. These recommendations included establishing a prioritized list of 
counterproliferation Areas for CapabiUty Enhancements (ACEs). The ACEs define those priority 
areas where additional capabilities are required to meet the challenges posed by WMD proliferation 
threats. They prioritize the counterproliferation-related responses to interdepartmental policy needs 
and, in particular, reflect the operational requirements of the Unified Commands for countering 
proliferation. In feet, the counterproliferation ACEs combine the CPRC-endorsed NPRC "Areas 
for Progress" and the counterproliferation warfighting priorities of the Commanders-in-Chief 
(CINCs) of the Unified Commands. The ACEs, Usted in Table 1, serve to guide the CPRC's 
program review process and are used as the basis to assess progress in meeting the 
counterproliferation and related nonproliferation mission needs of the CPRC-represented 
Departments. 



Because several new initiatives have been undertaken since the CPRC/NPRC review 
process began, the time is right to evaluate the progress that has been made in enhancing the ability 
of the U.S. to respond to and counter WMD proliferation threats. Accordingly, the CPRC focused 
Its review activities this year on examinmg key accompUshments in each ACE priority area. 
Although it wiU take several years to implement the fiill set of CPRC/NPRC recommendations, the 
CPRC can report that progress has been made over the past two years in many ACE priority areas 
This progress has led to a strengthening of U.S. capabilities for countering proUferation. This 
strengthening includes the rapid fielduig of essential capabilities, focused interdepartmental R&D 
activities, and improved integration, management, and oversight of programs related to countering 
proliferation. 
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Table 1: CPRC Counterproiiferation Areas for CapabOity Enhancements 



Coimterproliferation ACEs 



(in priority Older) 



1. ) DetecticHi, Idoitificatior 

2. ) Cruise Missile Defense 



3.) Theater Ballistic Missile Defense 



4.) Detection, Characterization, and Defeat of Underground WMD Facilities 



5.) CoUection, Analysis, and Dissemination of Actionable Intelligence to the 
Warfig^ 



6.) Robust Passive Defense to Enable Continued Operations on the NBC 
Battlefield 



7.) BW Vaccin e RDT&E and Production to Ensure Availability 



8.) Target Plamung for WMD Tareets 



9.) BW/CW Agent Defeat 



10.) Detection and Tracking of W MD and WMD-Related Shm m^tr 



11.) Prompt MobUe Target Detection and Defeat 



12.) Support for Special Operations Forces 



\}) Defend Against Paiamilitarv: C overt DeUverv. and Terrorist WMD TT;;^ 
14.) Support Export Control Activities of the U.S. Governm ent 



15.) Support Inspection and Monitoring Activities of Verifiable AimsCQS" 
Agreements and Regimes ; ' 



Commensurate with the seriousness of the threat, DoD, DOE, and U.S. Intelligence have 
eadimade senous commitments to enhance national capabiUties to counter the prolif^tion of 
^nf^^T^TX^^"^ strongly related to counterproiiferation total just under $4.3 
biUion for FY 1997, of which approxmiately $2.9 biUion is for missile defense. This investment 

HeZ or ' "^"^ J^oD's steady colSnent 

m the face of mcreasmg budget pressures. It must be emphasized that this investment leverages Z 
s^stential mvestments made m maintaimng the requisite military forces and defense infiasttSJe 
necessary to pro>ade for the common defense of the United States. DoD budgets the bulk of hT 
cotmteiprohfer^^^ mvestment in theater and national missile defense (ACE priorities 2IS 3 
detection and character^ation of chemical and biological warfere (CW/BW) ^ents (ACE priority 
1); mam^g a robust nuclear, biological, and chemical (NBC) passive defeiL cap^m^^^ 
pnonty 6); prompt mobile target detection and defeat (ACE priority 1 1); and supSg iL^on 
and momtormg activities of verifiable arms control agreement (ACE priority f^"^ "'P*^^" 

DOE has increased its investments in rionproliferation activities for FY 1997 to $41 1 5 
mdhon. up 5.50/0 over last year. DOE focuses its eflforts on supporting the inspection and 
t3Slt!^rr'™^ '^f?r"*I (^^^ P"°"*y 15), defending against covert delivery and 
pnonties 10 and 14). m addition to supporting core national nonproUferation activities U S 
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Intelligence's investments in programs to coimter proliferation are discussed in an "Intelligence 
Annex" to this report (bound separately). 

Since the May 1995 CPRC report was submitted, the following initiatives have been 
imdertaken and accomplishments achieved by DoD, DOE, and U.S. Intelligence to enhance the 
interdepartmental response to countering WMD proliferation threats. 

DoD Accomplishments 

• DoD's CouiUerproUferation Initiadve and the Countaproliferation Support Program. The 
Counterproliferation Initiative is DoD's Department-wide e£fort to meet the military challrages 
posed by the proliferation of WMD, including the preparations necessary to conduct successful 
military operations in an NBC environment. At the heart of the Initiative is the 
Counterproliferation Support Program established specifically to address DoD shortfalls in 
counterproliferation capabilities. This program, managed by the Assistant to the Secretary of 
Defense for Nuclear and Chemical and Biological Defense Programs (ATSD(NCB)), uses its 
budget to leverage DoD acquisition programs to meet the counterproliferation priorities of the 
CINCs and accelerate the deployment of enhanced capabilities to the field. Currently, the 
Counterproliferation Support Program is targeting 8 of the 15 ACE& where leveraged support 
can be decisive. The Counterproliferation Support Program also conducts technology 
development activities at the DOE National Laboratories on a Work for Others basis undo- a 
joint DoD/DOE Memorandum of Understanding. 

• DoD CounterproUferation Implementation Directive. A DoD Directive has been developed to 
codify the progress made to date in implementing the Counterproliferation Initiative and to guide 
the Department's fijture work. The Directive identifies specific responsibilities, fonnalizes 
relationships among DoD organizations, and establishes common terms of reference. 

• Establishment of the Counterproliferation Council To ensure that DoD's implementation of 
the Counterproliferation Initiative is integrated and focused, DoD has established a 
Counterproliferation Council, chaired by the Deputy Secretary of Defense and composed of 
senior DoD and Joint Staff officials, to review Departmental progress in meeting 
counterproliferation objectives. 

• CISC Counterproliferation and Planning Activities. In May 1995 the Secretary of Defense 
approved the CJCS's Missions and Functions Stwfy. It concluded that each geographic CINC 
should be responsible for executing U.S. counterproliferation policy within his area of 
responsibility, and that its implementation would be executed via each CINCs standard 
deliberate planning process. Based on this study, the Secretary of Defense directed that a 
Counterproliferation Charter be developed to supplement top-level policy guidance and provide 
a military focus with respect to the counterproliferation mission. The CJCS subsequently issued 
a Counterproliferation 0400 CONPLAN which fiirther defines national level counterproliferation 
policy in terms of operational objectives and tasks that will assist the CINCs in developing their 
area-specific plans. 
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•OngomgR^ew of Joint mc Defense and Counie^n^Ufer^^ TheDeputy 
Secretary of Defense directed a joint review of aU DoD counterproliferation-related proiams to 
assess programmatic alternatives and priorities, poUcy impacts, CINC requirements and 
nMmagement dtematives. The goal of this study, which is scheduled to be complet^I by 30 June 
1996, is to define a restructured acquisition program that meets the CINCs' counteroroUferation 
mission needs. The results of this study will be incorporated during the FY 1998 - 2003 program 
budget review process. i/»i/j^aui 

. DoD'sBiohgical Defense BW Vaccine Am^^ The need to produce vaccines at 

a pace rapid em>ugh to match any anticipated battlefield demand is a high CPRC and CINC 
InA^ltrA^"^' ^"^"^ has been made in developing a BW vaccine production program, 
and a sohd acjjuisition strategy, based on comprehensive analyses, is in place. A Request foT 
Proposals will be released to industry this fiscal year to select a prime s^ems corner Zi 
contract award is anticipated for the first quarter of FY 1997. ««or.aiia 

* ^AT^T^mf^^"" to Q,«ni^^/to««;fiter,, CWZ)effv«y, and Terrorist WhW Threats. 
The ATSDO^TCB) recently signed a Memorandum of Agreement with the U.S. Special 
Operauons Command (USSOCOM), and a similar agreement is being formalized between the 

TheseagreementswillfeciHtateTsercooperati^ 

Tmct^O^r.:^^'-"" « meeting the requirements of 

CINC SOCOH DoD, and interagency orgamzations to counter threats from WMD-aimed 
teironsts and covert and paramiUtary forces. These agreements focus on accelerating and 

• "^tf^d and/or Deeply Buried Target Defeat CapabiUty Integrate 

concept exploration pl^ of this Joint Service DoD acquisition eflfoit has been estabhshed to 
d^nonstrate concepts for the defeat of hard and/or deeply buried targets- a key ACE priority 

formally received m May. The eflfort is coordinated through an Integrated Product Team. 

► Science and Technology Strategic Manning for CounterproUferation. The strategic plamiing 
process for DoD's sci«ice and technology (S&T) program was enhanced this yT^A 
l^^ om^ Jotnt Warfighting S&T Plan. B W/CW detection and counterpSeration L two 

K ^^S'^'"'^ Objectives identified in the plan. Th^ Joint WarfigZg 

S&T Plan wiU be issued amiuaUy as Defense Guidan^. and its Joint Warfere Capabi% 
Objectives wiU receive fimding priority m DoD's Future Years Defense Program 

' V-^^*^^^^''^'.^^^^ Starting this year. TheMilitarily 

Cnucal Teclmologies Ust, the primary source document identifying iLiing edge miUtary and 
dual-use echno ogies for prolrferation control, is being divided into three parts, each foa^^ on 
acnticaltechnologyarea. ^^2,,m\^WeapomofMassDestruction^^^^^^ 
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listing, with detailed technical performance parameters, of those technologies required for the 
production of WMD and their means of delivery. Parts 1 and 3 are entitled Wecpons Systems 
Technology and Critical Emerging Technologies, respectively. 

• Establishment of a DoD Deputy for Nuclear Treaty Programs. To prepare for the future 
implementation of the Comprehensive Test Ban Treaty (CTBT), a new Deputy for Nuclear 
Treaty Programs has been established reporting to the ATSD(NCB). The broad mission of this 
position is to oversee DoD activities related to the implementation and con:q)liance verification of 
the CTBT. 

• Restructuring of Passive Defense Program Oversight Starting in FY 1997, 
Counterproliferation Support Program projects leveraging Chemical and Biological Defense 
Program projects in NBC mdividual and collective protection and BW/CW point detection will 
be transferred to the Chemical and Biological Defense Program, which oversees and coordinates 
all DoD programs in passive defense. Chemical and Biological Defense Program projects in long 
range standoff BW detection will be transferred to the Counterproliferation Support Program. 
This restructuring wiU improve and streamlme management oversight responsiM 

• Key Programmatic Accomplishments. Well over 100 DoD programs are strongly supporting 
national efforts to counter WMD proliferation threats. Over the past two years, substantial 
progress has been made by these programs to improve fielded counterprol^eration and 
nonproliferation capabilities and to establish the necessary groundwork for continuing advances. 
A few, selected programmatic accomplishments are summarized in Table 2 below. A more 
detailed description of the programmatic accomplishments may be found in the main body of the 
report and in the Intelligence Annex. 



DOE Accomplishments 

• Detecting and Characterizing Worldwide Production of Nuclear Materiak and Weapons. 
Under its production detection program, DOE is developing a set of both remote and on-site 
complementary tools to detect and characterize foreign nuclear materials production activities. 
This capability serves as a powerfiil deterrent to proliferation. 

• Monitoring Worldwide Nuclear Testing. DOE experience in developing and deploying, in 
conjunction with DoD, systems to monitor the Limited Test Ban Treaty and the Threshold Test 
Ban Treaty has been refocused recently on verifying and monitoring the CTBT. DOE is 
developing and delivering elements of a U.S. National Technical Means as well as international 
monitoring systems for this purpose. 

• Securing Nuclear Materials in Russia and the Newly Independent States. DOE has been very 
successfiil in coordinating technical expert interactions at the govemment-to-govemment and the 
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Table 2: DoD*s Programmatic Response to the Counterproliferation ACEs 



Counterproliferation 
ACX 


Selected Accomplishments in 
DoD Counterproliferation Programs 


1. Detection, Identification, and 
Characterization of BW/CW 
Agents 


• Deployed the Biological Integrated Detection System and activated a contingency BIDS 
platoon, providing U.S. forces with a fielded BW detection CMxability 

• Continued deployment of critical CW agent detection systems 

• Accelerated development of remote BW agent detection systems 


2. Cruise Missile Defense 


• ftovided radar hardware for the ''Mountain Top" cruise missile defense demonstration 

• Technology sharing and synergy with ballistic missile defense programs 


3. Theater Ballistic Missile 
Defense 


• Con^)leted 5 Theater High Altitude Area Defense system flight tests 

• Completed initial flight demonstrations of Navy Theater-Wide System 

• Conducted initial lethality testing of Navy Area Defense System 

• Demonsrtrated enhanced laser power for Airborne Laser boost phase intercept system and 
prepared for demonstration and validation 

• Completed Statement of btent with European partners fw the Medium Extended Air Defense 
System 

• Shifted National 1^^ Defense from technology readiness to 3 year deployment readiness 

• Flight qualified 23 sensor and detector technologies for ballistic and cruise missile defense 


4. Detection, Characterization, 
and Defeat of Underground 
WMD Facilities 


• Conducted field tests of underground WMD facility defeat and collateral effects mitigation in 
support of the Counterproliferation ACTD imuBimuum 


5. Collection, Analysis, and 
Dissemination of Actionable 

TntplltfypTir^ tn ttip Warfi alitor 


• See Intelligence Annex • . . . •. 


6. Robust Passive Defense to 
Enable Continued Operations 
on the NBC Batdefield 


• Continued deployment of cntical NBC batUefield detection and warning systems and 
mdividual and collective protection systems 

• Considerable advances in BW/CW medical defense R&D 


7. B W Vaccine RDT&E and 
Production to Ensure 
Availability 


• Decided on a pmie systems contractor acquisition approach to BW vaccine production and 
released a draft Request for ftopasals for mdustiy comment 

• Began production of anthrax vaccine to meet DoD stockpile needs and screened several BW 
vaccmes for safety and efficacy 


8. Target Planning for WMD 
Targets 

9. BW/CW Agent Defeat 


• Deploy^protptypp mtegrated target planning tools to CINC USEUCOM for use in Bosnia as 
partof Operation Jomt Endeavor 


10. Detection and Tracking of 
WMD and WMD-Related 
Shipments 


• Conducted miUal phenomenology tests as part of the Counterproliferation ACTD (Phase I) 

• Initiated deployment of i^ototype Specific Emitter Identification System for tracking ships at 


11. Prompt Mobile Target 
Detection and Defeat 


• Conducted tests of advianced radars and other sensors for mobile target detection 

• Demonstrated fiinctionality of C4I systems for rapid dissemination of inteUigence to users 


12. Siq)port for Special 
Opie^rations Forces (SOF) 


• Continued development of specialized equipment and prototypes for rapid fielding 

• Conducted joint training exercises dealing with counter-WMI>related missi<ms 

• Establishing the USMC Chemical/Biological Incident Response Force 


13. Defend Against Paramihtaiy, 
Covert Deliveiy, and Terrorist 
WMD Threats 


• Accelaated development of technologies, prototype systems, and specialized equipment to 
^ist SOF and Exploisive Ordnance Disposal teams in countering BW/CW threats 

• Enhanced coordination of Joint Service exercises and readiness sustainment activities 


14. Siq)port Ejqwrt Control Activ- 
ities of the U S Govermnent 

W»w • »J * V T till tWAlli 


• Re\ised U.S. Export Admimstration Regulations and reviewed over 10,000 export license 
aDolication for militarv and dimUtio^ tf^KnolnoiM 


IS. Siq)port Inspection and 
Monitoring Activities of 
Verifiable Arms Control 
Agreements and Regimes 


• Supported removal and return of all nuclear warheads j&om Kazakstan to Russia 

• Secured withdrawal of 63 of 81 SS-25 mobile ICBMs and launchers from Belarus to Russia 

• Deactivated all SS.24 and half of the SS-19 ICBMs in Ukraine 

• Established 17 joint business ventiires between U.S. companies and FSU defense enterprises 

• Transitioned over 1 1 ,500 FSU scientists and engineers formerly enmloyed in WMD production 
to more peaceful civilian employment 

• Continued inspection, monitoring, and escort support for nuclear and chemical weapons arms 
control treaties 

• Continued development of a global continuous threshold monitoring network and data fusion 
knowledge base for CTBT verification 
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laboratoiy-to-laboratoiy levels between U.S. and former Soviet Union (FSU) states to implement 
upgraded fissile material security procedures and technologies. Under the Materials Protection, 
Control, and Accounting Program (MPC&A), DOE is working to install modem safeguards 
equipment and provide technical training at over 35 facilities throughout the Russian Federation 
and the Newly Independent States (NIS). In June 1 995, DOE entered into a cooperative 
agreement with the Russian Federal Nuclear Radiation and Safety Authority to implement a 
Russian state system for MPC&A. Starting with one site involving 75 kilograms of highly 
enriched uranium in 1 994, the program achieved MPC&A upgrades for over eight tons of 
Plutonium and highly enriched uranium at 26 facilities in 1995, and in 1996 hundreds of tons of 
nuclear material at over 40 &cilities will be involved. This intense activity is expected to 
continue in FY 1997 at the 17 facilities added during the last six months, and as additional 
locations are negotiated for inclusion. 

The Industrial Partnering Program with Russia/NIS. Under this program DOE national 
laboratories work with Russian and NIS institutes to identify and evaluate the commercial 
potential ofindigenous R&D capabilities. Partnerships, preferably through cost-sharing 
relationships with U.S. industry, are then facilitated to develop specific commercial products. To 
date, over 200 projects have been initiated, engaging over 2,000 former weapons scientists and 
engineo^. 

ControUing Nuclear Exports. DOE has developed and is enhancing a proliferation infoimation 
network to provide proliferation analysis and technical information to support the technical 
evaluation ofexport license applications. In addition, DOE has developed and begun 
implementing an integrated aq)ort control plan for Russia/NIS that utilizes, to the extent 
possible, the indigenous scientific and industrial base. Its main goal is to assist Russia/NIS in 
stemming the illicit flow of nuclear and nuclear-related dual-use commodities, materials, and 
technologies. 

Strengthening the Nuclear Nonproliferadon Regime. DOE is promoting a stronger nuclear 
nonprbliferation regime on several fi-onts by: supporting negotiations to stabilize spent fiiel fi-om 
the research reactor at Nyongbyon, North Korea; conducting technical workshops with Chinese 
scientists on arms control issues; increasing engagement with Middle Eastern states; engaging 
Indian and Pakistani scientists on regional verification issues; and providing continued support to 
the International Atomic Energy Agency in implementing strengthened safeguards measures. 

Nuclear Emergency and Terrorism Response. DOE maintains several emergency response 
assets postured to respond to events that may occur should proliferation prevention efforts fail. 
The emergency response asset with primary responsibility for responding to nuclear terrorism 
inciderits is the Nuclear Emergency Search Team. The DOE also conducts threat analyses 
regarding nuclear terrorism as part of its nuclear emergency planning responsibilities. 
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U.S. Inteiliyencft Arpni gpiighmgntg 
IntdBgence support for co««e,prolifS:„' """^ 

NiKlMT, Brological, and Chemical Assessments (the J-Ts Executive Asent for 
»».<^Uc«„,„iss„e,)de«.„ped.M*^/;«^^ 

seniotagenttotheNonp^Ufc.^S-Sl'il^SS^^^^^ 

- Development of a list of indicatora to alert collectors and analysts that ™ «»l BW 

"^ssss^r«;^ri:,fi:^-?s^-^ 

" ^^Sf ° Congressional comnattees, including a report tha reviewed and evaluated 
«^on prog^ms u, the National Foreign toelUgence 
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Findings and Recommendations 

The CPRC finds, as evidenced by the numerous accomplishments cited above and in the 
main body of the report, that the seriousness of the WMD proliferation threat and the need to 
enhance capabilities to counter it are recognized throughout the DoD, the Joint Staff (as well as the 
Services and CINCsX the DOE, and U.S. Intelligence. Indeed, ''countering proliferation^ has now 
become an established and institutionalized priority within each of the CPRC-represented 
Departments. Its visibility as a priority area has been advanced considerably by the President's 
declaration of a national emergency to deal with the WMD proliferation threat. Much has been 
done, but much remains to do. Moreover, as the decision makers, policy makers, and warfighters 
continue to reprioritize their nonproliferation and counterproliferatioii needs, the CPRC will 
continue to review counterproliferation-related DoD, DOE, and U.S. Intelligence programs to 
ensure that these programs continue to meet their evolving needs. The CPRC's recommendations 
for 1996 are sunmiarized in Figure 1 and discussed below. 

The FY 1997 President's budget, submitted to Congress in March 1996, addresses priority 
programs for countering proliferation. Therefore, the CPRC recommends that the FY 1997 
President 's budget for each of the CPRC-represented Departments be authorized and 
expropriated by the Congress. 

Countering proliferation is an area that will have to be addressed for the foreseeable future. 
Although the programs proposed in the FY 1997 budget will continue to produce substantial 
progress in U.S. capabilities to address WMD proliferation, areas of capability shortfall will remain 
after FY 1997. Therefore, it is the intention of the CPRC to continue the CPRC program review 
process beyond its congressionally mandated 1996 term. 

In light of the CPRC's finding that the need to enhance our national capabilities to coimter 
proliferation has become established and institutionalized within the DoD, DOE, U.S. Intelligence, 
and the Joint Staff, the CPRC has not identified specific programmatic options this year for FY 
1998. The CPRC expects the normal budget development processes of each CPRC-represented 
Department to be adequate to ensure a robust, integrated program for countering proliferation. 
Therefore, the CPRC directs each represented Department to continue to address nonproliferation 
and counterproliferation needs and requirements as a high priority item in their FY 1998 budget 
envelopment processes. 

To continue the record of interdepartmental achievement through an integrated response to 
meetmg the counterproliferation ACE priorities, the CPRC recommends a continuation of the close 
coordination of counterproliferation-related research, development, testing, and evaluation 
(RDT&E) and procurement programs and activities among the DoD, DOE, and U.S. Intelligence. 

In order to better access and utilize and more eflBciently leverage existing technical expertise 
in the chemical and biological sciences resident in the DOE laboratories to support enhanced 
technology development and rapid fielding of advanced capabilities for CW/BW defense, the CPRC 
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Recommendations of the CPRC 

1996 

• Approve the President's FY 1997 Budget for the CPRC- 
RepiBsented Departments which Addresses Key Priorities in 
Countering Proliferation 

» Continue the CPRC Process Beyond the Congressionaliy 
Mandated Tennri» and to this end: 

• Continue to Address the Needs and Requirements for Countering 
ProOferation as a High Priority item in Annual Budget Iteview 
Processes 

• Continue Close Coordination of ROT&E and Procurement Programs 
Among DoO, DOE, and U.S. intelligence 

• Establish a Joint DOE, DoD, and U.S. intelligence R&D 
Initiative in Chemical and Biological Defense 

• Increase International Cooperative Efforts by Expanding 
Existing Activities to Counter the Global WMD Proliferation 
Threat 

• Review and Reprioritize the Counterproliferation ACEs to 
Reflect Progress and Newly Emerging Priorities 



Figure 1. CPRG Recommendations for 1996 



recommends that DOE, DoD, and U.S. Intelligence establish a joint R&D initiative in CW/BW 
Defense. A joint long term R&D plan wiU be developed for CPRC review to implement this 
recommendation. 

Recognizing the global nature of WMD proliferation threats, the CPRC recommends 
increasing international cooperative efforts to counter these threats by expanding existing 
activities in R&D, proliferation prevention, and counterterrorism being conducted by DoD, DOE 
and U.S. Intelligence. To expedite and more efficiently and eflFectively meet the challenges posed ' 
by this global problem, the CPRC further encourages and endorses cooperation with our 
international partners through conferences and joint programs; 
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In light of the ongoing reviews ofCINC requirements and national counterterrorism 
ccpabilities, the CPRC will review the counterproliferation ACEs in October 1996 and reprioritize 
them as required based on the outcome of these reviews. Lastly, in view of the growing 
recognition of WMD terrorism as a significant national security threat, the CPRC believes that the 
current ACE priority 13, "Defend Against Paramilitary, Covert Delivery, and Terrorist WMD 
Threats", should be elevated in priority when the ACE priority Ust is revised. This reprioritization 
will ensure that the counterproliiferation ACEs continue to reflect the integration of CINC 
warfightmg priorities and the overarching national security objectives they support. This ACE 
reprioritization will serve to improve the focus of future programmatic and managerial efforts to 
counter the threat of WMD proliferation. 
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1. Introduction and Overview 

i^ ^ yfi ption and Purpose of the CPRC 

^Evv This report is the second annual report of the Counterproliferation Program Review 
^Ctonunittee (CPRC) chartered to report on the activities and programs of the Department of 
^m)ita» (DoD), Department of Energy (DOE), Joint Chiefs of Staflf (JCS), and U.S. Intelligence 
^j[(jS INTELL) to enhance the capabilities of the United States to counter the proliferation of 
^Bidear, biological, and chemical weapons of mass destruction and the means to deliver than. 

1.1.1 The CPRC. Section 1605 of the Fiscal Year (FY) 1994 National Defense 
^^j^uthorization Act (NDAA) established the Nonproliferation Program Review Conmiittee (NPRC) 
^lad directed DoD to lead an interagency study of nonproliferation activities underway iii Executive 
^Branch agencies. The NPRC issued its findings in a May 1994 Report to Congress entitled Report 

Nonproliferation and Counterproliferation Activities and Programs (also known as the 
^♦Dcutch Report" after the Deputy Secretary of Defense who chaired the NPRC at Secretary of 
plpcfcnse Perry's request). Congress modified the charter of the NPRC in Section 1 502 of the FY 
^|995 NDAA and established the CPRC to replace the NPRC. 

g Congress specified that the CPRC be composed of the Secretary of Defense (as Chairman), 

^the Secretary of Energy (as Vice Chairman), the Director of Central Intelligence (DCIX and the 
^Chairman of the Joint Chiefe of StaflF(CJCS). Consistent with the CPRC's charter, the Secretary of 
^pefoise has designated the Undersecretary of Defense for Acquisition and Technology 
teUSD(A&T)) to perform the duties of the chairman of the CPRC again this year, and the Secretary 

rfEnergy has designated the Deputy Secretary of Energy responsible for national security 
^ programs to serve as Vice Chairman. Senior level representatives fi-om the JCS and U.S. 
g Intelligence round out this year's CPRC. Excerpts fixwn the congressional language estabUshing the 

CPRC are contained in Appendix A of this report, and a listing of the CPRC principals and working 
0 level review participants is provided in >^pendbc B. 

Congress directed the CPRC to "identify and review existing and proposed capabilities and 
technologies for support of U.S. nonproliferation and counterproliferation policy." This year the 
CPRC has decided in this report to examine the accomplishments of the various nonproliferation 
and counterproliferation programs and initiatives established over the past two years. Because 
several new initiatives have been estabUshed since the original 1994 NPRC Report to Congress, 
now is an appropriate time to evaluate and report on the integrated progress of the 
interdepartmental response to enhancing the ability of the United States to respond to and counter 
the proliferation of weapons of mass destruction (WMD). 

1.1.2 CPRC Report Requirements. Congress directed the Secretary of Defense to submit 
to Congress, not later than May 1, 1996, a report of the findings of the CPRC. Congress specified 
ttat the report contain the following infonnation: 1) a complete list, by specific program element, 
of the existing, planned, or newly proposed capabilities and technologies reviewed by the CPRC;'2) 
a complete description of the requirements and priorities established by the CPRC; 3) a 
comprehensive discussion of the near-term, mid-term, and long-term programmatic options 
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foraiulated by the CPRC for meeting the CPRC's requirements and for eliminating identified 
deficiendes, including the annual fundmg requirements and completion dates established for each 
such option; 4) an explanation of the recommendations made by the CPRC, together with a full 
discussion of the actions taken to implement them; 5) a discussion and assessment of the status of 
each CPRC recommendation during the fiscal year preceding the fiscal year in which the report is 
submitted; 6) identification of each specific DOE program that the Secretary of Energy plans to 
develop to initial operating capabiUty (JLOC) and each such program that the Secretaiy does not 
plan to develop to IOC; and 7) for each new technology program scheduled to reach operational 
capabiUty. a recommendation from the Chairman of the JCS that represents the views of the 
commanders of the unified and specified commands regarding the utility and requirement of the 
program. This report is in response to that request. 

1.2 Definitions and Objectives 

1.2.1 Definitions. Proliferation refers to the spread of nuclear, biological, and chemical 
(NBC) weapons and the means to deUver them - commonly referred to as weapons of mass 
destruction. In this report, the term "WMD" is meant to include NBC weapons. Their supporting 
uifrastructure elements and their delivery systems, in particular cruise and baUistic missUes are also 
considered m this report. The report focuses on existing and emerging proliferant states but also 
considers the proliferation of WMD from China, the states of the former Soviet Union (FSU) and 
Third World nations. 

DoD, DOE, and U.S. Intelligence are responsible for a wide variety of tasks to prevent or 
counteract proliferation. DoD has specific responsibiUties in warfighting and miUtary operations 
DoD's specific responsibiUties, referred to as "counterproUferation", span the spectrum from 
miUtaxy operations to diplomatic efforts and include: support of proUferation prevention and 
inteUigence activities, deterring the use of NBC weapons, defending against NBC weapons 
protecting against their effects, and maintaining a robust capabiUty to find and destroy NBC 
weapon deUvery forces and their supporting infrastructure elements with minimum coUateral 
effects, should this become necessary. The DOE'sresponsibUity with regard to the proUferation of 
WMD primarily mcludes activities and programs in nuclear proUferation prevention, inteUigence 
support, treaty verification, and technology research and development (R&D) to support these 
responsibiUties. The activities and programs of U.S. IntelUgence summarized in this report address 
the broader mteUigence efforts necessary to prevent, detect, and react to the proUferation of WMD. 

A Multi-Tiered Response to Countering WMD. Considering the complexities of 
facing an adversary armed with WMD, the CPRC places a high priority on proUferation prevention 
activities. Reahzmg, however, that efforts to halt the proUferation of NBC weapons and their 
means of deUvery may not be entirely successfiil, DoD must prepare U.S. armed forces to fight 
survive, and prevail in any conflict involving the use of NBC weapons by an adversary. 

The represented Departments have developed a multi-tiered response to counter WMD 
threats that seeks to devalue their perceived utiUty and, consequently, to make their acquisition 
unattractive to a would-be proliferant, while at the same time assuring that U.S. forces can prevaU 
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in a Major Regional Contingency involving an adversary's use of WMD. These underpinnings of 
deterrence are achieved by aggressively pursuing capability improvements in the following seven 
key fimctional areas, illustrated in Figure 1 . 1 and defined below: 

• Proliferation Prevention — to deny attempts by would-be proliferants to acquire or 
expand their WMD capabilities by: providing inspection, verification, and enforcement 
support for nonproliferation treaties and WMD control regimes; supporting export 
control activities; assisting in the identification of potential proliferants before they can 
acquire or expand their WMD capabilities; and, if so directed by the National Command 
Authority, planning and conducting interdiction missions; 

• Strategic and Tactical Intelligence — to provide to policy and operational organizations 
actionable foreign intelligence on the identity and characterization of activities of existing 
or emerging proliferant states and groups, in order to support U.S. eflForts to prevent the 
acquisition of weapons and technology, cap or roll back existing programs, deter weapons 
use, and adapt military forces and emergency assets to respond to threats; 



Responses to Countering Proliferation 
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Figure 1.1 Countering Proliferation: A Multi-Tiered Approach 
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• Battlefield Surveillance - to detect, identify and characterize WMD forces and 
associated elements (using DoD and intelligence assets) in a timely manner to support 
combat operations, such as targeting and mission/strike planning activities, and provide 
timely post-attack and battle damage assessment (BDA); 

• Counterforce - to target (using battlefield surveillance and other intelligence assets), plan 
attacks, deny, interdict or destroy, and rapidly plan restrikes as necessary against hostile 
WMD forces and their supporting infi-astructure elements while minimizing collateral 
effects; 

• AcAve Defense — to protect U.S., allied and coalition forces, and noncombatants by 
intercepting and destroying or neutralizing NBC warheads delivered by ballistic and cruise 
missiles, while minimizing collateral effects that might arise during all phases of intercept; 

• Passive Defense - to protect U.S., allied, and coalition forces against NBC effects 
associated with WMD use, including: measures to detect and identify NBC agents, 
individual and collective protection equipment for combat use, NBC medical response, 
and NBC decontamination technologies; and 

• Countering ParamiUtary, Covert Delivery, and Terrorist WMD Threats - to protect 
military and civilian personnel, facilities, and logistical/mobilization nodes firom this special 
class of WMD threats both in the United States and abroad. 



To the extent possible, the DoD, DOE, and U.S Intelligence program descriptions provided in 
Sections 4-6 will be grouped according to these seven functional areas. 

1.2.3 Operational Objectives. To meet mission objectives for countering proliferation and 
ensure that related interdepartmental research, development, testing, and evaluation (RDT&E) 
activities lead to acquisition programs and deployed capabilities that satisfy the requirements of the 
combatant commanders, operational objectives were identified by the CPRC last year and are listed 
in Table 1.1 for each counterproliferation functional area. Where shortfalls were identified, 
NPRC/CPRC-endorsed initiatives have been established to meet these operational objectives in a 
timely manner by accelerating the fielding of technologies and systems satisfying the operational 
requirements of the combatant conmianders and other customers. 



1.3 Scope of Programs Considered bv the CPRC 

The Counterproliferation Areas for Capability Enhancements (ACEs). This report 
focuses on identifying and describing those DoD, POE, and U.S. Intelligence activities and 
programs which support the counterproliferation Areas for Capability Enhancements (ACEs) 
identified last year by the CPRC. The counterproliferation ACEs serve to summarize and prioritize 
the interdepartmental policy needs and operational requirements for countering proliferation, and. 
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Table 1.1: Countering Proliferation Operational Objectives 



Countemroliferation 
Functional Area 


\iDjecuves 


• Proliferation Prevention 


• Effective and Cooperative Interagency Siqyport in Export Controls, Treaty Verification 
anu inspecuon ouppon 

• Detection and Tracking of Shipments/Diversions of WMD Materials and Technologies 

• Effective and Timely Data Correlation and Fusion 


• Strategic and Tactical Intelligence 


• Provide Accurate, Comprehensive, Timely, and Actionable Foreign Intelligence in 
ouppon ox iNauonai oaaiegy tor countermg Proliferation 

• Effective/Timely Dissemination of Operational Intelligence 


• Battlefield Surveill^inr^ 


• Accurate wmu i arget identincation and Characterization 

• Time Urgent Response 

• Prompt Reliable Post-Attack Damage Assessment and BD A 


• WMD Counterf orce 


• Time Urgent Response 

• iTompt Targetmg and Strike/Restnke Plannmg 

• High Kill/Neutralization Probability against WMD Targets 

• Collateral Efifects Minimization/Neutralization 


• Active Defense 


• Cost-Efifective, Wide Area, Low Leakage WMD Active Defenses 

• Collateral Effects Minimization/Neutralization 


• Passive Defense 


• Prompt, Accurate NBC Agent Detection, Identification, and Early Warning 

• Individual and Collective Protection and Decontamination that Minimize Performance 
Degradation, Casualties, and Operational and Logistical Impacts 

• Availability of Effective BW Vaccines 


• Countering Paramilitary, Covert 
Delivery, and Terrorist WMD 
Threats 


• Joint DoD Readmess against WMD Threats in the U.S. and Overseas 

• Prompt, Effective World-Wide Response 



in particular, the mission fulfillment needs of the military Commanders-in-Chief (CINCs). In feet, 
the prioritization of the counterproliferation ACEs foUows closely that of the CINCs' prioritization 
of counteiproliferation capabilities established last year as part of the Deterrence/ 
CounterproUferation Joint Warfighting CapabiHties Assessment (JWCA) defined by the Joint 
Requirements Oversight CouncU (JROC). The CPRC uses the counterproliferation ACEs as the 
basis for its program reviews and to assess progress in meeting counterproliferation and related 
nonproliferation mission needs. The fifteen counterproliferation ACEs are listed in Table 1.2. The 
origin of the counterproliferation ACEs is discussed in more detail in Section 3.1. 

Programs Strongly Related to Countering Proliferation. The CPRC defines programs 
"strongly related to countering proliferation" as those programs: 1) addressing the 
counterproliferation ACEs; and 2) that if eliminated, would necessitate significant modification of 
the NPRC/CPRC endorsed initiatives to achieve the recommended improvements in capabilities 
outlined in tiie 1994 NPRC and 1995 CPRC reports. These include: 1) DoD, DOE, and U.S. 
Intelligence initiatives established and implemented consistent with NPRC and CPRC 
recommendations (e.g., the Counterproliferation Support Program); and 2) other programs strongly 
related to countering proUferation which are directiy related to the counterproliferation ACEs (e.g., 
the Chemical and Biological Defense Program). 
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Table 1.2: CPRC Counterproliferation Areas for Capability Enhancements 



Counterproliferation ACEs 
(in priority order) 

1. ) Detection, IdentificaticHi, and Gharacterization of BW/CW Agents 

2. ) Cruise Missile Defense 

3. ) Theater Ballistic Missile Defense 

4. ) DetectiCTi, Characterization, and Defeat of Undeiground WMD Facilities 

5. ) Collecti(Hi, Analysis, and Dissemination of Actiraiable Tiifelliggnce to the 

Warfighter 

6. ) Robust Passive Defense to Enable Continued Opoations on the NBC 

Battlefield - ■ ' ■ .- ' 

7. ) BW Vaccine RDT&E and Production to Ensure Availability 

8. ) Target Planning for WMD Targets 

9. ) BW/CW Agent Defeat ~ 
10 ) Detection and Trackine of WMD and WMD-Related Shipments 

11. ) Prompt Mobile Target Detecti«i and Defeat 

12. ) Support for Special OperaticHis Foroes ■ 

13. ) Defend Against Paramilitary. Covert Delivery, and Terrorist WMD Threats 

14. ) Support Export Control Activities of the U.S. Government 

15. ) Support Inspection and Monitoring Activities of Verifiable Arms Control 

Agreements and R^imes 



It should be noted that general purpose defense and defense infi-astnicture programs, such 
as development and procurement programs for the various military weapon deliveiy platforms, are 
not included because they contribute to the basic capabilities of U.S. forces which underlay all 
military capabilities, not just countering proliferation. Such acquisition programs would still 
continue largely unaffected should NBC threats suddenly disappear. Existing and ongoing DoD 
programs strongly related to countering proliferation include: programs in NBC passive defense; 
counterforce against fixed and mobile WMD targets and collateral effects mitigation; programs to 
counter paramilitary, covert deUveiy, and terrorisft WMD threats; ballistic and cruise missile defense 
RDT&E (including collateral effects mitigation); ecport control of military and dual-use 
technologies; and arms control treaty compliance verification There are several DOE and U.S. 
IntelHgence programs, described in this report, which are directly related to the counterproliferation 
ACEs. 

In general, the NPRC/CPRC-endorsed initiatives leverage and augment existing and 
ongoing programs in order to accelerate program deliverables. DoD's Counterproliferation 
Support Program, established in direct response to a 1994 NPRC recommendation and endorsed by 
the CPRC, is one example of an NPRC/CPRC initiative designed to accelerate the RDT&E and 
fielding of several ongoing DoD programs and their deliverables. For example, one of the areas of 
most concern to the NPRQCPRC has been the lack of deployed capabilities to detect, identify, and 
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provide timely warning of the presence of biological weapons (BW) agents on the battlefield. In 
response, the Counterproliferation Support Program is providing enhanced funding and 
management oversight in conjunction with DoD's Chemical and Biological Defense Program to 
accelerate the deployment of critical standoff and remote BW detection and characterization 
systems. In another area of significant concern to the NPRC/CPRC, the Counterproliferation 
Support Program is supporting the accelerated development of a new generation of WMD target 
defeat and collateral effects prediction and mitigation capabilities that are being demonstrated as 
part of the ongoing Counterproliferation Advanced Concq>t Technology Demonstration (ACTD). 

1.4 Organization of the Report 

The remainder of the report is organized as follows. Section 2 provides an overview of the 
worldwide WMD proliferation threat. Section 3 is devoted to a review of the 1995 CPRC findings 
and recommendations, mcluding a summary of the origin of the Counterproliferation ACEs along 
with an overview of the DoD, DOE, and U.S. InteUigence investments in addressing them. Section 
4 provides detailed descriptions of the DoD programs and activities which are strongly related to 
countering proliferation and that directly address the counterproliferation ACEs. Specific program 
accomplishments are highlighted. DoD policy perspectives, CINC priorities, and Joint Staff 
activities related to counterproliferation are also discussed in this section, along with new 
developments smce the 1995 CPRC report was issued. DOE nonproliferation programs related to 
countering proliferation are described, and their accomplishments discussed, in Section 5. U.S. 
Intelligence programs and activities to counter proliferation are briefly described in Section 6, with 
the details provided in an "Intelligence Annex" to this report (separately bound). The finding and 
recommendations of the CPRC are contained in Section 7, which summarizes the integrated 
interdepartniental response for countoing proliferation and discusses both management and 
programmatic initiatives for continued progress in addressing WMD proliferation threats. 

Five appendices are also included in the report: Appendix A provides excerpts of the 
congressional language chartering the CPRC and this report; Appendix B lists the CPRC review 
participants; i^pendbc C provides tabukir summaries of DoD programs strongly related to 
counterproliferation, including key program accomplishments, milestones, and budget profiles for 
FY 1997; Appendix D provides DOE's budget profile for programs strongly related to countering 
proliferation; and an acronym list is provided in Appendfac E. Finally, a separately bound 
Intelligence Annex has been prepared by U.S. Intelligence to describe U.S. Intelligence, DoD, and 
DOE intelligence programs rdated to countering proliferation. 
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2. The Contmuing Threat of WMD Proliferation 
2.1 Introduction; Scope of the Problem 

Of the many international dangers that have emerged in recent years to confront the U.S,, 
few have more serious and far-reaching implications for security and stability than the worldwide' 

proliferation of wei^)ons of mass destruction — nuclear, biological, and chemical weapons and 

their missile delivery systems. The problem, as illustrated in Figure 2. 1, is global — politically, 
economically, militarily, and technologicaUy. It involves some of the largest, smallest, richest, and 
poorest coimtries, and those led by some of the most reactionary and unstable r^imes. 

At least 20 countries — some of them hostile to the United States — already have or may 
be developing WMD or missile delivery systems. Others are heavily engaged in the sale or transfer 
of WMD technology. Some of these countries are dearly willing to use WMD, and some have. 
Chemical and/or biological weapons are believed to have been used in recent conflicts. More 
recently, as the Tokyo subway incident shows, terrorist attacks using chemical weapons agents 
have suddenly become a reality. The WMD problem is serious and growing. 

The Cold Wa-, and the poiod of stability which accompanied global detorence, is over. 
Unstable regimes, shifting regional power balances, and terrorism dominate the landscape today. 
The potential for catastrophic use of these weapons is higher than it has been in many decades. 
Intelligence on the potential use of WMD is crucial in efforts to control emerging WMD crises or 
avoid imminent disasters. 



Proliferation - A Global Issue 

Political, Economic Military, & Technological Dimensions 




Figure 2.1. Proliferation — A Global Problem 
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heino r i . ^ °^ ^^'^^ ^'^'^^ ncc^, miUtaiy and emergency forces are 

being equipped and trained to operate in a WMD environment. The success of such efforts 
depends heavily on mtelligence to identify the specific threats forces will face at a given location 

makes this problem even more urgent today. In order to combat the WMD threat US andalli^ 

Z w '^^"^'^ ^^"^ Military intelligence needs are spe^c 

and detailed, with a high premium on rapid delivery of analytical products in an operational 
environincnt. 

^"^^^P^i^onofthe serious threat posed by WM^ 
devdoped, and is miplementmg, a strategic plan which draws on the resources of the entire 
iSl^^SlTr'' ^^"*^"^8«^^*«'^ti«^"«do«^lycoordinatedwith^^^ 
f,t^;«^r^'i '^''^^'^^T^ In many cases, the activities are joint The goal 

IS to provide pobcy makers with the inteUigence support they need to: ^negoai 

• Prevent the acquisition of WMD - and of related technology and technical insight - by 
countnes and terrorist organizations seeking such capabUities; 

• Roll back existing programs and capabilities woridwide; 

• Deter the use of these weapons; and 

• Adapt military forces and emergency assets to respond to the threat posed bv these 
weapons. f 

th. thr.r'of "°i'^!,'^°'"f^® WMD proliferation threat, including- 

posed by CW/BW, balhstic and cniise missUes, and underground and hardened WMD Sti^In 

.^fo^^n For additional 

^riMtion on pr^^ threats, the reader is referred to the April 1996 Office of the Secretary 
of Defense (OSD) report entitled Proliferation: Threat ondRe^nse. ^ 

2J1 The Thrftat nf Nurl Aar Divarsinn 

Althou^ the threat of a massive nuclear attack involving hundreds or even thousands of 
weapons from ^e FSU has diminished, other threats have arisen the potential acqmSS 
nuclear matenals or even nuclear weapons by states hostile to the United StatesTr by terrorists 

"^^^^^ '^^^ «-^»«y no evidence th^^r 

terrorist organization has obtamed weapons grade fissUe materials. However US Intelligence is 
concerned because only a small amount of material is necessary to terrorize popiilatSrJs 

now . ,^*/^^f/^^ty is that nuclear materials, technologies, and expertise are more accessible 
now than at any other tmie m histoiy - due in part to the dissolution of the Soviet Union and the 
region s worsened economic conditions and poUtical instabilities. This problem is eTeAaT^ by 
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the increaang diffusion of modem technology through the growth of the world market, making it 
harder to detect illicit diversions of materials and technologies relevant to a nuclear weapons 
program. 

U.S. Intelligence is taking all possible measures to support aggressively U.S. Government 
efforts to ensure the security of nuclear materials and technologies. There are several reasons why 
U.S. Intelligence is concerned about the security of nuclear materials. 

• Russia and the other states of the FSU are not the only potential sources of nuclear 
we^ons or materials. The reported theft of approximately 130 barrels of enriched uranium 
waste from a storage fiusility in South Africa, which was covered in the press in August 
1994, demonstrates that this problem can begin in any state where there are nuclear 
materials, reactors, or fuel cycle fecilities. 

• A few countries whose interests are inimical to the U.S. are attempting to acquire nuclear 
weapons — Iraq and Iran being two of the greatest concerns. Should one of these 
countries, or a terrorist group, acquire one or more nuclear weapons, they could 
enormously complicate U.S. political or military activity, threaten or attack deployed U.S. 
or allied forces, or even threaten to conduct an attack against the U.S. itself 

• The effort required to become a nuclear power is being reduced. Years ago there were two 
impediments to would-be proliferators: the technical know-how for building a bomb and the 
acquisition of the fissile material. While it is by no means easy to make a nuclear weapon, 
knowledge of weapons design is suflBciently widespread so that a concerted effort could 
succeed in at least developing a workable, albeit crude, design. The single greatest 
in^>ediment to a nation acquiring a nuclear c^^)ability is the acquisition of fissile material. 
Nuclear weq>ons require fissile material in the form of highly enriched uranium or 

Plutonium, both of which require large multi-billion dollar development programs to 
produce independently. 

The protection of fissile material in the FSU has thus become even more critical at the same 
time that it has become more difiBcult. Many of the institutional mechanisms that once curtailed the 
Spread of nuclear materials, technology, and knowledge no longer exist or are present only in a 
weakened capacity. Effective new methods of control have yet to be folly hnplemented for a large 
portion of the world's nuclear related materials, technology, and information. 

The list of potential proliferators is not limited to states with nuclear weapons ambitions. 
There are many non-state actors, such as separatists and terrorist groups, criminal organizations, 
and individual thieves who could choose to forther their cause by using fissile or non-fissile (but 
radioactive) nuclear materials. Despite press articles claiming numerous instances of nuclear 
trafiScking woridwide, U.S. Intelligence has no evidence that any fissile materials have been 
acquu-ed by terrorist organizations. There are no indications of state sponsored attempts to arm 
terrorist organizations with nuclear material, fissile or non-fissile. Furthermore, conventional 
weapons such as improvised explosives remain the most likely option for terrorist groups because 
they are much easier to use and can be effective as tools of terror. Unfortunately, this does not 
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"^T"^*® **^°^^°®^"°*"®*^®^^y need fissile mterial — which is more Hifflr. 

^^^^^^^ 

eto^ deserf ™fl, radioactive waae, according ,o press rcporn. 

n» could have caused dismpion to fte populace, but would to«3d1^ 
health hazard for anyone outside the immediate blast area. " PO^" « nimmal 

feJann,S.nSh^s^' 

„uc.eari^ro:w^s^trr:^rs-rs^^'^ 

contrast, a new breed of muLationaltei^rriT^^S^^r^?^*^ I" 
..rjicmihtant.Unt.Lti^Xi::^^ 

2.3 The Chemical and Binlnp i cai W^nnnc Terron\» Thr^o* 

The danger that a terrorist organization like the Anm <!i,!nr;i^,« « i j . 
to ,au™=h » attack using chemical wipons i^ ort^:^^^^:^^^'' 
toex,s.. US IWelhgencecontmuestoassessandandyzeAethreatofaterjS^^^ 
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attack, a threat that remains ever present. The Aum Shinrikyo attacks in June 1994, in Matsumoto, 
Japan, which killed seven and injured 500, and on the Tokyo subway in March 1995, which killed 
12 and injured 5,500, were the first mstances of large-scale terrorist use of CW agents, but a variety 
of incidents and reports over the last two years indicate terrorist interest in these weapons. These 
incidents include, but are not limited to: 

• In February 1996, German police confiscated firom a Neo-Nazi group a coded diskette 
that contained information on how to produce the chemical agent mustard gas. German 
police have stated that there are no indications yet of intent or efifort to manufacture the 
agent. 

• Tajik opposition members lacing champagne with cyanide at a New Year's celebration in 
January 1995, killing sbc Russian soldiers and the We of another, and sickening other 
revelers. 

• Press reports indicate that the Kurdistan Worker's Party (a guerrilla group that opposes 
the Turkish rule of historically Kurdish regions) poisoned water supplies in southeast 
Turkey with cyanide. 

Terrorist interest in CW and B W is not surprising, given the relative ease with which some 
of these weapons can be produced in simple laboratories, the large number of casualties they can 
cause, and the residual disruption of infi^istructure. Although popular fiction and national attention 
have focused on terrorist use of nuclear weapons, CW and BW are more likely choices for such 
groups. 

• In contrast to the fabrication of nuclear weapons, the production of BW requires only a 
snudl quantity of equipment. 

• Even very small amounts of BW and CW can cause massive casualties. The fact that only 
12 Japanese died in the Tokyo subway attack has tended to mask the significance of the 
5,500 people who required treatment in hospital emergency rooms. Such a massive influx 
of injured — many critically — has the potential to overwheUn emergency medical 
facilities, even in a large metropolitan area. 

• Terrorist use of these weapons also makes them weapons of mass destruction because of 
the necessity to decontaminate afifected areas before the public will be able to begin 
feeling safe again. 

Although the Aum Shinrikyo case demonstrates that terrorists can produce CW, they also 
may be able to directly acquire these weapons via other means, including: theft of agents fi-om 
research labs, acquisition of commercially available poisons, theft of chemical munitions held by the 
military, black market activity, and receipt of ready-made CW firom a state sponsor. It is unlikely 
that all such acquisition attempts will be discovered and mvestigated. This is especially 
troublesome for BW. There is no doubt that the use of BW could be devastating and, at the very 
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least, seriously disrupt the daily lives and business activities of Americans. Consequently, BW 
agents represent a serious threat to U.S. national security. 

The continued inclusion of states such as Iran, Libya, and Syria on the terrorism list 
highlights the danger of potential state sponsorship of a terrorist's CW or BW program, although 
there is no evidence of state sponsors providing CW or BW or the technologies to produce them to 
terrorist groups. 

The Aum Shinrikyo. The investigation of Aum leader Shoko Asahara has resulted in a 
number of revelations about the cult's activities. Press reports all^e that: 

• Asahara ordered the c^ability to produce sarin beginning in 1993; a large agent 
production complex was not operational until March 1994. 

• Some evidence suggests that the group may have tested sarin on sheep in Australia. Press 
reports claim that examination of some 30 sheep carcasses at an abandoned Aum site in 
Australia revealed the presence of sarin and other pesticides of similar structure. 

• After the breakup of the Soviet Union, Aum expanded its activities in Russia, claiming 
some 30,000 followers there in addition to the 10,000 in Japan. 

• Aum's Russian element broadcast religious radio programs into Japan from the Russian 
Far East. 

• Video news footage indicates that a Russian-made GSP-1 1 toxic gas detector was found 
at the Aum compound in Japan. Designed to be used on the battlefield, the Russian 
detector can also be used in a nerve agent production and handling fecility. 

• Asahara intended the simultaneous chemical strike on 10 locations in the Tokyo subway 
to be a massive myst^ attack that would divert attention from the cult. 

• In February 1996, the Thai police were informed by the Japanese embassy that members 
of Aum ShinrilQro had arrived in Thailand possibly to carry out terrorist activities. One 
individual was arrested and later identified as an Aum member, however, there is no 
information indicating that terrorist activity was planned or conducted in Thailand. 

2,4 The Military Threat of Chemical and Biological Weapons 

The military threat from chemical and biological weapons is greater today than it has ever 
been — particularly in regions where religious, ethnic, and/or economic strife are feeding the roots 
of conflict. Exacerbating the problem is the worldwide proliferation of knowledge and technology 
related to CW/BW and weapon development. Ready access to international computer networks 
and databases provides a would-be proliferant with unparalleled access to information that can 
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greatly accelerate the development of a CW/BW weaponization program. Not only must U.S. 
forces be prepared for these threats; they must be prepared now. 

The costs of nuclear weapons, the requirement for large supporting infrastructures, and the 
need to acquire the many different technologies necessary for weaponization are limiting factors in 
achieving a nuclear weapons cq)ability. On the other hand, initiating a CW agent production 
capability is a rather straightforward adiq>tation of basic industrial chemical processes. Similarly, 
BW agents can be produced by countries possessing a pharmaceutical, veterinary, or medical 
infrastructure. For such countries, CW and BW production is technically feasible and can become a 
reality with the acquisition of some specialized equipment, cooperation of appropriate scientists and 
engineers, and the political will to do so. The military effectiveness of CW/BW weaponization will 
depend on the overall support available from the country's military infrastructure and the training 
and doctrine development it can provide. However, with only modest investments a credible and 
effective CW/BW weaponization program can be established. 

Aimed at certain critical nodes in the military infrastmcture of the U.S., either domestically 
or abroad, CW and BW could seriously disrupt the execution and tempo of miUtary operations. 
Contamination of mobilization/logistics nodes, ports, and other choke points created during force 
projection (e.g., the ports at Al Jubyal and Ad Dammam during the Gulf War) could delay the 
initiation of military can^>aigns, increase the exposure and vutaerability of troops, and threaten the 
very success of military operations. It is imperative, therefore, that U.S. forces be prepared to 
operate effectively in CW/BW contaminated environments while simultaneously being able to 
detect and identify threat agents, treat casualties, and remediate the contaminated area. 

The Soviet Union may have had the most advanced CW and BW programs in the world; at 
the very least, it certainly had the largest. The collapse of the Soviet Union and the current 
economic and unemployment problems of the Newly Independent States of the FSU may have a 
significant impact in the coming years on the direction and pace of CW and BW development 
throughout the world. While not sanctioned by the standing governments of the FSU, individuals 
and organizations may be tempted to sell related knowledge and materiel for hard currency just to 
survive. Certainly, the scientists and engineers formerly employed in the Soviet CW/BW weapons 
complex could be vuhierable to this temptation. Just as the level ofprotection and control of 
nuclear materials has declined since the fall of the Soviet Union, so too could CW and BW 
knowledge and material become vubierable to pilfering by entrepreneurs looking to turn a quick 
profit in the international proliferation marketplace. 

Press reports indicate that the Soviet Union may also have developed CW agents which are 
harder to detect, protect against, and treat than standard nerve and other conventional CW agents. 
Proliferation of knowledge and material concerning these CW agents to regions of instability or by 
rogue nations could severely impact U.S. national interests, national poUcy, and military strategy. 
The prospect of facing a country, such as Iraq, equipped not just with CW, but with CW for which 
we do not possess adequate means of protection or detection is a sobering thought, indeed. 

Another less well understood CW threat is the potential for a Bhopal-like event resuhing 
fix)m deliberate targeting of industrial faciUties in populated areas. U.S. forces operating in 
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industrial areas could face a combined threat of conventional CW agents and exposure to mdustrial 
chemicals released either deliberately by saboteurs or as a result of collateral effects associated with 
military attack operations (i.e., by fiiend or foe). 

Currently there are some 20 countries that possess or are seeking to acquire CW and BW 
capabilities. Some of these programs are relics from the Cold War, others are the result of current 
tensions and instabilities, and still others defy any reasonable e}q)lanation (at least by Western 
standards). Whatever the rationale for the existence of these programs, they all have the potential 
to pose a serious threat to U.S. military forces operating in or near these countries. The 
importance and gravity of these issues are underscored by noting that the countries which are the 
greatest concern to the U.S. as potential CW/BW weapons proliferants are also in regions where 
the U.S. has well defined national security interests (e.g., the Middle East). Therefore, it is of 
paramount importance that U.S. forces continue to maintain a credible capability to operate 
effectively in a CW/BW contaminated environment, and that the U.S. continue to play a leadership 
role in CW and BW arms control by ratifying the Chemical Weapons Convention and working to 
strengthen the Biological Weapons Convention. 

Ballistic Missile WMD Delivery Systems. Ballistic missiles oflfer potential proliferators 
several advantages in delivering NBC weapons. This is evidenced by the feet that many of the 
states thought to possess or seeking to possess hIBC weapons also have programs to develop or 
acquire ballistic missiles. Ballistic missiles are less pensive to acquire and sustain than a modem 
air force. They have a relatively low profile infiastructure, and the use of mobile launchers makes 
them far less vdnerable to U.S. offensive operations than, for example, manned aircraft with ties to 
fixed air bases. The U.S. experience in the Gulf War demonstrated the exceptional challenge posed 
by mobile ballistic missile launchers to counterforce operations. Periiaps the greatest attraction of 
ballistic missiles is the difiSculty in defending against them. 

The potential for coercion is, perhaps, the long-range ballistic missile's greatest value to 
proliferators and the greatest challenge for those seeking to restrain them. Beyond their coercive 
value in threatening distant cities and their ability to distract and tie up military resources seeking to 
counter them, ballistic missUes — if sufiBdently accurate and/or lethal — can pose a direct military 
threat as weU. During the Gulf War, 25 percent of U.S. combat fetalities resulted from a single 
SCUD missile strike on a makeshift barracks in Dhahran, Saudi Arabia. Whether as a terror 
weapon against civilian populations or as a means to threaten the rear of U.S. and coalition forces, 
ballistic missiles can be an effective offensive weapon, even in the midst of U.S. air superiority. 
This is particularly the case with WMD-armed ballistic missiles Because of their ability to spread 
lethal effects over wide areas, arming ballistic missiles with WMD can, to some extent, compensate 
for a lack of missile accuracy. An inaccurate ballistic missile armed with conventional high 
explosives can be transformed from a militarily ineffective terror weapon to a militarily significant 
weapon by adding a WMD warhead. Hence, those who seek to develop or acquire WMD will 
likely seek to develop or acquire ballistic missiles as well, and sometimes, unfortunately, vice versa. 

Cruise Missile WMD Delivery Systems. Article 2 of the Intermediate-Range Nuclear 
Forces (INF) Treaty provides a usefijl definition: "A cruise missile is an unmanned, self-propelled 
vehicle that sustains flight through the use of aerodynamic lift over most of its flight." Cruise 
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missiles may be even less «q)ensive and more accurate than ballistic missiles, and their smaller size 
may make them an even more elusive target for counterforce operations. Furthermore, they may 
also be more difficult to defend against than manned aircraft because of their lower radar cross- 
sections and flight characteristics. Cruise missiles tend to be small, easy to hide, capable of being 
launched from a variety of mobile launch platforms (air, groimd, and sea based) without significant 
modifications to the missile, relatively hard to detect in flight, and potentially accurate to a few tens 
of meters (e.g., via the Global Positioning System). Even unsophisticated general aviation aircraft 
and commercially available remotely piloted vehicles could be turned into an unmanned cruise 
missile of sorts and configured to accomplish a variety of militarily ^gnificant misaons. Such 
aircraft are widely available and inexpensive to purchase, support, and operate. Even though short- 
range anti-ship cruise missiles are already widely available, there are only a few countries that 
possess long-range, land-attack cruise missiles. However, there are no technological barriers 
preventing even developing nations fix)m developing or purchaang these reiativd^ inexpensive, 
potentially very accurate WMD delivery systems. Although they can be designed to deliver their 
payloads to great distances (both the U.S. and the FSU built cruise missiles with range capabilities 
of more than 3000 km), the majority of currently available cruise-type missiles have ranges typically 
less than about 2500 Ian. 

Underground and Hardened WMD Facilities. Some countries are concealing WMD 
facilities and protecting them from attack by constructing underground and other hardened 
facilities. Placing a WMD c^ability — a weapon, a delivery system, or an NBC weapon 
production complex — within an underground facility enhances a country's ability to conceal the 
facility' s location, in addition to providing considerable protection against attack. Outer perim^ 
protection in such facilities may involve concrete and steel roofs with earth cover. Other options 
include the use of tunnels, including existing coal and salt mine complexes and natural caves that 
can be both deep and extensive. Within a hardened complex such measures as blast doors, barriers, 
turns in tunnels, and expansion chambers can channel and deflect blast waves to mitigate their 
destructive effects. Modem excavating equipment has speeded the process of constructing such 
&cilities and has reduced construction costs. 

The Iraqi shallow buried and hardened fecilities attacked during the Gulf War were for the 
most part remnants of an earlier generation of protective facilities construction. Because of the 
success achieved by U.S. weapons against these facilities, a new trend has been observed: the 
increased use of deep underground structures, such as abandoned mines or tunnels, to protect high 
value military assets. A proliferant state's WMD forces and supporting infrastructure elements are 
one such high value miUtary asset. Libya's construction of the Tarhunah tunnel complex, a 
suspected large scale CW production facility, is the most recent example of this trend. 



2,5 Iraq; A Country Study 

This country study examines the magnitude of Iraq's CW and BW programs and 
underscores the complexity faced by international efforts to curt) the spread of these weapons. 
Details about the breadth of Iraq's past CW and BW programs are presented to demonstrate the 



17 



1996 CPBCRqiort to Congress 



broad range of weapons that a state sponsor of terrorism has available and could provide to 
terrorists if it so chooses. 

The unprecedented inspections conducted in Iraq by the United Nations (UN) have revealed 
much about Iraqi WMD programs. In the wake of the August 1995 defection of two high-level 
Iraqis, the Baghdad government turned over to the United Nations Special Commission 
OJNSCOM) and the International Atomic Energy Agency (IAEA) a large cache of WMD-related 
documents and have revealed even more information in extensive discussions with both UN 
organizations. The sudden revelation of new information underscored the long-standing judgment 
that the Iraqis had made efforts to deceive UNSCOM and the IAEA. Such behavior resulted in 
UNSCOM Chairman Ekeus's deUvery of a strongly worded report to the UN Security CouncU that 
was cntical of Iraq's progress m fiilfilling its obUgations under the UN resolutions imposed 
followmg the Gulf War. Despite the UN resolutions, Iraq successfiiUy concealed some 
developments in both its CW and BW programs. 

Iraq's ChenucalWmfare Program. These revelations demonstrated the ability of a 
determmed proliferator to hide some information about its CW program even when subjected to 
systematic and continued scrutiny and included: 

• The Iraqi program to develop the nerve agent VX actuaUy began as early as May 1985 
and continued until December 1990 without interruption; Iraq claimed previously that its 
program spanned only the period April 1987 to September 1988. 

• Iraq produced 65 tons of chlorine, intended for tiie production of VX, and had more tiian 
200 tons each of the precursor chemicals phosphorous pentasulfide and di- 
isopropylamine. Together, tiiese tiiree precursors would have been sufficient to produce 
ahnostSOOtonsofVX. *^ 

• Iraq developed a true binary saiin-filled artillery sheU, 122 mm rockets, and aerial bombs 
m quantities beyond prototype level. An Al Husayn missUe with a chemical wariiead was 
flight-tested in >^ril 1990. 

Iraq recdved significant assistance from outside suppliers. 

Iraq's Biological Warfare Program FoUowing the August 1995 defections, Iraq revealed 
substantial additional information about its extensive BW program. The Iraqi Government adopted 
a iK)hcy to acquire additional BW in 1974. R&D began in 1975, but went into hiatus m 1978 In 
1985, Iraq restarted BW R&D. Initial work focused on Hterature studies, until bacterial strains 
were received from overseas in April 1986. Additionally, Iraq's revelations to tiie UN included the 
followmg information on the production and weaponization of its BW agents: 

• A total of 6,000 liters of concentrated botiilinum toxin and 8,425 liters of anthrax were 
produced at Al Hakam during 1990. An additional 5,400 liters of concentrated botiilinum 
toxm were produced at the Daura Foot and Moutii Disease Institiite during tiie period of 
November 1990 to January 15, 1991; 400 Uters of concentrated botulinum toxin was 
produced at Taji; and 150 liters of cpncenti-ated antiirax were produced at Sahnan Pak 
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• Production of Clostridium perfiingens (a biological agent that causes gas gangrene and, 
when aerosolized, can cause severe gastric effects) began in August 1990. A total of 340 
liters of concentrated agent was produced. 

• Static field trials of anthrax simulant and botulinum toxin were conducted using aerial 
bombsaseariy as March 1988. Effects were observed on test animals. Additional 
weaponization tests took place in November 1989 with 122 mm rockets. Live firings of 
122 mm rockets filled with agents were conducted in May 1990. 

• Large-scale weaponization of BW agents began in 1990. Iraq fiUed more than 150 bombs 
and 25 missile wariieads with agent. Some of the bombs were dispersed to military 
airfields. 

• Iraq woriced to adapt a modified aircraft drop tank for BW agem spray operations 
beginning in December 1990. The tank could be attached either to a piloted fighter or to 
an unmanned aircraft that would be guided to the target by a piloted aircraft. The tank 
was designed to spray up to 2,000 liters of anthrax on a target. Iraq claims the test was a 
failure, but three additional drop tanks were modified and stored, ready for use. 

DoD's military response to counter WMD threats is discussed in Section 4 of the report. 
DOE'S programs in proliferation prevention are described in Section 5, and U.S. Intelligence's 
response in the counterproliferation mission area is summarized in Section 6. Details of U.S. 
Intelligence's response, including new initiatives, activities, and programs which address shortfalls 
in efforts to counter proliferation, may be found in the InteUigence Annex to this report, published 
under separate cover. 
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3. Review ofthe 1995 CPRC Findings and Recommendations 

3.1 Summary of the Findings and Recommendations of the 199S CPRC 

The CPRC reported last year in its May 1995 Report to Congress that progress had been 
made in many areas leading to a strengthening of U.S. c^abilities for countering proliferation. 
This strengthening includes implementing initiatives that will lead to rapid fielding of essential 
capabilities and improved integration, management, and oversight of programs related to 
countering proliferation. The CPRC also found that: 

• Planning, coordination, and oversight activities expanded significantly, providing a range of 
vehicles to &cilitate sound program management. 

• Substantial progress has been made in addressing many ofthe high priority shortfiilk 
identified in the 1994 NPRC Report. The CPRC supported and endorsed the DoD, DOE, 
and U.S. Intelligence organizational initiatives, programs, and FY 1996 budgets. The CPRC 
also urged Congress to support the initiatives and programs budgeted for FY 1996. 

• Within the context of the NPRC-identified Areas for Progress, the CPRC identified capability 
shortMs that required either new or additional emphasis for FY 1997 in missile defense, 
responding to paramilitary and terrorist WMD threats, and in developing low collateral 
damage, non-nuclear weapons for WMD target defeat. 

The CPRC recommended that FY 1997 and out-year fimding for Department and Agency 
counterproliferation initiatives be evaluated against other pressing priorities within the normal 
Department and Agency budgeting processes. The CPRC also recommended continuing the joint 
DoD, DOE, and U.S. Intelligence CPRC process after the Congressional mandate ends this year. 
This will ensure ongoing interdepartmental coordination by top management of programs related to 
countering proliferation. The CPRC endorsed the 1994 NPRC Areas for Progress and the CINC 
counterproliferation priorities and combined them to form the counterproliferation ACEs. The 
counterproliferation ACEs were established to serve as the basis for fiirther program reviews and to 
assess fiiture progress in meeting counterproliferation and related nonproliferation mission needs. 

Key Aecomplishmeitts in Planning, Coordination, and Oversight of Programs for 
Countering Proliferation. The CPRC cited several accomplishments made in inter- and intia- 
departmental coordination and oversight since the establishment ofthe NPRC and recommended 
the continuation of interagency efforts to coordinate programs related to countering proliferation. 
These accomplishments included: 

• Signing a DoD/DOE Memorandum of Understanding (MoU) establishmg a joint 
DoD/pOE Senior Management Advisory Group to coordinate and foster joint R&D 
activities in countering proliferation. 

• Continuing joint DoD/U.S. Intelligence cooperation through the DCI's Nonproliferation 
Center (NPC), the National Foreign Intelligence Program (NFIP), the Joint Military 
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m1^^! ^ p ^^^'^^ InteUigence and Related Activities 

(™iA) Program and Planning Guidance issued by the DCI and the Deputy Secretary of 

• Establishing a new DOE^.S. Intelligence partnership eflfort for R&D in new technolocv 
«^elatedto«.unte™gprol^^^^^ 

and CW threats as well as those of nuclear threats. tsamsiow 

• Creating an interagency Technology Working Group within the National Security Council 
smicture to review technology efforts underway in the various U.S. 

Agencies that pertain to nonproliferation, and, subsequently, establishing the 
Noivrohfo^on and Anns Control Technology Working Group. co^hLed by DoD 
DOE and the Arms Control and Disarmament Agency, as the mechanismfor 
coordinatmg arms control and nonproliferation R&D. 

• Establishing a single point of contact for counterproliferation programs within the DoD 
This responsibdity has been assigned to the Assistant to the sLeSHf dS^^A?S^^ 
™^er^^^^^ Biological Defense Programs (for^y l a?^^^'""^ 

• ^^"ff "8 CounteiproUf^^ Support Program to leverage core DoD 
counterprohferation-related programs to accelerate the fielding of enhanced capabifities. 

. Establishing and maintaining close coordination and cooperation through the CPRC 
review process and by direct interaction between the CoLerproliferS Sup^^^ 

programs are responsive to the CINCs' evolving counterprolifendon pdoriSs JS^^ 

• w r'^w"* ^^i^^^^^h «>"««Proliferation JWCA and completion of ^Missions 
and FuncUom Study led by the Joint Staff that defined the counterproUfoZn 

and associated operational concepts; this activity lead to the deveto^mS^ ac^s 

concept plan, the Counierproli/eratian 0400 CONPLAN, now being^7r<Lt^ 

toSl S!t , P^y^^ P™*«^o» of R"«»ian nuclear materials, expansion of support 
o the Internattonal Atomic Energy Agency, strengthening of support to U S a^ 

Z^^l f r "'^g of highly enrich'^ ur^Sum in 

urten^tiondfu^l eye e commerce, pre^^^^ and 
providmg additional inteUigence prdducts in support of U.S. InteUige^ ^ 
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year, the CPRC endor^ both the NPRC NonproUferation/rnnT,. 
for Progress and the CINC counterproliferation priorities. These two UsTs ^^^'''^l^^^"*" 
the Counterproliferation ACEs. Figure 3.1 summarizes this process The A^^?™^^ 
described in the NPRC's 1994 Report to Congress entitled Report on l^^f^^^J^^ ^ 
Counterproliferation Activities and Program. The counterproliferation ArFlT "^*^ 
the CTRC using the CINC counterproliferation priorities as a baseline ^^^^ahlished by 

include the NPRC Areas for Progress. The counterproIiferation^s^IS , "^^""^ »° 
those areas where progress is needed to enhance both the warfighting caoahuSH" '?^«««e 
the overall ability to satisfy the demands of U.S. nonproliferatioS^rc^L^^^ ""^^s and 
nie counterproliferation ACEs serve as a unified basis for reviewing 

m ineetmg counterproliferation and related nonproliferation mission needs^^ P^S^ 
of the counterproliferation ACEs is described briefly in what foUows '"«oncaI context 
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CINC Priorities 

On priority offder) 



• Detection/chmctehzBtion of BW/CW ^eats 

• Interoqyt cruise missiles 

• Defeat underground taigels 

• Oiancterize md identify undeiground tngets 

• Collect and analyze intelligence 

• I^ssive defense enabling opemtions 

• Support for operations in NBC cnviitnment 

• Biological vaccines 

• Planning and targeting for above ground infrastructures 

• BW/CW agent defeat 

• £)etection and trackif^ of shipments 

• I^ompt mobile target kill 

• Support for Special Opeiatians Forces 

• Locate, detect and disarm WMD in CONU&OCONUS 




Counterprohieration ACfT 



Detection, identification and characterization of B Wir^ 
Cnuae missile defense — ™MBW>rWi 

• Theater Balliitic Missile Defaae 

warfighter ««»oi« mtellm^no^ ^ ^ 

• Robust passive defense to enaWe continued 

batUefield ^^f**'^^" on the NBC 

• BW vaccine RDT&B and production to ««w 
. Target planning for WMD^to^ 

• BW/CW agent defeat 

• Detection and traddng of WMD and W . 

• Ph«pt mobile target detection and defesT^ "*»»nw«ts 

• for Special Operations Forces 



• W«pammiUt«y, covert delivery, and 



••"WinstWMD 



• &ippoct export control activities of the US Oovemmii«. 
^greemento and regimes control 




Figure 3.1. Areas for Progress and CINC Priorities: Origin of the Counten.n,lirc„.t 



lion ACEs 
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In 1994, the NPRC determined that each of sixteen "Areas for Progress" represented an 
opportunity for significant improvements in operational capabilities related to countering 
proliferation and judged that increased investment in them would lead to the greatest progress in 
addressing the priority capability shortfidls identified by the committee. 

The Joint StafFplanners are continuing the process of working with the CINCs to refine 
counterproliferation priorities and required capabiUty enhancements applicable across multiple 
warfighting mission areas. The CINCs put the highest priority on those areas where the most 
leverage could be exercised for getting enhanced capabilities out to the field quickly. This process 
resulted m a prioritization of capabiUties required by the CINCs for meeting WMD proliferation 
threats. The Joint Staff and CINCs, through a JWCA team on counterproliferation, also 
determined that some shortfells existed in areas that were not included in the NPRC's Areas for 
Progress. For example, whUe both the JWCA team and the NPRC assigned a high priority to 
defeatmg buried targets, the JWCA t^ added a priority area in "planning and targeting for above 
ground infi-astructure." This reflects a recognition that many proliferation threats reside in surfece 
locations, m addition to underground locations, and also would require enhanced capabilities to 
accurately target and attack while producing only minimal collateral effects. 

In establishing their priorities, the CINCs concentrated on those warfighting capabiUties 
related to counterproliferation which could be effectively leveraged to achieve rapid fielding 
Cruise missae defense was judged by the CINCs to be one such area based on recent developments 
m vanous sensor technologies related to detecting cruise missUes. Areas judged by the CINCs to 
require significant RDT&E, like baUistic missUe boost phase defense, were not considered a priority 
area by the CINCs because of the relatively long lead times to achieve an operational capability 
DoD's peacetime responsibility to support Special Operations Forces (SOF) and WMD antiterrorist 
operations was also judged a high priority by the Secretary of Defense and the Joint Staff While 
these activities were assigned a lower priority by the CINCs in a warfighting context, this relative 
standmg may change as the CINCs become more fiiUy engaged in the counterproliferation mission 
via their deliberative plaiming process. 

33 Progress in Addrga sing the roiinteniroliferation ACEs 

DoD, DOE, and U.S. Intelligence have each made serious commitments to address the 
threat posed by the proliferation of WMD. TableS.l summarizes the FY 1997 investments planned 
by DoD and DOE for each ACE priority. U.S. InteUigence's FY 1997 investments are discussed in 
the IntelUgence Annex. The combined DoD/DOE investment for FY 1997 is nearly $4 7 bilUon 
DoD's mvestment for FY 1997 is just under $4.3 billion, which compares fevorably with last year's 
mvestment of $3.8 bilUon. DoD budgets the bulk of its counterproliferation investment in the areas 
of theater and national missile defense (ACE priorities 2 and 3); detection and characterization of 
BW/CW agents (ACE priority 1); maintaining a robust passive defense to enable continued 
operations on the NBC battfefield (ACE priority 6); prompt mobile target detection and defeat 
(ACE pnonty 1 1); and supporting the inspection and monitoring of verifiable arms control 
agreements (ACE priority 15). DOE's investment for FY 1997 is $41 1.5 bilUon, up 5.5% from last 
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Table 3.1: Investments in the Counterproliferation ACEs 



Counterproliferation ACEs 

(in priority order) 


Counterprolifc 
Related Invest 
for FY 1997 


ration 
ments 
SMI 


DoD 


DOT 




1.) Detection, Idoitification, and Characterization of BW/CW Asaits 


306.3 






2.) Cruise Missile Defoise 


21 8 






3.) Theater Ballistic Missile Defense 


2 884 0 






4.) Detection, Characterization, and Defeat of Unden?round WMD Facilities 


42.3 


- 




5.) Collection, Analysis, and Disseminatum of Acticmable Intelligence to the 
Warfighter 








6.) Robust Passive Defease to Enable Omtinued Operatiais on die NBC 
Battlefield 


188.1 


- 




7.) BW Vaccine RDT&E and Production to Ensure Availability 


62.4 






8.) Taiget Planning for WMD TaiRets 


28.5 






9.) BW/CW Agent Defeat 


3.1 






10.) Detection and Trackins of WMD and WMD-Rdated Shipments 


4.3 


31.0 




1 1 J rrompi MODUe larget Detectton and Defeat 


138.S 






12.) Support for Special Operations Forces 


59.2 






13.) Defend Against Paramilitaiy, Covert Delivery, and Terrorist WMD 
Threats 


21.4 


35.3 




14.) Support Export Control Activities of the U.S. Government 


13.2 


16.9 




15.) Support Inspection and Monitoring Activities of Verifiable Anns Control 
Agreements and Regimes 


486.1 


198.3 




• Oflier DOE Core Nonproliferation Programs 




130.0 




• TOTALS: 


4,262.2 


411.5 





year. DOE's nonproliferation focus results in concentration of its investment in supporting 
inspection and monitoring activities of verifiable arms control agreements (ACE priority 15)- 
defending against paramiKtaiy. covert deliveiy, and terrorist WMD threats (ACE priority 13) 

.^^^'^ shipments (ACE priority 10); and supporting export control activities 

(ACE pnonty 14). In addition, DOE is planning to invest $130.0 million in its core 
nonproliferation programs (See Section 5). 

While the higher priority ACEs generaUy receive greater investment, the distribution of 
mvestments among the ACEs shows some variabiUty. This is due to a variety of fectors including 
variation m the state-of-the-art and maturity of key enabling technologies, differing devdopment 
stages of program evolution, unequal opportunities for near-term (versus longer term) payoflfe and 
due to the feet that some ACEs simply will require greater investment than others (e g those ' 
requuing extensive R&D). Consequently, it is difficult to judge progress in the counte^roliferation 
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ACEs^ply by lookmg at the numbere. It requires a closer look at the specific accomplishments 
actaeved by the programs addressing each ACE (discussed in Sections 4-^^ accompashments 

ft must dsolte noted that several DoD and IX)E programs related to courteri^^ 
prohfera^on respond to mdtip e AGE priorities. In these cases, budget values Usted in Table 3 1 
aie mduded under the ACE priority corresponding to the primary thrust of the program X^e 
pro^ desmptions provided in Sections 4 - 6 and in Appendices C and D. the AScM^Tsted 
first m the tabular suites represents the primary thrust of the program.) For ^X^^^ 
progi^ develop.^ BW/CW detection systems cleariy support robultpLsive defense^^ties 

^^^^I'^^f^f^^'^^ Likewise. severalSve 

defense systons under development have some capability to defend against cruise missiles but 
smcetheirpnrna^focusisballisticmi^^ 

Na^onal Missde Defense programs (which is not strictiy an ACE priority) also coLbute to theater 
bamsticmissde and crmse missUe defense (via technology sharing/s^^ Fmally sinSsOF 
umts have important responsibilities within DoD to res^nd to pSuS^ co^ keSL L 

'^J'^:^'^^^^^^^^^^ and fa forl^krTSaSur 

distmgmsh. mCPRC acknowledges that the im^estm^ 

necessarily subjective. It. nevertheless, provides a usefiil means, in broad terms, to chaiartii^ the 
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4. DoD Counterproliferation Programs 

In the subsections that follow, DoD activities and programs deemed by the CPRC to be 
strongly related to counterproliferation are discussed. Section 4. 1 is devoted to a discussion of the 
various activities and key developments affecting DoD's overall Counterproliferation Initiative. 
This includes discussions of new DoD initiatives scheduled for enactment in ¥Y 1997, DoD policy 
perspectives, CINC priorities and Joint Staflf counterproliferation related activities, and a summary 
of the current status of the Counterproliferation Support Program. DoD program descriptions are 
provided in sections 4.2 - 4.8 and organized in terms of the seven counterproliferation functional 
areas: proliferation prevention, strategic and tactical intelligence, battlefield surveillance, WMD 
counterforce, active defense, passive defense, and countering paramilitary, covert delivery, and 
terrorirt WMD threats. Key program accomplishments are described, and FY 1997 budgetary data 
is provided for each program. Additional programmatic details, indudmg key program 
accomplishments and milestones, are provided in Appendbc C. Finally, Section 4.9 summarizes 
how these programs and their accomplishments directly address the counterproliferation ACEs. 

It should be noted that the CPRC review process is ongoing, as is the DoD-wide 
counterproliferation program review being conducted by OSD, the Director for Program Analysis 
and Evaluation (PA&E), the Joint Staflf Services, and CINCs. (See Sections 4.1.2 and 4.1.4.) The 
DoD programs described in this section are included based on the CPRC's judgment of their 
relevance to the counterproliferation ACEs at this time. The exact composition of which programs 

and projects constitute DoD's overaU investment in counterproliferation capabiUties is stffl 
evolving. This is due to the feet that many programs, especially R&D programs, may have dual 
applicability (e.g., both to general purpose warfighting and counterprolifeiation-related missions). 
As the review and study processes continue and as programs change and mature, those programs 
identified as strongly related to counterproliferation may need to be redefined. 



4.1 Introduction and New Deveioninftn^ 

4.1.1 DoD Directive on Counterproliferation Implementation. DoD has made 
significant progress in rising to the challenges presented by the proliferation of WMD. While the 
advances have been positive, the Secretary of Defense recognized the necessity to blend together 
these widespread efforts to form a more robust campaign-level approach to address this formidable 
task. He directed that a DoD Directive be developed to normalize established policy, assign 
responsibilities, and formalize relationships among DoD organizations for the continued 
implementation of the DoD Counterproliferation Initiative. This Directive, which is in final review 
within the Department, establishes counterproliferation terms of reference to ensure uniform 
appUcation of the Directive among the DoD components. More importantly, the Directive enacts 
the membership, fimctions, and authorities of the DoD Counterproliferation CouncU. 

DoD policy to counter proliferation underUes strengthened efforts to prevent proliferation 
and to protect U.S. forces, interests, and allies in the face of proliferation where it occurs It 
appUes to the development of requisite U.S. military capabiUties and requires U.S forces to be 
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prepared to execute offensive and defensive military operations to counter the deployment and 
employment of NBC weapons. The major objectives of DoD policy are: 

• Support overall U.S. Government efforts to prevent the acquisition of NBC weapons and 
missile c^abilities; 

• Support overaU U.S. Government efforts to rott back proliferation where it has occurred; 

• Deter and prevent the effective use of NBC weapons and their deliveiy systems against 
the U. S., its allies, and U. S. and allied forces; and 

• Adi^t U.S. military forces, planning, doctrine, and training to operate effectively against 
the threats posed by NBC we^ons and their delivery systems. 

To achieve these counterproliferation policy objectives, U.S. forces must possess a spectrum of 
capabilities. The research, development, and acquisition programs designed to bring these 
capabilities to fruition are discussed in the program descriptions provided in Sections 4 2 through 
4.8 below. 

Establishment of the CP CoundL To ensure that DoD's implementation of 
counterproliferation objectives continue to be adequately integrated and focused, a DoD 
Counterproliferation CouncU (i.e., the "CP Councr) has been established. The CP Council is 
composed of the Deputy Secretary of Defense (as Chairman), the Under Secretary of Defense for 
Acquisition and Technology, the Under Secretary of Defense for PoUcy, the Vice Chairman of the 
Joint Chiefs of Stafl^ the Under Secretaries of the Military Departments, the Vice Chiefe of the 
Mihtary Services, the Assistant Secretary of Defense for International Security Policy, the Assistant 
to the Secretary of Defense for Nuclear and Chemical and Biological Defense Programs, and the 
Director for Strategic Plans and Policy of the Joint Staff. The CP Council is scheduled to meet 
later this year, and the agendas for the first four meetings have been established. They are: 1) 
comprehend the NBC and missile threats, and their impOcations, in two Major Regional 
Contingency scenarios; 2) discuss how U.S. ground, air, and naval forces train and exercise to 
operate in NBC contaminated environments; 3) consider the status of efforts to establish and test 
Joint Doctrine for operating in an NBC environment; and 4) review the status of interagency and 
allied work on counterproliferation issues. 

While the CP Council's charter is still being defined and coordinated within the Department, 
the CP Council is designed to provide high level management oversight to review DoD's progress 
in coordinating counterproliferation-related programs and activities, resolve counterproliferation- 
related issues, and work closely with the JCS and Services to develop appropriate acquisition and 
force planning strategies that will ensure the effective implementation of counterproliferation 
objectives. The CP CouncU wiU also oversee DoD counterproliferation activities in interagency and 
international fora. In executing its function, the CP CouncU wUl: 1) advise the Secretary of Defense 
on counterproliferation matters; 2) make recommendations regarding decisions on responsibUities 
for the implementation of the DoD Counteiproliferation Initiative; 3) oversee implementation of the 
DoD Counterproliferation Initiative and review and make recommendations on those elements of 
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the defense guidance that deal with counterproliferation issues; and 4) develop DoD positions and 
views on matters relating to counterproliferation for presentation and discussion outside the DoD, 
to include preparations for participation in senior interagency discussions and interaction with other 
U.S. Government Departments and Agencies. 

4.1.2 CINC Counterproliferation Priorities and Planning Activities. The 
counterproliferation activities of DoD includes the application of military force, when necessary. 
Deriving the CINCs' formal warfighting plans follows a deliberate and formalized "national 
objective-to-task" process that proceeds from top-level Presidential guidance and instructions down 
to specific military operational plans and activities. The National Security Strategy, Presidential 
Decision Directive-13 (PDD-13), and the Counterproliferation PoUcy Guidance of the Secretaiy of 
Defense have akeady provided the framework for counterproliferation planning. Three joint 
documents that have evolved from these broad guidance documents are IheMissions and 
Functions Study, the Counterproliferation Charter, and the CJCS's Counterproliferation 0400 
CONPLAN (concept plan). These are the key documents that are the prerequisites for beginning 
the CINCs' formal counterproliferation planning process to execute U.S. counterproliferation 
policy. 

Because the challenges of counterproliferation involve new policy considerations, the 
Missions and Functions Stiufy was a special efifort chartered by the Secretary of Defense and aimed 
at facilitating future DoD counterproliferation planning. The study was a combined efifort by the 
Joint Stafl^ Services, CINC representatives, and the OSD. Its key findings were: 1) each 
geographic CINC would be responsible for executing U.S. counterproliferation policy within his 

area of responsibility (AOR); and 2) implementation of counterproliferation poUcy within each 
AOR would be executed via each CINC's standard deUberate planning process. This planning 
process included the development of the overarching CJCS's Counterproliferation 0400 
CONPLAN, prior to each CINC developing an AOR-specific counterproliferation CONPLAN. 

The findings of the Missions and Functions Stiufy were approved by the Secretaiy of 
Defense in May 1995, and he fiirther directed that a Counterproliferation Charter be written prior 
to the development of the CJCS's Counterproliferation 0400 CONPLAN. The 
Counterproliferation Charter was developed as a supplement to the top-level guidance documents 
delineated above, providing more of a military focus with respect to the counterproliferation 
mission. The Counterproliferation Charter has been approved by the CJCS and is currently 
awaiting final approval by the Secretary of Defense. The CJCS's Counterproliferation 0400 
CONPLAN fijrther defines national level counterproliferation poUcy and guidance in terms of three 
national counterproliferation operational objectives, and six counterproliferation operational tasks. 
The three national counteiproliferation operational objectives and sue counterproliferation 
operational tasks evolved from an in-depth analysis of the intentions of multiple top-level U.S. 
poUcy documents relevant to the counterproliferation mission. The ensuing objectives and tasks 
have been fiiUy coordinated throughout the Commands and OSD. These counterproliferation 
objectives and tasks will guide the CINCs through the development of the AOR-spedfic 
CONPLANs. The CJCS's Counterproliferation 0400 CONPLAN is in final coordination in the 
Jomt StaflF; after which it will be officiaUy given to the CINCs so that they may then initiate their 
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Group, the Deputy Secretaiy of Defense directed a joint review of all DoD counterproliferation 
programs to assess programmatic alternatives and priorities, policy impacts, CINC requirements, 
and management alternatives. The goal of this study, which is underway, is to define a restnictiw ed 
program that meets the CINCs' counterproliferation needs. The study is being performed in 
cooperation with the OSD's Director of PA&E and is scheduled to be completed by 30 June 1996. 

The Deterrence/Counterproliferation JWCA is in the process of conducting 
counterproliferation mission analyses and operational planning workshops with each of the 
geographic CINCs. This comprehensive effort will serve multiple purposes. The enabling tasks 
and capabilities required to execute the counterproliferation mission identified during the 
operational planning workshops will be used by the CINC planners as a point of departure to assist 
in the development of their AOR counterproliferation CONPLANs. Also, the mission analyses and 
results of the operational planning workshops will serve to update and fiirther refine the CINCs' 
military needs to execute the counterproliferation mission, and could result in a revised set of CINC 
counterproliferation priorities. Lastly, the operational planning workshops will assist in the joint 
review of all DoD counterproliferation programs by ensuring the CINCs' counterproliferation 
capability requirements are accurately addressed. 

4.1 J Overview of DoD's Counterproliferation Initiative and the CounterproUfera- 
tion Support Program. DoD's Counterproliferation Initiative is the Department-wide effort to 
meet the challenges posed by the proliferation of WMD. It was estabtished to ensure that U.S. 
forces are prepared to conduct successfiil military operations in an NBC environment. For FY 
1997, DoD, through its Counterproliferation Initiative, will invest approximately $4.3 billion in 
programs strongly related to counterproliferation. At the heart of DoD's Counterproliferation 
Initiative is the Counterproliferation Support Program. 

The Counterproliferation Support Program was established to address DoD's 
responsibilities in responding to the 1994 NPRC Areas for Progress. It was instituted in August 
1994 by a Program Decision Memorandum (PDM-1, dated 16 August 1994) from the Deputy 
Secretary of Defense which directed the Assistant to the Secretary of Defense for Atomic Energy 
(recently redesignated as ATSD for Nuclear and Chemical and Biological Defense Programs 
ATSD(NCB)) to develop a Program Execution Plan and a Program Management Plan for ' 
implementing the program. The Counterproliferation Support Program was developed in close 
consultation and coordmation with the NPRC/CPRC, the Joint Staff and JROC, the CINCs, the 
Services, DoD executing agencies, and cognizant components of OSD. This cooperation is 
ongoing and continuing. 

ATSD(NCB) and his Deputy for Counterproliferation (DATSD(NCB)(CP)) are responsible 
for managing the Counterproliferation Support Program and serve as the central point of contact 
for DoD counterproliferation programs. The DATSD(NCB)(CP)'s charter is to: 1) provide 
management oversight for DoD's Counterproliferation Initiative to ensure it fiiUy supports the 
President's poUcy to Umit the spread of and contain the threat from WMD; 2) manage the 
Counterproliferation Support Program; and 3) ensure coordination of DoD counterproliferation 
BDT&E and acquisition efforts with DOE, U.S. Intelligence, and other federal agencies. Oversight 
of the Counterproliferation Initiative is accomplished by: 1) participating in POM and 
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Table 4.2: Counterproliferatioii Support Program ACE Investments 



v^u iuiici pi uuicriiuoii i\v« JltfS 

(in priority order) 


FY 1997 Investments 
fSMl 


DqDCP 
Initiative 


CPSP* 


1.) DetBCtion, TdentifiratiAn awH Ptiara#*»<*»4«x>*;^ ^^I>\ir/r*ii7 a.^.^^. 


306.3 


30.0 




21.8 


- 




2.884.0 


- 




42.3 


33.1 


•/ x-uicujfsia^ aim i</idoniuxutUUn OX AwuuuaOlC luiCIllSQlCC 10 tllC 

Warfighter 


3.0" 


- 


6 ) Robust Passive Defense to Enable Continued Operations on the NBC 
Battlefield 


188.1 


- 


7.) BW Vaccine RDT&E and Production to Ensure AvailabiE^ 


62.4 




8.) Target Planning for WMD Targets 


28.5 


11.4 


9.) BW/CW Agent Defeat ^ ~ 


3.1 


3.0 


10 .) Detection and Tracking of WMD and WMD-Related Shipments — 


4.3 


2.8 


1 1 .) Pron^)t Mobile Target Detection and Defeat 


138.S 


1.4 


12.) Support for Special Operati(His Forces 


59.2 


7.1 


13 .) Defend Against Paramilitary, Covert DeUvery, and Terrorist WMD 
Threats 


21.4 


4.9 


14.) Support Export Control Activities of the U.S. Government 


13.2 




15.) Support Inspection and Monitoring Activities of Verifiable Arms Control 
ARreements and Regimes 


486.1 




• Notes! 

■ Includes projed integration and oveiaglit siqiport • TOTALS: 
nease see the Inlelligenoe Annex to this rapoft 


4^2.2 


93.7 



requirements of CINC USSOCOM (CINCSOC). DoD. and interagency organizations to counter 
threats from WMD-anned terrorists and covert and paramiUtary forces; 3) reoptimizing 
Counterproliferation Support Program and Chemical and Biological Defense Program oversight 
responsibilities m passive defense projects to streamline and improve management practices- and 4) 
workmg closer with the Joint Program Office for Biological Defense (JPO-BD) to improve efforts 
to expedite the rapid fielding of remote BW detection capabilHies. including close cooperation in 
developing a battiefield BW Remote Detection and Early Warning ACTD These efforts are 
described m more detail in the descriptions of the Counterproliferation Support Program projects 
provided m Sections 4.2 - 4.8 below. f 

New project starts in FY 1996 implemented since last year's CPRC report mclude- 1) 
participatmg m the High Frequency Active Auroral Research Program (HAARP), a Congressional 
Special Interest Program; 2) enhanced efforts to adapt technologies and equipment to meet the 
special needs of SOF units in countering WMD threats; and 3) implementation of the effort to 
integrate a mature Automatic Target Recognition (ATR) system into the Joint Surveillance Taiset 
Attack Radar System (JSTARS) aircraft to improve mobUe WMD target detection and tracking 
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!!:yt°*^^,'''^^^''^^^^''^*'^«'"*i«<'l«ia*ayt. Several 
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r. ^''Soing Assessment of Counterproliferation Programs. As discussed in Section 4 i 9 
tijeDe^utySec^^^ 
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and ACTDs that transition mnovative concepts and mature technologies to the warfighter faster 
and more cost effective y than traditional acquisition mechanisms, l^e JWST^^^L^ 
amiaUy as Defense Guidance, and JWCO-suppoitive elements of the DoD S&tT'o^T^ 
1^^:^ accompanying Future Years'oSe 

l^^^^L^Z^ detectton ancUiore generally, counterproliferation are two of the 
^^^S^^h^ K addressed m the 1996 JWSn>. With regard to BW agent detection, the 
JWSp highhghts technological efforts to provide U.S. and ftiendly forces wkh as much thr^.* 
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defense and counterforce are also described in the JWSTP: ^ « areas oi passive 

4.2 Status and Agfftmpli ghmente nf I>oD Program* in P. 

4.2.1 Introduction and Summary of Relevant Counterproliferation ACE^ Dnn * roi. 
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priority IS); and, if so directed by the National Command Authority, planning and conducting 
interdiction misaons to thwart proliferation activities (ACE priorities 4, 8, 12 and 13). 

4.2.2 New DoD Initiatives in Proliferation Prevention. 

Preparations for CTBT ImplementadotL To prepare for the future implementation of the 
Comprehensive Test Ban Treaty (CTBT), the ATSD(NCB), at the direction of the Deputy 
Secretary of Defense, established in March 1996 a new Deputy for Nuclear Treaty Programs 
(DATSD(NCB)(NTPO)) reporting to the ATSD(NCB). This position was estabhshed in 
anticipation of completing negotiations and signing the CTBT in the Fall of 1996. The broad 
mission of the DATSD(NCB)(NTPO) is to oversee the implementation of DoD programs and 
activities to implement and support compliance and verification of the CTBT. More specifically, 
the Deputy for Nuclear Treaty Programs is directed to: 1) establish and chair a DoD CTBT 
Implementation Working Group and coordinate with cognizant OSD offices, the CJCS, and the 

DoD Comptroller to provide guidance to ensure that all DoD components adequately prepare 

operationally, financially, and administratively — for implementation and support of the CTBT; 2) 
establish and chair a DoD CTBT Compliance Review Group to coordinate guidance on compliance 
issues; and 3) provide guidance and oversight to integrated DoD R&D eflforts to support 
compliance and verification of the CTBT. In addition to activities related specifically to the CTBT, 
the DATSD(NCB)(NTPO) is responsible for executing fiiture DoD tasks that support nuclear 
limitations treaties such as the Nuclear Non-Proliferation Treaty and international fissile materials 
control agreements. The Deputy for Nuclear Treaty Programs is also responsible for coordination 
and management of DoD RDT&E activities related to international efforts to improve nuclear 
monitoring capabilities. Finally, to support CTBT implementation, the On-Site Inspection Agency 
(OSIA) is initiating preparation and planning activities in FY 1997 to provide escort, security 
assistance, and training Auctions in support of the CTBT. OSIA activities are discussed in more 
detail in Section 4.2.4 below. 

Reorgamzadott ofTheMlUarify Critical Technologies List The Militarily Critical 
Technologies List (MCTL), the primary source document identifying leading edge miUtary and 
dual-use technologies for proliferation control, is being divided into three parts starting in 1 996. 
Part 2, entitled Weapons of Mass Destruction, wiU provide a detailed Ksting, with defined technical 
performance parameters, of those technologies required for the production of WMD. This volume 
©cplicitly treats those technologies of a form and quantity sufficient to threaten vital security 
interests of the U.S. A summary assessment of foreign capabilities in each of the documented 
technologies wiU also be included. Part 3 of the MCTL, entitled Critical Emerging Technologies, 
will provide a listing, with technical parameters, of emerging technologies includmg those having ' 
the greatest promise to provide advanced capabilities for U.S. counterproliferation activities. Part 
1, entitied Wecpons Systems Technology, deals with the basic problem of g«ieral we^ns 
technolo^ proliferation. 

4.2.3 Counterproliferation Support Program Projects in Proliferation Prevention. 

The Counterproliferation Support Program, in partnership with the U.S. Navy, has been successfijl 
in deploying the Navy's Specific Emitter Identification (SET) prototype system to improve its 
capabilities to identify and track ships at sea suspected of transporting WMD and WMD-related 
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OSIA Programs. OSIA is responsible for several activities associated with proliferation 
prevention. OSIA is a joint Service DoD organization responable for implementing inspection, 
escort, and monitoring requirements under the verification proviaons of several U.S. intonational 
arms control treaties and confidence-building agreements involving nuclear and chemical weapons. 
Key accomplishments in nuclear and chemical weapons arms control treaties and agreements 
include: 1) providing technical advisory support activities for the CTBT Interagency Backstopping 
Group and the U.S. Delegation to the Conference on Disarmament; 2) supporting the Intermediate 
Range Nuclear Forces (INF) Treaty, now in its eighth year; 3) supporting the Strat^c Arms 
Reduction Treaty (START I), now entering its second year; 4) planning and preparation for 
verification operations in support of START n ratification; 5) maintaining a capability to monitor 
Russian nuclear tests under the auspices of the Threshold Test Ban Treaty and Peacefiil Nuclear 
Exploaons Treaty, 6) completion of mock inspection and escort missions in preparation for the 
entry-into-force of the Chemical Weapons Convention (CWC) planned for June 1996; and 7) in 
support of the Open Skies Treaty, conducting a trial flight with Germany, hosting U.S. mock 
inspections, participating in mock certifications with Ukraine, and conducting sensor-related 
technical talks vnth Russia. 

OSIA's Safeguards, Transparency, and Irreverability (STI) Program focuses on inspection 
and escort support for anticipated international agreements involving Mutual Reciprocal Inspection 
measurements related to plutonium stockpile and plutonium production reactor monitoring. OSIA 
is supporting DoD and DOE in STI talks with the Russian Federation and will escort a Russian 
inspection team visit to Rocky Flats in late 1996. OSIA also serves as the executive agent for DoD 
in support of the UN Special Conmiission on Iraq and for operations to identify and destroy Iraq's 
WMD infi^tructure in accordance with UN Security Council Resolutions 687 and 715. Additional 
OSIA project details are provided in Table 4.3 below and in Appendbc C (Table C. 11). 

DTSA Export Control Programs. Several ongoing projects managed by the Defense 
Technology Security Administration (DTSA) play a major role in proliferation prevention. DTSA's 
mission is to ensure that international transfers of defense-related technologies, goods, services, and 
munitions are consistent with U.S. foreign policy and national security objectives. DTSA reviews 
export licenses for tiieir potential to contribute to the proliferation of WMD, missile delivery 
systems, and other significant military capabilities. Key accomplishments include: 1) revision of 
U.S. Export Administration Regulations to keep up witii technology and proliferation trends; 2) 
establishing a new multinational export control system under the Wassenaar Arrangement; and 3) 
expansion of U.S. export control assistance programs with other nations. Additional project details 
are provided ifl Table 4.3 below and in >^pendbc C (Table C.12). 

OSD Critical Technology Support Program. This program develops and publishes the 
congressionally-mandated MCTL; Part 2 of which is the primary source document identifying 
technologies required for proliferation control ofWMD and their means of deUvery. This 
document, its supporting rationale, and the technical experts supporting the process feed technical 
analyses directiy into the treaty and export control programs which act internationally to constrain 
the proliferation of WMD and their delivery systems. The MCTL is reviewed and updated 
regularly to ensure tiiat key WMD and delivery system technologies that could assist in or facilitate 
WMD proliferation are included. This program is managed by the Deputy Under Secretary of 
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■ ?**rf programs through the Deputy Director for Technology. Plans and Export 

Controls. Additional project detaUs are provided in Table 4.3 and in Appendix C (T^e C 9) 

iw 9^J^f^fiff*^«^'*essPtogram. This program is being administered by the 
Deputy for Nuclear Treaty Programs in the Office of the ATSD(NCB) It focuses on 
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ca^abihty of Ae START Central Data System and development of a fieWable proto^^vity 

ff^ometer for use m arms control treaty verification. Additional project detils are prodded in 
Table 4.3 and m Appendbc C (Table C.8). proviaea m 

TK. . .f'^^'r^^^''^^ ^"^y^^^" Support and Nuclear Detonathn Detect 

The Air Force has two procurement programs in this area: the Treaty Verification Support 
program, which supports ongoing arms control implementation and compliance, and tiie Nuclear 
Iteton^on Detection System, which is aimed at improving capabilities to detect nucl^ 
^nations. IntheTreatyVerificationSupportProgram.wori.iscon^^^ 
seisimc. radionuchde hydroacoustic, and infi^nic detection systems. Key accompuZ3 

"^JZ^^^ ^"^^'T' "^''^ InieuJon^l Data CeST" ^T and 
modifioition of tiie Open Skies Treaty aircraft. New nuclear detonation detection sensors have 
been integrated onto tiie Global Positioning System (GPS) Block 2R satelHte, and new a^d rn^e 
capable ^ound segment soft ware and display systems have been built and tek7 MdZ^ 
project details are provided in Table 4.3 and in Appendix C (Table C.5). ^««onai 

Nmy SEI Support Program. The Navy is working with tiie Counterproliferation Support 
to expedite the deployment of the SEI system by: providing operations and mlten^e 
(O&M) and procurement ^pport; accelerating and upgrading system development; and providkg 

liT/HH-rT"'' !^ °f SEI systl is siheSfornr 

1999. Additional project detads are provided in Table 4.3 and in Appentfcc C (Table C 4) 
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Table 4.3: Key DoD Counterproliferation Programs in Proliferation Prevention 



Program/Project Title 


Project Description 


CP 
ACEs 


Agency 


FY97 
Budget 

rsMi 


PENo. 


• CP Support Program 
• opeciiic dninier laeDuncauoii 
System (SEI) 


• Deployment and operation of equipment to inqirove 
the Navy's ability to identify and track WMD- 
related shipments at sea 


10 


Navy 


2.651 


604160D 


• Joint DoD/FBI FSU WMD 
Smuggling Study 


• Assess applicability of DoD technologies, capabili- 
ties and training to FBI counterproliferation 
activities 


13,14, 
10 


FBI 


pending* 


605160D 


• Nuclear Matters Projects 


• Assessments of reliability, safety, security, 
transportation, C2, maintenance, storage, and 
sustainability of the nuclear stockpile 


13 


ATSD 
(NCB) 


1.941 


605160D 


• Strongly Related CP Programs 


• impiementaaon oi inspection, escort, momtormg 
<uiu u^aij vciuiwuiou mcnsures lor nucicar weapons 
arms control treaties and agreements 

^ SuDDOrt for chemical iveannnc iiorAj^mj*nii« 

• CTBT technical advisory support 

• SuDDort for STI aeieements 

• Support for UNSCOM operations in Iraq 


15 


OSIA 


46.700 
50.900 
0.100 

Z. /UU 

1.600 


O&M 

OM/Proc 
O&M 
UgcM 
O&M 


• CFR Programs 


# Assistuifif FSTT CtatPC in Hod rtwnna /v\nfm\1l'ivi«* 
± Mai^o 111 UCoUUyuiEy OOnuUlling, 

demilitarizing WMD and their WMD infiastructure 


15 


ATSD 
(NCB) 


327.900 


Threat 


• DTS A Programs 


• Export control of military and dual-use technologies 


14 


DTSA 


10.504 


O&M 


• OSD Critical Technology 

SuDDort Program 


• Preparation of the Militarily Critical Technologies 


14 


OSD 


2.743 


605110D 


• DNA CWC Verification 

Technologv Program 


• RDT&E of technologies for CWC verification, 
mclucung inspection support 


15 


DNA 


7.228 


60371 IH 


• DNA START Verification 
Technology Program 


• RDT&E of technologies to enable verification of 
imclear weapons treaties 


IS 


DNA 


8.605 


60371 1H 


• US AF Treaty Verification 
Support Program 


• Support ongoing arms control treaty implementation 
and compliance verification, including seismic and 
nonseismic monitoring technologies to verify 
nuclear test ban treaties 


15 


Air Force 
ATSD 
(NCB) 


26.786 


305145F 


• US AF Nuclear Detonation 
Detection System 


• Procurement of nuclear donation detectors for 
GPS satelUte integration 


15 


Air Force 


13.623 


305913F 


• Navy SEI Support Program 


• O&M and procurement of SEI system upgrades 


10 


Navy 


1.500 


204575N 



I plan cumolly under devdopmenL 



43 Status and Accomplishments of DoP Programs in Strategic and Tactical Tntriiiyi>iirA 

4^.1 Introduction and Summary of Relevant Counterproliferation ACEs. The 
principal focus of DoD intelligence activities is to provide proliferation-related information that is 
clear, accurate, and timely enough to support, first and foremost, the needs of the military 
commanders (ACE priority 5). These activities include DoD support to the national strategic 
mtelligence eflfort down to providing the soldier in the field tactical intelligence specifically related 
to his unmediate situation. DoD works closely with U.S. IntelUgence to perform these activities 
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The Counterproliferation Support Program is also making a contribution in this area as well. These 
projects are summarized in Table 4.4 below and in Appendix C. A more thorough description of 
how DoD mtelligence activities support counterproliferation policies may be found in the 
Intelligence Annex to this report. 

4.3.2 New DoD Initiatives in Strategic and Tactical InteUigence. See the Intelligence 
Annex to this report. 



43.3 Counterproliferation Support Program Projects in Strategic and Tactical 
Intelligence. Several Counterproliferation Support Program projects in the proliferation 
prevention and battlefield surveillance functional areas are relevant to the strategic and tactical 
intelligence area, mcluding: 1) the SEI system to track WMD-related shipments at sea; 2) the 
Tactical Unattended Ground Sensor (TUGS), the aiiborae tactical Forwanl Looking Infrared 
(FUR) sensor, and the Weapon Borne Sensor (WBS) systems being developed for underground 
WMD facility surveiUance, characterization, and BDA; and 3) the incorporation of a mature ATR 
system into the Joint Surveillance Target Attack Radar System (JSTARS) aircraft. These projects 
are briefly described in Section 4.2 (SEI) and Section 4.4 (sensors and ATR). A new start this year 
for the Counterproliferation Support Program is the High Frequency Active Auroral Research 
Project (HAARP) which is exploring the use of low frequency (i.e., ULF, ELF, and VLF) radio 
waves for detecting and imaging underground structures and tunnels. At the direction of Congress, 
the Counterproliferation Support Program is working with the Air Force's Phillips Laboratory to 
expedite the determination of the viability and military utility of the HAARP concept. A 
demonstration of the viabiUty of the approach is scheduled for 1996 with field experiments to image 
known underground structures scheduled for FY 1997. No FY 1997 fimding is cuirentfy scheduled 



Table 4.4: Key DoD Counterproliferation Programs in Strategic and Tactical InteUigence 



Program/Project Title 


Project Description 


CP 
ACE 


Agency 


FY97 
Budget 

rsMi 


PENo. 


• CP Support Program 
• HAARP Program 


• Single source transmission of long wavelength 
radio waves (ULF, ELF, and VLF) for underground 
structure detection and imaging 


4,5 


Air Force 


0* 


603160D 


• Proliferation Prevention Projects 


• Deployment of the SEI system 




(See S( 


x:tion 4.2 




• Battlefield Surveillance Projects 


• TUGS, FLIR, and WBS systems RDT&E 

• Incorporation of mature ATR into JSTARS 


(See Section 4.4) 


• Strongly Related CP Programs 
• US AF HAARP RDT&E 


• Scientific research, exploratoiy hardware 
development, and operational support 


4,5 


Air Force 


0* 


601102F 
602601F 


• US AF Laser Airborne Remote 

Sensing 


• Develop an aircraft based long range lidar for re- 
mote sensing of BW/CW production signatures 


5,1 


Air Force 
DIA 


3.00** 


602601F 


1 • Joint DoD/INTELL Programs 


• See Intelligence Annex 


1 


[Seelntelli 




mex) 



* CunmUy, iK> FY 1997 funds are budgeted for this Co^^ 

Generic technology development that applies to oounteiproliferataon and other mission areas. 
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for this Congressional Special Interest Program. Additional project details are provided in Table 
4.4 and in i^pendix C (Tables C. 1 and C.5). 

4^.4 Strategic and Tactical InteUigence Programs Strongly Related to 
Counterproliferation. The Air Force's Phillips Laboratory also supports the HAARP project in 
conjunction with the Counterproliferation Support Program as a Congressional Special Interest 
Prograni. No funding is currendy scheduled for this program in FY 1997. The Air Force is also 
developing an airborne lidar system for long range remote sensing applications, including the 
detection and characterization of BW and CW agent production signatures. Additional project 
detaUs are provided in Table 4.4 and in Appendfac C (Table C.5). Additional DoD strategic and 
tactical intelligence programs strongly related to countering proliferation are described in the 
Intelligence Annex to this report. 

4.4 Status and Accomnlishmentg of D oD Programs in Battiefidd SiiryeHlanr^ 

4.4.1 Introduction and Summary of Relevant Counterproliferation ACEs. In the 
battiefield surveillance area, DoD is improving capabilities to detect, identify, and characterize 
WMD forces and associated infrastructure elements in a timely manner to support targeting, 
mission/strike planning, WMD counteiforce operations, and prompt, post-strike BDA activities. 
Emphasis is being placed on: detection and characterization of underground and surfiice WMD 
fedlities (ACE priorities 4 and 5); improving BDA capabilities against WMD targets (ACE 
priorities 4 and 5); continuous wide-area surveillance to support focused target planning activities 
for WMD targets (ACE priority 8 and 1 1); and detecting mobile targets, particulariy WMD-anned 
mobUe missile launchers (ACE priority 1 1). (Programs involving the detection and identification of 
NBC agents on the battlefield are discussed under the passive defense fimctional area, Section 4 7 ) 
This effort is being coordinated with U.S. InteUigence; the details of which are provided in the 
Intelligence Annex. 

4.4.2 Counterproliferation Support Program Projects in Battlefield Surveillance. The 

Counterproliferation Support Program is supporting several projects in this area, including- 1) 
developmg enhanced sensor technologies, including the TUGS, airiwme tactical FLIR, and WBS 

ystems, for WMD target surveiMance, characterization, BDA, and coUateral eflFects monitoring^ ^ 
development of data fiision techniques and signature coUection to support underground target 
characterization; 3) incorporation of a mature ATR algorithm and processor system, being 
developed by Sandia National Laboratory, into JSTARS to provide near real-time detection and 
attack of tune critical targets; and 4) integrated operational testing of these systems, as part of the 
Counterproliferation ACTD, to support the rapid fielding of integrated battlefield surveillance and 
counterforce capabiHties. The DOE National Laboratories are also providing technology R&D and 
technical support for the TUGS. WBS. and ATR projects. Additional project details are provided 
m Table 4.5 and in AppendbcC (Tabled). 

Key accompUshments include: 1) successfiil testing of the tactical FLIR during the DIPOLE 
PRIDE test senes to assess improved BDA capabilities as part of Phase I of the 
Counterproliferation ACTD; 2) data collection to evaluate TUGS performance; 3) completion of 
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syaem on JSTARS t^J^£^^ %!« testing ««1 capability demonaration of tlK ATR ^ 



T.bl. Key DoD C.«n.«ipr.life„iaon trofr,^ in BMIefidd 




CP Support Program 
• Sensor Technology Project 



• Data Fusion and Signatures 

• Joint STARS AIR 



Strongly Related CP Programs 

Joint DoD/INTELL Pme 



• Development of TUGS, tactical FLIR, and WBS 
sensOT systems for surveillance, characterization. 
and BD A of WMD tar pite 

• RDT&E to support accurate undeiground WMD 
tar^ chaiacteriTati on 

• Incorporation of a mature ATR algorithm and 
processor into JSTARS to provide near real-time 
detection anri attadc of rimi. r>iri/^i . 

• See Intellieence Anniw 



4.5 

TT 



DNA 
Air Force 
DOE 
DNA 
DARPA 
Air Force 
DOE 



4.601 

2.071 
1.284 



603160D 

603160D 
603160D 



(See Intelligence Annex) 



W .nj /Srfon,pliThp,fn.T nf PnD Pn^-r.-. -r.,n(| |f,|. , , 

WMD ^^"^J^u':^,^;^"^ C«..un,™.if«,«.n ACES. ,n ^ 
ttey can be used again^U.S I^'^S^ fo^T^'' to drfea, WMD fln-eats before 
■oaintaining U.S. forces tt the highei^t^S^^o !^ resources are being devoted to 
r^onal contingencies throughoi the ^ ' ' T"^ « 

«rf-- «^ oounterforceVtSti^^ 

mftastructure elements while n«nimiang collateral ■ *^ a-PPorting 

undasroond WMD ftdlities (ACE mmlA^TZf^t-, " °" '''^8 """^ 

(ACE priorities 8 and 9) Pro eSSin^». I ' mmunrzing associated collateni e^ 

or mitigate coLS^T^tTf ^MD target defeat that 

target vutoerabihties/respon^ =^^^^^^.^1^ P^^^V" ^^D 
under development provdde enCTtS ^'f^ """"'^ «> 

restrike planning (ACE priortt«TS,J "f "*™<*^<»- "^ed BDA, and more efficient 

4A2 New DoD InhUtives in WMD Coynteiforce. 

ConceptE^lor^onandSoTc^-Jr^Sr-^^ 
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concepts to defeat hard and/or deeply buried targets. It is a joint Service effort, with the Air Force 
designated as the lead Service. The IPT uses Mission Need Statements, originally written by the 
U.S. Air Combat Command and the U.S. Strategic Command, as the point of oitry for developmg 
the capability to hold hard and/or deeply buried targets at risk. These targets are usually heavily 
defended, fixed, unitary, high-value facilities or functions to which a potential adversary has: 1) 
applied considerable structural reinforcemoit (i.e., "hardening"); 2) constructed under the earth's 
sur&ce (e.g., tunnels); or 3) subsequently covered with materials such as soil, gravel, rock, "burster 
slabs", and the like in order to fiustrate attacks and intelligence collection ^orts. Organizationally, 
the IPT includes an Oversight IPT, a Core IPT, and Woridng IPTs for Taigets/Militaiy Operations,* 
Concepts, Measures, Analysis, Intelligence, Surveillance, and Reconnaissance, and Cost and 
Operational Effectiveness Analysis (COEA) Planning. 

The Concept E^loration and Definition effort is divided into two parts: 1) the Concept Call 
and Mission and Concept Assessment and 2) the Analysis of Alternatives. The HDBTDC IPT 
initiated a Request for Information in March 1996 and hosted an Industiy Day in April to start the 
concept collection process. The IPT will formally receive industry concept proposals in May and 
begin assessing them over a two month period beginning in June. The central resuh of part 1 will 
be the "proof of existence" of a defeat capability and, potentially, identification of andllaiy 
requirements for supporting inteUigence, surveillance, and target drfeat assessments. Part 2 should 
begin in the Fall of 1996 to start the process of preparing the prerequisites for an acquisition 
Mlestone I (MS I) dedsion. The primary products of the Analysis of Alternatives process are 
tailored to display the results of senativity and system trade studies for the selected target defeat 
missions and concepts fix>m part 1 with respect to the appropriate measures of effectiveness, 
provisional performance requirements, projected threat uncertainties, and operational requirements 
documents. This program is supported by the Services and DNA's Hard Target Defeat Program 
described in Section 4.5.4 below. 

4.5J Counterproliferation Support Program Projects in WMD Counterforce. The 

Counterproliferation Support Program is supporting several projects in this area, including: 1) 
developing sensors for target identification, BDA, and collateral effects monitoring (including the 
TUGS, FLIR, and WBS systems described in Section 4.4); 2) improving the understanding of 
collateral effects release phenomenology and transport; 3) improving the state of knowledge in 
weapons effects and target vuhierability/response; 4) developing an advanced penetrating weapon, 

the Advanced Unitary Penetrator (AUP), for underground target defeat; 5) developing a Hard 
Target Smart Fuze (HTSF) for enhanced lethality of penetrating weapons against underground 
targets; 6) developing advanced warheads/payloads for enhanced lethality and fimctional kill against 
WMD targets; 7) developing BW/CW agent defeat mechanisms; 8) developing the inertial terrain- 
aided guidance (IT AG) all-weather weapon guidance package designed to be compatible with 
existing munitions; 9) developing the Munitions Effectiveness Assessment (MEA) and the 
Integrated MEA (IMEA) targeting tools to assist in targeting, weaponeering, and strike planmng 
against WMD targets; and 10) integrated operational testing, as part of the Counterproliferation 
ACTD, to support the rapid fielding of these new capabilities. The DOE National Laboratories are 
also providing technology R&D and technical support to the ITAG project. Counterproliferation 
Support Program projects in WMD counterforce are fiirther summarized in Table 4 6 below and in 
Appendfac C (Table C.l). 
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Key accomplishments in WMD counteiforce omiVrtc ir,^u,A^. i \ 
atmospheric transport of hazard plumesXSc^ i^^ ^^^^ 
completion of a US. European Cc^^^Ieu^^ ^ demom^ons and successful 

ptamtag took to USEUCOM use«, mcIudS S^ttti^^^ ''^^ 
End^n 7).oo«a«edfidd tests.;, .sJ^.^^.'Sr.g'LX.ltdt^ 

«o,.ge^t,toa™z«..^;cals.-^;:s-tl^s^^^ 

wquisition activity are to evaluate n^^^Sw Exp orat^„ DeMaon, 

of use for tl» deUvety platfonm asS^vS w^,XS^>!^ " *^<'"' 

coll«eraJefitea«ibedeliver.bl.«d,l,cuStoiS^^^^^^ ^ concept are to 
provided in Table 4.6 md in Appendix C (iXds^ AA^ional mfonnation » 

BDA; and 2) developT^^^tt^'^^.^-t^ «taou8h «««k to 

TOs program suppoL I OSdS^^oTS,^''^!?^ ^e|s, especially tunnds. 

witli tlK release of hazardous ^ST!^ "* """teral efitos associated 
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i^iipport to the U.S. Strategic Command and the U.S. Space Command to ensure optimum 
^eflfectiveness of U.S. and North Atlantic Treaty Organization (NATO) forces in a nuclear conflict. 
IXbe program inchides development of advanced numerical methods and precision subscale testing 
% develop and validate methodologies associated with weapon - taiget interaction, transport and 



Table 4.6: Key DoD Counterproliferation Programs in WMD Counterforce 



^pn^gram/Project Title 



Project Description 



CP 
ACE 





FY97 


Ageoey 






r$Mi 



PENa 



iCP Sopport Program 

f p«t»lgfield Surveillance Projects 



• See Section 4.4 



i Collateral Eff^ 
IpiieDoinenology Assessment 



• Source term characterization and transport predic- 
tion, phenomenology experiments, and agcft^s^fnt 
tool development 



M 



(See Section 4.4) 



DNA 



7.991 



603160D 



• Advanced Weapons Systems 
|(AUP,HTSF,andITAG) 



I Eohanoed Weapon Payloads for 
iNffMD Target Defeat 



• Development of an enhanced penetrating munition 
for underground target defeat with ejqianded 
conqiatibility with deliveiy platforms and an all- 
weathcr capability 



DNA 
Air Force 
DOE 



9.096 



603160D 



♦ Development of a high temperature incendiaiy 
weapon pavload 



4,9 



DNA 
Air Force 



5.051 



603160D 



^BW/CW Agent Neutralization 
nmons 



• Development of BW/CW agent defisat mftrhanigmip 



9,4 



DNA 
Air Force 



2.829 



603160D 



Target Response and 
^VUnerability Assessment 



• E}q)erimental and analytical analyses of WMD 
targ^ response/vulner^ility and snvtnmatP^ target 
planning for WMD targets 



12 
13 



DNA 



2.830 



603160D 



I Counterproliferation ACTD 



• Integrated operational testing to siqyport early 
deployment of new capabilities 



4,5,8,9 
13,1 



DNA 
EUCOM 



10.488 



603160D 



|8trong|y Related CP Programs 
» Hard and/or Deeply Buried 
|Target Defeat Qqiability 



• End-to-end evaluation and development of aq)abili- 
ties to defeat hard and/or deeply biried targets 



4,5,8 
12 



Services 
DNA 
OSD 



5.000 



Joint Service 
PE 
pending 



• Air Force Agent Defeat 

- Weapons Study 

» DNA Hard Target Defeat 



• Develop capabilities and munitions concepts to 
defeat BW/CW agents 



Air Force 



0.100 



pending 



• End-to-end evaluation and development of 
improved tactics and technologies for hard target 
defeat and col lateral effects mitigation 



4,8 



DNA 



4.135 



602715H 



• DNA Weapons Systems 
Lethality 



• Evaluation of weapon lethality, assessments of 
collateral effects, and core competency in nuclear 
weapons effects 



4,8 



DNA 



15.000 



602715H 



fDARP A Sensor and 
E)q)Ioitation Systems Piogram 



• DARPA Information Integration 
Systems Program 



♦ Develop sensors to defeat camouflage, concealment, 
and deception practices and provide near real-time 
soni-automatic exploitation of wide area imagery to 
track critical m obil e targets 



11,5 



DARPA 



69.201 



603226E 



• Development of an integrated, all-source, 
geographically referenced battlefield knowledge 
base and information distribution system for 
enhanced real-time situation pgsessment 



11,5 



DARPA 



67.914 



603226E 
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imegnaed. all-source, geogmphicaUy b^i!2^/^ T?"^u «« 

collection ua,,guta.«ideb«Klsy»,^t^Z^^,!^^ 

P««ratmg (FOPEN) radar 21 ^ support the design of a foliage 

source correlator, and 4) «mctionaU™Z^^a"S /rT"*" "^S"* 
sen^rs for rapid dissemination of in^^S^ to Si^^ '■*™*» 
provided in Table 4.6 and in Appendix ^^^7? ""^ 

4.« jaitw and Arr«n.nl..h...... 

in.portaif™ie'"o?:JSS^ uTSu'^'IJ^i^^r'^""''""^^ ''^ An 
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««r.£L Active defeat ^rticulaHTa^"^^;^™-^"^^ and 

dcftnse(ACEpriority2Xcontin„estobe.topDoDr!:J^:^Sr:I:Sp^^ 

is ^^^^^^^'^t^::^,^^^ « in a theater, DoD 
configuration of interoperable systems canabli „S "^"^ *° » 

systems uses a "plug ail playTSS^t?!i. '^'^^ This My of 

meets ti^ir theairlique ,Ls ^SlJ^f to a way ,h« best 

fielded systems of ti» V S^J^^^^^^^,^^ operatioiy 
(PAC-2) system which has a Umited 3>^^l^^.^ '^"^ ^"^^ - 2 
VjWD. I.th.^arte^.whe;:^'"^^^^^^'^^^^ 

(NADS, fonneriy Navy Lower ller) are odmSoT,™ « m Tl A''* System 

capability to colter ^tSSf N 'J?' ""^i^fty 

formerly Navy Upper Tier! the^«,ir^ t Wide System (NTWS 

i«er4 (BP^ s^r -n^fS^'^t^St^l^J^). ^^pi- 
today's and future WMD threats aimiy ot systems capabihty necessary to counter both 
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decision and planning aids for the joint TMD operation centers. Attack operations and passive 
defense operations will be integrated by linking active defense C2 into the Global Command and 
Control Systeni. Communications interoperability will be enhanced with the incorporation of the 
Joint Tactical Information Distribution System (JTIDS). JTIDS will provide a shared situational 
awareness among the joint mission commanders enabling a joint/allied interoperability with 
seamless warning, cueing, and weapon coordination. This is especially critical when countering and 
interdicting mobile, WMD capable, theater ballistic missile (TBM) launch systems and their 
supporting infrastructure. 

Effective boost phase defense, where intercept occurs over the launching country, may 
serve to mimmize the impact of collateral NBC effects on U.S. forces, allied and coalition forces, 
and civilian populations that may result from the intercept of WMD warheads. It also serves to 
reduce the effectiveness of various missile countermeasures. The technologies necessary to destroy 
enemy ballistic missiles during boost phase soon after launch are still being developed. These 
include advanced kinetic kill vehicle and high-power airborne laser technologies. Additional efforts 
are aimed at gaining a better understanding of the dispersion of BW/CW agents in flight and 
methods for neutralizmg them to reduce collateral effects associated with ballistic and cruise missile 
engagements. 

The Operational Requirements Document for Patriot PAC-3, THAAD, and NADS call for 
the ability to defend against both ballistic and cruise missiles (as well as against other air breathing 
threats). While the specific technical requirements may be different, the operational planning, 
concept of operations, and mteroperability requirements with other force elements are expected to 
be common for ballistic and cruise missile defense. For example, the design and development 
requirements for battle management/C3 (BM/C3), radar/sensor target acquisition and tracking, and 
the interceptor missile for ballistic missile defense are significantly applicable and transferable to 
cruise missile defense requirements. 

Several Ballistic Nfissile Defense Organization (BMDO) programs involving international 
cooperation, consultation, and, in some cases, joint development are underway with the 
governments of several U.S. allies and fiiendly nations. These international programs serve to 
enhance the credibility of both the U.S. and our allies to deter WMD use and may serve to dissuade 
rogue nations from pursuing the acquisition of WMD. One program, the Medium Extended Air 
Defense System (MEADS) has a Statement of Intent from the Governments of Germany and Italy 
to negotiate agreements for cooperation in the project definition, validation, design, development, 
and production phases of a point defense missile system protecting vital assets and maneuver forces 
against tactical ballistic missiles, cruise missiles, and other air breathing threats. 

The National Missile Defense (NMD) program has shifted from a technology readiness 
program to a three year acquisition category ID deployment readiness program to shorten to three 
years the time to achieve IOC following autiiorization to proceed with deployment. In sunmiary, 
several active defense programs support the objectives of the DoD Counterproliferation Initiative 
and the associated counterproliferation ACEs. These programs are summarized below and in 
AppendbcC. 
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4.6.2 Counterproliferation Support Program Projects in Active Defense. The 
Counterproliferation Support Program currently has no projects in the area of active defense. 

4.6.3 Active Defense Programs Strongly Related to CounterproKferation. DoD 

Agency and Air Force programs are addressing counterproliferation ACEs in active defense These 
programs are described below. • «»c 

BMDOPngraim. BMDO is curremly conducting several TMD programs that are related 
to countenng prohferation, mcluding: 1) demonstration and vaUdation (DEMA^AL) including 
flight testmg. of the THAAD system; 2) engineering development and plamiing for NTWS- 3) 
^steni development, test, and deployment planning for NMD; 4) continuing Engineering ' 

Patriot PAC-3; 5) modifying the Navy Standard MissUe 

TOM^ St^^M^^ nc ^y^*" (^^^> endoatmospheric engagement of 

^^JllTf ' international teaming and project definition and vaKdation of 

the MEADS short range TBM and advanced air defense system; 7) TMD BM/C3 integration, 
network testog and developmem; 8) data collection, vaUdation, and analysis for demonstration and 
evaluation of TWD technologies, components, systems, and programs; and 9) development of 
supporting technologies and exploratory and advanced development of imiovative active defense- 
related technologies. 

Key accomplishments include: 1) flight qualification of 23 sensor and detector technologies 
for space apphcations; 2 completion of four THAAD flight tests; 3) completion of the Lightweight 
Exoatmosphenc Proj«mle (LEAP) flight tests under the NTWS program; 4) completion dT a 
Statement of Intent with Germany and Italy to develop and produce MEADS; 5) validation of flight 
performance, measurements of flight enviromnents, initiation of fabrication of flight configured 
'^^r'L*!^ ^^^*^'°PT"^ °^ of operations (CONOPS) for KKV BPI concepts; 6) shifting 
t ^ ^ program from technology readiness to a three year deployment readiness in order to 
shorten IOC tmie to three years; and 7) completion of the initial design of ACS modifications and 
initial lethahty testmg and analysis for NADS. Additional project detaUs are provided in Table 4 7 
below and mAppendbcC (Table C.6). f ^ .xouict./ 

DAJRPA Air Defense Initiative. In its Air Defense Initiative. DARPA is developing the 
Mountain Top radar to defend against manned aircraft, cruise missiles, and TBMs Key 
accomphshments mclude development and hardware delivery of surveUlance radare in support of 
the Mountam Top Cruise MissOe Defense demonstration. BMDO and the Navy are also 
partiapatmg m this technology demonstration. Additional project details are provided in Table 4 7 
and m Appendix C (Table C.7). ^ i««ct./ 

.r^. n1r"^r!^t^^^ ftT^^''^~'^ The Air Force is managing four programs in this 
area. 1) the Theater Missile Defense program which is concentrating on C4I enhancements 
improving existing attack operations systems, and performing cost-effectiveness analyses of the 
Autorne Laser (ABL); 2) the ABL Technology Program which is demonstrating las^ beam control 
technologies and effectiveness against missiles; 3) the ABL DEMA^AL Program which is 
responsible for developing the integrated ABL system for boost phase defense against TBMs and 
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Table 4.7: Key DoD Counterproliferation Progrtms in Active Defense 



Program/Project Title 


Project DeacriptioD 


CP 
ACE 


Agency 


FY97 
Budget 
[SMI 


PENo. 


• Strongly Related CP Programs 

• BMDO Programs* 


• THAAD DEMATAL and flight testing 

• NTWS engineering development 

• NMD systems develq;>ment 

• Patriot PAC-3EMD 

• NADS development 

• MEADS development 

• Joint TMD DEMA^AL 

• Technology exploratory/advanced development 

• Hawk Procurement 

• TMD BMC3 Procurement 

• Patriot PAC-3 Procurement 

• NADS Procurement 


3,2 


BMDO 


26900 
212.80 

58.17 
508.44 
381.51 

60.00 
241.58 

56.23 
520.11 

94.02 
132.32 

19.38 

19.26 
215.38 

9.16 


603861C 
604861C 
603868C 
603871C 
604865C 
603867C 
604867C 
603869C 
603872C 
602173C 
603173C 
208863C 
208864C 
208865C 
208867C 


• US AF Theater Missile Defense 


• Procurement of C4I enhancements, inqirovements to 
existing attack operations systems, and cost- 
eflfectiveness assessments for the Airborne Laser 


3,5 


AirFoioe 


22.285 


208060F 


• Airborne Laser Technology 


« A^iuuii&uaiioii oi laser oeam control tecnnologies 
and effectiveness of lasers against missiles 


3,2 


AirFoioe 


5.00** 


603605F 


• Airborne Laser DEMA^AL 


• Platform integration and demonstration for BPI 
against TBMs; stu^ of air and cruise missile 
defense missions 


3,2 


Air Force 


56.800 


6033 19F 


• Space Sensor and Satellite 
Conununication Technoiofiv 


• Sensor and communications technologies required to 
support TMD 


3,2 


Air Force 


2.55** 


603401F 


• Air Defense Initiative 


• Development of Mountain Tq> radar for defense 
against manned aircraft, cruise missiles, and theater 


2,3 


DARPA 


21.777 


603226E 



* See Appendix <^ TaUe C.6, for additional details. 
**Geaeifc technology development that applies to countem^^ 



Studying adjunct missions such as cruise missile defense and air defense of high value aiibome 
assets (e.g., AWACS and JSTARS); and 4) the Space Sensor and SateUite Communication 
Technology program which is developing technologies required to support TMD. Key 
accomplishments include: 1) completion of software upgrades and an initial prototype expert TMD 
tracker, a TMD country study for Syria, and a TMD JTIDS message set for AWACS; 2) 
demonstration of a device to enhance ABL laser power and completion of high altitude 
measurements of optical turbulence parameters; 3) maintaining ABL on track for transition to 
DENWAL; and 4) completion of a large format focal plane array design for IR space sensor 
appUcations. Additional project details are provided in Table 4.7 and in Appendbc C (Table C.5). 
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4>7 Status and Accomplishments of DoD Programs in Passive Defense 

4.7.1 Introduction and Summary of Relevant Coaoterpn^iiferation ACEs. DoD 

supports an extensive NBC passive defense infrastructure to fTJZfM L' S. military forces to survive 
fight, and win in CW/BW contaminated environments. The DoD Crjsmical and Biological Defense 
(CBD) Program oversees and coordinates all DoD eflforts in passr/e defense. An integrated 
balanced program is essential to achieve this objective. U.S. forc« naist have aggressive, realistic 
training and defensive equipment that allows them to avoid contaxnmation, and, where 
contamination cannot be avoided, they must be able to protect, decontaminate, and sustain 
operations throughout the battlespace environment. They must also Jiave the capability to provide 
eflfective medical casualty treatment and management. To address these problems, DoD is fiindine 
research, development, and acquisition of: systems to detect, identify, characterize, and provide 
warning of CW/BW agents (ACE priorities 1 and 6); individual and collective protection gear 
(ACE Priority 6); methods to advance the speed and eflBciency of CW/BW agent decontamination 
(ACE priority 6); and a broad array of CW/BW medical defense RDT&E activities (ACE priority 
6). In addition to these eflforts, DoD is pursuing, through the CBD Program, eflforts to increase its 
BW vaccine production capacity and vaccine supplies, and to develop a broader spectrum of new 
and improved medical countermeasures for CW/BW agents (ACE Priority 7), In cooperation with 
the CBD Program, the Counterproliferation Support Program is continuing to leverage ongoing 
CBD programs to accelerate the fielding of critical systems and technologies. 

4.7.2 New DoD Initiatives in Passive Defense. Since the CPRC's May 1995 report to 
Congress, management of passive defense programs under ATSD(NCB) has been restructured. 
Starting in FY 1997, Counterproliferation Support Program projects leveraging CBD Programs in 
individual and collective protection and advanced BW/CW point detection technology will be 
transferred to CBD Program oversight. CBD Program advanced development and DEM/VAL 
projects in long range standoflf BW detection, specifically the Long Range Biological Standoflf 
Detection System (LR-BSDS), the Short Range Biological Standoflf Detection System (SR-BSDS) 
and the BW Remote Detection/Early Warning ACTD, will be transferred to Counterproliferation ' 
Support Program oversight. This restructuring will streamline OSD oversight responsibilities and 
enhance the development and deployment of improved passive defense measures to counter 
CW/BW battlefield threats. The CBD Program and the Counterproliferation Support Program are 
continuing to work together to ensure coordination of oversight between the programs. 

4.7.3 Counterproliferation Support Program Projects in Passive Defense. With the 
restructuring of the passive defense programs between the CBD Program and the 
Counterproliferation Support Program, the Counterproliferation Support Program will now focus 
its activities on developing and deploying standoflf BW detection capabilities and conducting a BW 
Remote Detection/Early Warning ACTD (field demonstrations will commence in FY 1998). This 
ACTD is designed to expedite the fielding of remote BW battlefield detection and early warning 
systems and will act as a bridge to provide an interim capability until the Joint Biological Remote 
and Early Warning System (JBREWS) can be deployed. JBREWS production is scheduled to start 
in FY 2003. To these ends, the Counterproliferation Support Program continues to support 
projects designed to: 1) accelerate (by 5 years) the fielding of an advanced eye safe infi-ared (IR) 
lidar, i.e., an improved LR-BSDS, to provide long range battlefield warning of BW use; 2) 
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determine the effectiveness and military utiKty of multifrequency ultraviolet (UV) lasers for standoflf 
battlefield detection and identification of BW agents, i.e., an improved SR-BSDS; and 3) as part of 
the Integrated Biodetection ATD, develop miniaturized BW/CW point detectors with increased 
sensitivity that are amenable to installation on unmanned aerial vehicles (UAVs) and other delivery 
platforms to enable remote BW detection and characterization. The Integrated Biodetection ATD 
will contribute selected technologies to the BW Remote Detection/Early Warning ACTD. The 
DOE National Laboratories are also invoked in passive defense RDT&E under the sponsorship of 
the Counterproliferation Support Program. 

Key accomplishments include: 1) restructuring of the LR-BSDS P3I eye safe lidar 
development project to reduce overall technical risk and consolidate it with complementary eflforts- 
2) initiation of prototype production of the eye safe LR-BSDS; 3) feaability demonstration of a 
miniaturized UV laser system for the SR-BSDS, along with continuing measurements of UV 
spectral backgrounds, demonstration of poUen and mold discrimination and bacteriological 
classification, and initial development of discrimination recognition algorithms; 4) continued 
development and testing of miniaturized BW detectors in preparation for technology downselects in 
FY 1997; and 5) development of a miniature air sampler and wind tunnel and flight testing on a 
research UAV. Additional details of the Counterproliferation Support Program passive defense 
projects are provided in Table 4.8 below and in Appendfac C (Table C.l). 

4.7.4 DoD's Chemical and Biological Defense Program. The National Defense 
Authorization Act for Fiscal Year 1994, PubUcLawNo. 103-160, Section 1703, mandates the 
consolidation ofallDoD NBC defense programs under a single office within OSD. The 
ATSD(NCB) is the designated focal point within OSD for the CBD Program. This law has been a 
critical tool for ensuring the elimination of redundant programs, focusing fimds on program 
priorities, and enhancing readiness. To date, there has been a consolidation of the research, 
development, and acquisition organizations for NBC defense, including the consoUdation of aU 
RDT&E and procurement fimds. There has been significant progress in the development of joint 
training, doctrine development, and requirements generation. Modernization and technology plans 
have been developed which should begin to show real savings and true consolidation of efforts 
among the Services. DetaUed descriptions of the management, plans, accomplishments and 
systems under the CBD Program can be found in the Department of Defense Nuclear/Biological/ 
Chemical (NBC) Warfare Defense Annual Report to Congress, published in April 1996. 

All RDT&E projects within the CBD Program are structured within the sbc Program 
Elements (PE) for: Basic Research, Exploratory Development, Advanced Development, 
DEM/VAL, EMD, and RDT&E management support. Procurement fimds have also been 
consohdated. Highlights of key programs strongly related to counterproliferation withm each of 
these programs elements are described below. Additional details, including FY 1997 budget 
profiles, are provided in Table 4.8 below and in Appendbc C (Table C.2). 

Chemical and biological defenses are conducted within the firework of three principles- 1) 
wntammation avoidance, 2) force protection, and 3) decontamination. These principles provide 
the basis for an mtegrated and balanced CW/BW defense program. Contamination avoidance is the 
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vehicle capable of perforaiing NBC reconnaissance on primary, secondary, and cross country 
routes throughout the battlefield and in support of armored maneuver forces. 

Engimering and Manufacturing Development There are several key programs in EMD 
that promise to oflfer greatly improved capabilities in the near term for contamination avoidance. 
Key programs include: 1) the Automatic Chemical Agent Alann (ACADA) which is more sensitive 
and responsive than current deteaors and is capable of concurrent nerve and blister agent 
detection; 2) tiie Multipurpose Integrated Chemical Agent Detector (MICAD) which automates 
NBC warning and reporting tfiroughout tiie battiefidd and links digital data into tiie Anny's C3 
system; 3) the XM93E1 FOX NBCRS for battiefield NBC detection; 4) tiie AN/UDR-13 Pocket 
Radiac Set which provides ground troops witii a Ughtweight, user friendly tactical device for 
measuring and detecting radiation; 5) tiie Advanced Aiibome Radiac System (AARS) to provide 
rapid, accurate, and safe measurement of radiation fi-om tiie air and for correlating aiii)ome 
readings to ground radiation readings and positions; 6) tiie CBMS mass spectrometer to identify 
CW/BW agents; 7) BIDS Pre-Planned Product Improvement (P3I) which will detect a greater 
number of BW agents more quickly, with greater sensitivity, and oflfer better connectivity witii C3 
systems tiian the BIDS nondevelopmental item (NDI); 8) tiie Interim Biological Agent Detector 
(IBAD) which will give tiie Navy an interim point detection capability aboard ships and is part of 
tiieir tiieater protection strategy (25 detector systems will be fielded in FY 1996); 9) tiie eye safe 
P3I LR-BSDS which will identify tiie presence of particulate aerosols at long rai^e witii greater 
sensitivity and safety to the user tiian tiie predecessor NDI system cuirentiy being procured- 10) tiie 

Air Base and Port Biodetection ACTD which will provide comprehensive BW protection for 
CINC-identified critical assets including everytiiing fi-om a networiced BW agent detector array to 
medical treatments; and 1 1) tiie Shipboard Automatic Uquid Agent Detector (SALAD) which wiU 
provide the capability to detect liquid chemical agents in a naval environment. 

Procurement. Several systems are being fielded to provide new capabilities or 
improvements over previous systems in BW agent detection and identification. Key systems 
mclude tiie BIDS NDI and tiie LR-BSDS NDI system. A contingency BIDS platoon has been 
activated dunng FY 1996 and is mission ready. The first unit equipped witii tiie LR-BSDS NDI 
wiU also occur in 1996, providing U.S. forces for tiie first time witii a significant stimdoflfBW 
detection capability. 

Force Protection. Over tiie past year, tiiere have been several accompUshments in all 
phases of tiie research, development, and acquisition of individual protection programs. 

Science and Technology Base - Exploratory Development Key tech base eflforts to 
unprove force protection include: 1) developing technologies tiiat reduce tiie severe heat burden 
created by tiie protective overgarment; 2) simplifying tiie extensive and expensive caibon filter 
change out procedures and disposal required by current coUective protection systems; 3) improving 
commumcations and operations in protective ensembles; 4) enhancing protection systems for 
masks; 5) mtegratmg advanced mask concepts into 21st centuiy soldier systems; 6) continued 
development of models to assess performance degradation; 7) continued development of bio- 
protection test metiiods; and 8) updating performance rating tables. 
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Demonstration/Validation. The key DEMA^AL nmiprt for • r 
the Adva««l mummed CoUective ProteSvei^S^ ^^^7^, » 
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pr^ress in the BW vaccine acquisition program during the past several years DoD now toT. 
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concluded that a contractor-owned, contractor-operated (COCO) production facility approach was 
the best. In 1995 a draft RFP for BW vaccine production was released for industry comment, and 
responses indicated the need for a broad, long term commitment from DoD to ensure success in 
such a unique medical product program. A 1995 economic study highlighted the risks of taking the 
dozen vaccine products developed by DoD through the Food and Drug Administration (FDA) 
licensing process and into production. The greatest risks were the instability of DoD requirements 
for the products and the c^ability of the manu&cturer to accrue the appropriate scientific and 
manufacturing data to support the FDA licensing process. While there may be some d^dency in 
manufacturing capacity for botulinum vaccine, most vaccine production requirements could be met 
with existing &cilities. 

Based on industry responses and the economic study, a revised acquisition stiat^ was 
developed, this time for a prime systems contractor approach. The prime contractor would serve 
as an integrator for all of the processes associated with licensmg, producing, storing, and testing 
biological defense medical products developed under DoD programs. This approach promises to 
provide a much more eflBcient management approach than the COCO approach, allowing 
subcontractors access to commonly needed resources. Equally important, the contractor/ 
manufacturer would serve as the agent responsible to the FDA for product licensure, a role that 
DoD cannot assume. The USD(A&T) signed an Acquisition Decision Memorandum on May 2, 
1995 directing the use of a prime systems contractor for the acquisition of biological defense 
medical products. This Acqui^on Dedsnon Memorandum also directed that the Vaccine 
Acquisition Program be included in the POM funding submission for FY 1997 through FY 2001 
This ^proach was approved by the Deputy Secretary of Defense. 

A licoised anthrax vaccine is available from the Michigan Department of Public Health for 
use in those individuals considered at risk of exposure. Production for this licensed vaccine is 
ongoing to meet DoD's required stockpile needs. EflForts to seek FDA licensing for a limited 
supply of botulinum vaccine are also ongoing. Once the prime systems contract is awarded in the 
first quarter of FY 1997, priority will be given for the development and production of the 
botulinum vaccine to meet stockpile requirements and for the development and production of other 
medical products to protect against other validated BW threat agents. 

DecoiOaminaiion. Over the past year, there have been several accomplishments in 
decontamination development programs. 

Science and Technology Base - Exploratory Development. Research continues into 
various methods and technologies for the decontamination of the fiill spectrum of CW/BW agents 
using non-aqueous, non-corrosive decontaminants. Efforts also focus on the decontamination of 
sensitive equipment and the development of concepts to decontaminate large areas, such as air 
bases or ports. 

Engineering and Manufacturing Development. The key EMD projects are the Modular 
Decontamination Systems (MDS) and development of a sorbent decontaminant, which may provide 
a non-aqueous replacement to the current decontaminant (denoted as DS2) and, by reducing the 



55 



1996 CPBCIUport to Congress 



m^ods ^"^'^^"^^^ '^"^ associated with current decontamination 



J^'^f^^f''''^S'caI Defense -Management and Support, The primary prognun 
supported withm this element is the Jomt Chemical^iological Contact Point and T^Pro^ 
located at Dugvvay Proving Ground. Utah. This program provides assessments, laboratory^ 
^\Ti^f^ °" * "^^f! ''"^^ of equipment that has been fielded or is in production 
The results of these efforts provide mput to the Services for development of doctrine policy ' 
tr^g procedures, and feedback into the RDT&E cycle. Accompfishments include 'c^ptetion of 
a Source Book on a variety of chemical, biological, and toxic agents, and the evaluation of 
protection provided by existing defensive equi^^^^^^ 

addition, fimding has been provided for management support for the overaUintem^^^ ' 
coordination of the DoD NBC Defense Program. Activities include: joint requiiLents.^g. 
and doctrme deve opment by the Joint Service Integration Group; joint modernization plS 

tn n ^ Joint Prjram Office for Biological Defense (JPO-BD). The JPO-BD was established 
to provide centrahzed management of specified BW defense acquisition programs JPO-BD 

^^e.^^S.W V ' NDI and P3I systems, the LR-BSDS NDI and 

P3I systemj, tiie BW Vaccme Acquisition Program, and developing a Port and Airbase BW 
Defense ACTD. The JPO-BD is supporting the CounterprolifeLL Su^^^^ 

rf^^^n^ IJ^-BSDS P3I up^ade. miprovmg and adapting point BW agent detectors for remote 
dete^on apphcations. and conductmg the BWRemote Detection/Early Warning ACTD to 
expedite the fieldmg of these systems. s^-^^iJio 

fii^ ^^R^?;;^^'^'^^ ^997 Procurement Plans. The FY 1997 procurement phm continues to 
field new CBD equipmem and initiates procurement of additional improved CBD ^Jfpm^ 

^Within the co«toiiHiiaifo«^^ 

plamied. Procurement for the Improved Chemical Agent Monitor aCAM) a raS^y^p^ J 
vision of the already-fielded Chemical Agent Monitor, continues under a muTy^'Z^ 
Imud procurem^it AC^^ 1996. ACADA provides for the first ^a^S^* 

d^ection capabUity to detect bhster agents. In addition, it provides improved sensitivity improved 
e^om« tmie. mterference rejection, and is programmable for all knovm CW threat ag^tT??- 
1997 fimdmg contmues modifications to the FOX NBCRS. The modifications add fim time 
capabilities for standoff CW agent detection and communications links to the digitiz^baSkld 
Procurement of the AN/UDR-IS Pocket Radiac. which provides the first ever c^Sty to ^ttf' 
detert and mdicate prompt and residual radiation doses received by troops, continues b FY 1997 

^I^T'-^IT ""^'r ^^^^^ ^^P^ i« ^hedul^to 

stort in FY 1997. The Improved Pomt Detection System (IPDS) replaces the old«- Chemical Acent 
Point Detection System and provides expandable point detection of CW Jap^r IgLsl^ 
provides an automatic ship-board capability for detection of liquid chemical agems. Funding is also 
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provided to produce 36 BIDS P3I systems in FY 1997 to provide an improved detection and 
identification capability of BW agents within the theater of operations. 

Within the individual protection mission area a number of procurement activities are 
planned. The M40A1/M42A2 protective masks procured with FY 1997 funding will allow 
continued replacement of the aging masks currently in the field. FY 1997 fimding also procures 
additional M41 Protection Assessment Test Systems (PATS) that ensure proper mask fit and 
fimctionality. FY 1997 procurement fimding initiates the Anny purchase of a completely new 
aircrew mask, the ACPM . This mask radically inq)roves flight safety and provides fiill compatibility 
with night vision goggles and weapon sighting systems while improving aircrew comfort. In 
addition, fimding is provided for initial procurement of the Chemical/Biological Respiratory System 
a new akcrew respiratory system for Navy and Marine Corps tactical, rotary wing, and land based 
fixed wing aircraft. Full rate production of the JSLIST individual protection garment will begin in 
FY 1997. 

Within the collective protection mission area, FY 1997 fimding supports continued 
procurement of the Chemical Biological Protective Shelter (CBPS), a highly mobile, self-contained 
collective protection system which can provide a contamination firee working area for medical and 
other selected units. 

4.7.5 Other DoD Passive Defense Programs Strongly Related to Counterproliferation. 

The CBD Program is the focal point for joint Service pas^ve defense programs. Other DoD 
Agency and Service programs also contribute to the counterproliferation ACEs in passive defense, 
particularly in the area of nuclear safety and survivability. These programs are described below. 

DNA Programs. DNA has two programs to ensure the survivability of weapons systems in 
a nuclear environment: 1) Test and Simidation Technology which provides Emulators and simulator 
technology to validate weapons systems operability in nuclear environments; and 2) Weapons 
Safety and Operational Support which provides force survivability assessments against WMD 
threats and counterproliferation training support. Key accomplishments include: 1) supporting 
multiple Service test program requirements; and 2) initiated development of a survivability 
integration program, including counterproliferation studies and assessments for the U.S. Pacific 
Command and the U.S. Central Command and theater missile defense requirements studies. 
Additional project details are provided in Table 4.8 below and in Appendfac C (Table C.8). 

DARPA Initiative in BW Defense. DARPA is conducting basic research to develop and 
demonstrate technologies that will minimize the impact of BW on U.S. military operations. Under 
an MoU with the ATSD(NCB), DARPA had worked closely with the Counterproliferation Support 
Program and now, since the reorganization of passive defense programs within OATSD(NCB), is 
working closely with the CBD Program in these eflforts. Key accomplishments to date include: 1) 
developing a miniaturized BW agent detector and integrating it into an UAV platform for testing; 
and 2) demonstrating the operational capability of a living, biolo^cal, nwon-based, agent 
nonspecific toxin sensor. Additional project details are provided in Table 4.8 and in Appendfac C 
(Table C.7). 
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T.bte4.S:Kq.D.DC»,ten.r.lifenido., P™g^ P.„iv. Drf«« 



I*rognun/Proj€ct TiUe 



!• CP Support Program 

• Long Range Eye Safe LR-BSDS 
P3I 



I • UVLidar for BW Identifiration 
(SR-BSDS) 

» B W Remote Detection/Eariy 
Waimng ACTD and Advanced 
BW Detector Technology 

Development 

!• Strongly Related CP Prognuis 
' • CBD Program 



Project Description 



• BW Vaccine Acquisition 
Program (part of the CBD 
Program) 

• DARPA Initiative in BW 
Defense 

• DNA Test and Simulation 

Technoloffl 

• DNA We^ns Safety and 
ational Support 

• Navy Radiolo^cal Contmls 



Accelerated deployment (by 5 yis) of full Army 

field B W/CW a^ent aerosol det^»n J!^'^ 
Enhanced RDT&E of UV lidar tedSSto^foT 
remote BW identification g yior 

• Enhanced RDT&H to demonstiale and rapidly field" 
selected BW agent detectors integrated Z lUV 
maniwrtable, and other platforms for remote ' 
detection and characteriiation of BW ac 



1.6 



1,6 



P't>curement of systems and equipment 6.1 7 
for NBC agent detection and ,varmng.indSd^ ' 
and coUective protection, medical response 
(mcluding vaccine B AD>. and d«^f^„i«,.;^. 

Acquisition strategy revised and RFP in process to" 
select a pnme contractor to meet DoD BW vaccine 

• Basic research to develop and demonstrate 
technologies that wiU minimize the impact of BW 

on miMtary operations 

!• smiulators and simulator technology to vSte" 
weapon systems operabilitv in nuclear envimnmpnt, | 

•^survi^ilily assessments agaiii^mm ^86231 

W5aponsandcmmtenm)lifenihnntr.i«i^^ 7j'''' 

— I* RDT&E of ra diation monitftrin o An.'T-'Tit " TT 

•See Appendix C.TdrfeC2 for addition iafcniatioa 
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1 Agency 


FY97 
i Budget 
f$Ml 


PENo. 


JPO-BD 
Army 


15.181 


603884BP 


JPO-BD 
Army 


5.260 


603884BP 


JPO-BD 
DARPA 


7.881 


603384BP 


Services 
JPO-BD 


443.337 


Various* 


JPO-BD 

A 1 

Aimy 1 


37.038 


603384BP 
603884BP 
604384BP 

procurement 


DARPA 


20.000 


60110 IE 


DNA 


23.502 


602715H 


DNA 


2.085 


602715H 


Navy 


2.886 h 


503542N 



Table 4.8 and in Appendix C (Trt>Ie c^^^ Addiuonal pro,ea details are provided in 



4.8 StatiM «n<| Ar^mpli.!....-^ frf nnTI r . „ 

Deliver.. ..H T ^ri., w J,"^ -''"^'^"'^' <-nrt^n'm<»\H\ 

and deliv«y of WMD. Hese S STZ^^, "^"f ('=°™'> P'"***™ 
explosive ordnaice disposal (EODra^^ic '•"^PP"* jo^ SOF. 

v ana NBC weapon response teams to detect, neutralize and 
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render safe WMD devices in permissive and nonpermissive environments both in the U.S. and 
overseas (ACE priorities 12 and 13). The two DoD mission documents guiding these efforts are 
the CJCS*s Counterproliferation 0400 CONPLANtatd the Counterterrorism 0300 CONPLAN. 
These documents delineate user reqtiirements and ensure "demand pull" of technology development 
activities. The governing interagency document for countertOTorism is Presidential Deciaon 
Directive - 39, dated June 199S. 

4.8^ New DoD Initiatives to Counter Paramilitaiy, Covert Deliveiy, and Terrorist 
WMD Threats. In support of the Counterterrorism 0300 CONPLAN and the 
Counterproliferation 0400 CONPLAN, the ATSD(NCB) on behalf of the Counterproliferation 
Support Program has recently signed a Memorandum of Agreement with USSOCOM and is 
finalizing a Toms of Reference with ASD(SO/LIC). These agreements will facilitate closer 
cooperation among the organizations and wiU streiunline the process of responding to the 
requirements of CINCSOC, DoD, and interagency organizations to counter threats form WMD- 
armed terrorists and covert and paramilitary forces. These agreements focus on levera^g 
BW/CW defense technologies to accelerate their fielding and adapt them to the special operations 
environment. Accelerating technology development will also help to address critical technology 
short&lls of Service units tasked with WMD-related misnons, such as the Aniqr's Technical Escort 
Unit, DoD's Defense Technical Response Group (DTRG), and the Army's 52nd Ordnance Group. 
This initiative will also facilitate the transfer of DoD developed technologies to other intwagency 
response groups within U.S. Intelligence, the FBI, the Secret Service, U.S. Customs Service, and 
the Department of State. Since counterterrorism is an integrated interagoicy process, technology 
initiatives will be coordinated through the Technical Support Working Gioup (TSWG) which 
develops joint interagoicy counterterrorism requirements. 

4.83 Counterproliferation Support Program Projects to Counter Paramilitary, 
Covert Delivery, and Terrorist WMD Threats. The Counteiproliferation Support Program is 
coordinating its technology ivototype development activities in this functional area with the 
TSWG, USSOCOM, and joint Service EOD units to ensure relevance and responsiveness in 
meeting user needs. The DOE National Laboratories are also contributing to these projects. 
Additional project details are discussed below, in Table 4.9, and in Appendfac C (Table C.l). 

The Counterprolifo^on Support Program is woridng closely with the TSWG to devdop 
special technologies that support U.S. and allied efforts to counter paramilitary and terrorist WMD 
threats. These efforts focus on developing an effective response to BW/CW threats, emphasizing 
capabilities peculiar to the interagenqr emergency response. Projects underway co-sponsored with 
the TSWG include: development of: 1) BW/CW perimeter monitoring sensors; 2) a vented 
suppressive shield to contain explosive effects and BW/CW agent dispersal; 3) a BW agent test kit 
for field identification of BW agents; 4) a compact, long shelf-life "Quick Mask" for protection 
against BW/CW agents to be used by on-site civilian support teams and such agencies as the Secret 
Service; and 5) a joint U.S. - Canadian EOD suit for such units as the Army's Technical Escort 
Unit and the 52nd Ordnance Unit, which must work safely around and defijze exploave devices 
that might contain BW or CW agents. 
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,'"'®^°""t^T'^ol^eration Support Program is fimding a Wide range Of SD 
e^dogy prototype development projects to detect, disablf. render J'Z^T^^^ 
recov^ cntica^ components from WMD devices in a nonpennissive enviroi^ent ^SSov 
prototypes under development include: 1) a nonintrusive CW acent L ^^*^°i°«y 

swept frequency acoustic interferometry SF>^lS^ 2^^^ , 
identify CW agents in situ without req^g J^s^CT^J^TT^^v^:^ 
e^les rapid sampling of j^spected cV or^BW con^^'^Lt S^^^^^^^ , 
SOF-speaaliz^ version of the fiber optics wave guide (FOWG) BW d^or for^S^' ^ * 
identification ofsampledBW agents. wicwor lor rapid 

• T?^^°'i?^'P™"^*^^°"^"PP°'^^^°8^^isalsofim^ 
oigamzations. efforts to acquire and preposition specialized equipment forSo rZnn«l 7 
assigned to the geographic CINCs. These teams Lm^^tXZ^on^^ 
o^li'n^T'^^". ^v^.^i«ty of forward deploX^t^^^ 
C fa ™' th ^P^i«ties in ^un^ring the fiill sp^'if WMD 

threats. In FY 1997, this project will be managed under TSWG activities to ensure mc^r^^^ 

meet SOF operational requirements. The SOF mml^^t^^^^J^ 

new starts in FY 1996. AccomplishmeMs in the N«y EOot^^nrtS.?™*''' *" 

support trainmg and readmess sustainment. v^*^ equipment lo 

r«v.r* n!;- ^'"S'^^^Strongly Related to Counterproliferation to Counter Panimilitarv 
Covert Delivery, and Terrorist WMD ThrAotc n/^r^ a ^ ^ • jraramuiiary, 

technology development to support operations mvolving hostage rescue- neZ^w^l!!- 
unconventional (e.g.. NBC) devices; attacks on installatetA^^e ^^^^ T"^ 
populace; and explosive detection and disposal. The CTO p';f^r^:^^^^^^^^ 
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requirements and priorities, and many of its constituent projects are co-funded in cooperation with 
non-DoD emergency response organizations. Current priorities are the detection and neutralization 
of terrorist-built e?q>iosive devices and countermeasures against chemical and biological terrorism. 
The CTTS Program has been successful in completing several prototype development projects, 
mcluding: 1) a timer detector capable of detecting mechanical and electronic timers on explosive 
devices; 2) specialized materials for use in explosive detection training and testing, 3) a hand held 
Remote Chemical Agent Detector; and 4) a scavenging agent that suppresses the dispersion of 
BW/CW aerosol particles. Development of diverse products is continuing, including: 1) a three- 
dimensional x-ray machine; 2) a large volume explosives detection system designed for screening 
luggage, vehicles, cargo, etc.; and 3) a sophisticated zoom video system for specialized surveillance 
operations. Additional project details are provided in Table 4.9 and in Appendbc C (Table C.9). 

OSD Joint Robotics ProgranL This OSD initiative to consolidate DoD Service and 
Agency robotics programs is executed under the oversight of the Director for Strategic and 
Tactical Systems (PDUSD(A&T)(S&TS)). The objective of the program is to demonstrate and 
validate mature robotics technologies that are adaptable to multi-Service applications, provide an 
unmanned operational capability in hazardous and contaminated environments, provide improved 
battlefield efficiency by permitting supervised autonomous operations, and serve to reduce force 
manpower and support requirements. Telerobotic technologies are under development that enable 
the performance of missions in hazardous chemical and radiation environments and in situations 
where there is an explosive hazard (e.g., EOD operations). Key accomplishments include: 1) 
development testing and completion of the critical design review of the Remote Ordnance 
Neutralization System (RONS); 2) delivery of five Standardized Teleremote Systems for 
demonstration testing; and 3) initial testing of several Unmanned Ground Vehicle (UGV) systems 
for battlefield use and other applications. Additional project details are provided in Table 4.9 and in 
Appendbc C (Table C.9). 

OSD Physical Security Equipment Program. This program consolidates related DoD 
Service and Agency RDT&E programs developing advanced technologies for protecting nuclear 
and other high value weapons systems and storage facilities. Key accomplishments include: 1) 
performance testing of conmiercially available entry control and electronic surveillance devices; 2) 
installation of the Advanced Entry Control System at Eglin Air Force Base for testing and 
evaluation; 3) installation a Waterside Security System at the Bangor Submarine Base; and 4) 
installation of a physical security system aboard three aircraft carriers. Additional project details 
are provided in Table 4.9 and m Appendbc C (Table C.9). 

Na^ Joint Service EOD Systems and Ptocedures Programs. The Joint Service EOD 
Systems Program develops operational prototype EOD systems to handle unexploded ordnance of 
all types, including NBC munitions. Key accomplishments include: 1) advanced development of a 
portable field x-ray system; 2) continued development of sensor defeat and high velocity shape 
charge technologies; and 3) successfiil demonstration of ''disrupter devices" that bum out circuits 
to dud explosive charges. The Joint Service EOD Procedures Program complements the Jomt 
Service EOD Systems Program by testing and validating EOD prototype systems and developmg 
specialized procedures, including procedures for handling NBC munitions, required for detecting, 
localizing, and rendering safe unexploded ordnance. This program also fimds the Navy component 
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Table 4.9: Key D.D Cu.terpr.Hf«,u.„ P„g„„s i. c.«nt«™g P,™„iHur, C«,^ 

Dcliveiy, and Terrorist WMD Threats ^^^^^''^'^^ Covert 



Program/Project TMc 

U CP Support Program 
I • Advanced Technology for 
I Countering BW/CWThreatc 

• Joint EOD WMD Readiness 
Siistainment - 

• SFAI C W Characterization" 

System 

I • Specialized SOF Technologies 
and Prototype Devices 

• Strongly Related CP Programs 
' • Counterterror Technical Support 
Program 



I • Joint Robotics Program 

• Physical Security Equipment 

► Navy Joint Service EOD 
Systems Program 

• Navy Joint Service EOD 
Procedures Program 



Project Description 

• Development of technologies and prototypes to 
assist SOF/E OD in countering B W/C W threats 
Propositioning of specialized CW/BW EOD 
-^"nment 




■ - . uvtiewtiOn of 

contamerized CW agents in support of SOF 
operations ■ 

• Development of a drill extractor to lemove BW/CW I 
sampks without breaching containers, a FOWG BW 

detector to identify extracted samples, and other 
"^"' devices 

Development of technical capabilities and prototype 
^^tems and concepts to detect, render safe, and 

defend against paramilitary, covert deliveiy, and 
terrorist NBC threats both in the U.S. and av,^,^ 

Consolidates Service/DoD RDT&E efforts to 
DEMA^AL mature robotics technologies for EOD 
and other applications 

Consolidates DoD activities for nuclear and other 
high value w eapons protection e<p ii pmi.n* 

Specialized EOD equipment to detect, locate and 
render safe explosive devices, including NBC 
munitions 

Tests and validates prototype EOD systems and 
develops specialized procedures for EOD units 
Funds DTRGtechni ftii supoort unit 



CP I I FY97 

ACEs Agency Budget PE No. 

js: 

I 13,12 I ASD I 1.717 I 603160D 
(SO/UC) 

Anu I 0.966 I 605160D 
(SO/LIC) 

13,12 SOCOm I 0.900 I 603160D" 



13,12jSOCOM| 5.766 | 603160D 
1.4 



13,12 ASD 16.521 603122D 
(SO^Q 



12.13 OSD 23.744 603709D 



12,1j USD 18.676 603228D 
12,13 Navy 3.870 603654N 



^2.13 Navy I 5.846 604654N 



to the Defeiise Technical Respoiise Group OJTRGW ioint FRT/n«n/nni3 
mobilizes during incidents involving NBC w^po^^' The DTO^nr^^? contu^ency unit which 
support, EOD field orocedure* anS provides speaahzed technical 

EODuziits. Thet^S^ofESS^^^^^ 

of over 2,800 EOD TeSf^^^ ''"''"P^ «>««^« 

technicians in the field to ^ them in iln^ ^ ^u^^ """"^ of information for EOD 

bulletins distnbuted to EOD units in thp a^u a j j-*- T . field procedures 

and in Appendix C (Table C.^ ^^''^"^ P'^J"^ ^« P^vided in Table 4.9 



62 



1996CPKCRq)onioC(Migr»ss 

activate a dedicated unit to respond to chemical and biological incidents (terrorist or otherwise) 
occurring on Naval installations and Department of State legations worldwide. The USMC 
Chemical/Biological Incident Response Force (CBIRF) will include appronmately 350 Marines and 
Sailors organized into six elments: a command element, a chemical/biological reconnaissance 
element, a chemical/biological decontamination element, a medical element, a security element, and 
a service support dement. The initial unit is environed as an interim force that will transition to a 
pennanent standing unit later in 1996. As currently envisioned, the CBIRF will have enhanced 
capabilities for detecting, diagnosing, and treating CW/BW agents through sophisticated 
equipment, specialized training, and a "reachback" link to civilian scientific and medical experts. 
The GBIRF may also receive selected immunizations not generally available elsevdiere within DoD. 



4.9 Summary! DoD*s Re gponse to the Counternroliferation AfTEii 

Table 4. 10 serves to summarize DoD's response to the counterproliferation ACEs by 
matching selected program accompUshments to the primary ACE priority they address. 
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Tabic 4,10: DoD's Response to the Counterproliferation ACEs 



Counterprolifenition 
ACE 

1. Detection, Identification, and 
Characterization of BW/CW 
Agents 



Selected Accomplishments in 
DoD Counterproliferation Programs 

Deployed the Bioloj^cal Integrated Detection System and activated a continfieiicvBSs" 
platoon, providuig U.S. forces with a fielded BW detecticm capability 

• Contmiied deployment of critical CW agent detection systems 

• Accelerate d development of remote BW agent detection systems 



2. Cruise Missile Defense 



• Provided radar baidwoK for the -Mountain Top" cniise missile detense denunstratioir 

• Technology sharing and sy nergy with ballistic missile defense iwtwnmia 



3. Theater Ballistic Missile 
Defense 



4. Detection, Characterization, 
and Defeat of Underground 
WMD Facilities 



• Completed 5 THAAD flight tests 

• Co^^)leted initial fli^t demonstrations of Navy Theater-Wide System 

• C^ducted mitial lethality testing of Navy Area Defense System 

• Demon^ted enhanced laser power for Airborne 

prepared for demonstration and validation *u«i«yi5ysumaiio 
C^pleted Statement of Intent with European partners fw MEADS 
! technoloK^ readiness to 3 year deployment readiness to shorten IOC time 

• FhSht qualified 23 sensor and detector techiiologies for ballistic and cruise ZZJ^ 



5, CoUection, Analysis, and 
Dissemination of Actionable 
Intelligence to the Warfighter 



• See Intelligence Armex 



6. Robust Passive Defense to 
Enable Continued Operations 
on the NBC Battlefield 
BW Vaccine RDT&E and 
Production to Ensure 
Availability 



8. Target Planning for WMD 
Targets 



Continued deployment of critical NBC batUefield detection and warning systems and' 
mdividual and collective protection systems j»*«iBaiiu 
Considerable advances in BW/CW medic al defense R&D 



^^nff^S"^ minted target piamung tools to CINC USEUCOM tor use in Bosnia as 
part 01 Operation Jomt Endeavor 



9. BW/CW Agent Defeat 



conducted initial phenomenol ogy tests as part oi' the Counterorolilerati on Arm n 
iMtuitea aepioyment ot prototype Speotic Hmitter Identiiicatioa System lor trackmg ships 5" 



10. Detection and Tracking of 
WMD and WMD-Relatod 
Shipments 



1 1 . Pronqyt Mobile Target 
Detection and Defeat 



• COTducted t^ ot advanced radars and other sensors for mobile taraet detecS^ 

* Demonstrated f unctionality of C4I systems for rapid dissemination o f intelligence to users 

Continufid devglnmnmit nf cnM^iaM-^^ i ^ . . ^ . 



2. Support for Special 
Operations Forces 

3. Defend Against Paramilitaiy" 
Covert Delivery, and Terrorist 
WMD Threats 



ConUnued deyelopmait^t speciahzed equipment and prototypes tor rapid fieldins 

! ifi-Ky^^T counter-WMD-related iiissioiur 

* Estabhshing the USMC Chemical/Biological Incident Response Force 

* '^'J?!??™*^* of technologies, prototype systeim^ and specialized eqimnSSTto' 
assist SOF and EOD teams in countering BW/CWttreite^ »|i«.«ujz6uequipnieniio 

* Enhanced cpoidination of Joint Service exercises and readiness sustainment activities 



14. Support Export Control Activ- 
ities of the U.S. Government 



• Ke«sed U.S. hjqjort Administration RegulaUons and reviewed over 10.000 export hcensT 
q>phcahon for mihtary and dual-iise technologies ^ 



15. Support Inspection and 
Monitoring Activities of 
Verifiable Anns Control 
Agreements and Regimes 



• Secured withdrawal of 63 of 81 SS-25 mobile ICBMs and launcheis fiam B^nis to Russia 

• Deactayated all SS-24 and half of the SS-1 9 ICBMs in UkndM^ 

• Estabhshed^n joint bi^ess vento^ between U.S. companies and FSU defense enterprises 

' ^toS monitoring and escort support for nuclear and chemical weapons arms 

• Continued deyelopmCTtof a global continuous threshold monitoring network and data fiision 
knowledge base for CTBT verification -^twuta. «ki oaia nisiwi 
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5. DOE Nonproliferation Programs 

5,1 Introduction 

The objectives of the DoD counterproliferation misaon are strongly supported by several 
nuclear proliferation prevention activities of the DOE. DOE plays a oitical role in addresang ACE 
priorities in detecting and tracking WMD-related shipments (ACE priority 10); defending against 
and responding to paramilitary, covert delivery, and terrorist WMD threats through its Nuclear 
Emergency Search Team (ACE priority 13); by supporting U.S. Government export control 
activities (ACE priority 14); and by supporting inspection and monitoring activities of verifiable 
arms control agreements and regimes (ACE priority 15). DOE is requesting $41 1.45 million in FY 
1997, compared to $390.78 million in FY 1996, for nonproliferation and proliferation prevention 
programs. DOE's budget breakdown for FY 1997 is provided in Appendix D. 

To reduce the international nuclear proliferation threat, DOE is focuang its resources and 
expertise on the following near term priorities: 

• Detecting and characterizing worldwide production of nuclear materials and weapons; 

• Monitoring worldwide nuclear testing; 

• Preventing and detecting the diveraon/smuggling of nudear materials; 

• Securing nuclear materials, technology, and expertise in Russia and the NIS; 

• Limiting weapons-usable fissile materials worldwide; 

• Ensuring transparent and irreversible reductions of global nuclear stoclq>iles; 

• Controlling nuclear «q>orts; 

• Strengthening the nuclear nonproliferation regime; and 

• Maintaining and continuously improving a program for nuclear emergency and nuclear 
toTorism response. 



DOE undertakes various activities, as a member of tiie Intelligence Community, related to nuclear 
proliferation intelligence data analysis and treaty monitoring. DOE nonproliferation and 
proliferation prevention activities are discussed in this section. Joint DOE/U.S. Intelligence 
activities are discussed in the Intelligence Annex to tins r^rt. 
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SJ. Status and Accnm plishments of DOE Proliferation Prevention Proyium* 

5.2.1 Detecting and Characterizing Wpridwide Production of Nuclear Materials and 
Weapons. Under the production detection program, DOE is developing a set of both remote and 
on-site complementary tools to detect and characterize foreign nuclear materials production 
activities. Acquisition of special nuclear materials is the most important step for a potential nuclear 
weapons proliferator to accomplish. The abiUty to detect production is therefore a very critical 
proliferation prevention capabiUty, and the ability to detect such production remotely is a powerfiil 
deterrent. The CALIOPE (Chemical Analysis by Laser Interrogation Of Proliferation Effluents) 
program is a major remote sensing effort focused on providing such a capability. The CALIOPE 
program is composed of a multi-laboratory team witii the goal of perfecting laser based remote 
sensing techniques for trace chemical effluent detection. The CALIOPE system will eventually 
consist of an airborne sensor system for the detection of chemical species in environments 
indicative of nuclear materials production. Initial field experiments using prototype equipment met 
witii significant success. Otiier production detection efforts are focused on the development of a 
small sateUite demonstration system employing multispectral and thermal imaging techniques. Such 
techniques are usefiil to detect and monitor such production indicators as reactor cooling pond 
temperatures, which can be used to estimate plutonium production rates. Image change detection 
also can be useful in detecting undeclared production related faciUties and activities. This effort 
exploits a unique combination of DOE laboratory expertise in tiie nuclear weapons production 
cycle, production signatures, laser systems, rapid prototyping, and sateUite systems engineering 
Planned fimding for production detection activities in FY 1997 is $87.0 million compared to $103 0 
million in FY 1996. 

5.2.2 Monitoring Woridwide Nuclear Testing. Nuclear test monitoring has been a major 
component of tiie DOE Verification and Control Technology program for many years. Experience 
in developing and deploying systems, in conjunction with DoD, to monitor tiie Limited Test Ban 
Treaty (LTBT) and tiie Threshold Test Ban Treaty has been recentiy refocused on verifying and 
monitoring tiie Comprehensive Test Ban Treaty (CTBT). DOE is developing and delivering 
elements of a U.S. National Technical Means as weU as international monitoring systems for tiiis 
purpose. DOE has a long standing partnership witii DoD in designing and producing nuclear 
detonation sensor systems deployed on Global Positioning System (GPS) and Defense Support 
Program (DSP) satellites. These include optical, x-ray, particle spectrometric, and electromagnetic 
pulse sensor subsystems. Currentiy, DOE is delivering four GPS flight payloads per year. 
Development is also underway for tiie next generation of sateUite based nuclear detonation 
detection sensors to support tiie CTBT regime. (See also Section 5.4 below.) 

Otiier technical metiiods development associated with the CTBT involve hydroacoustics, 
seismology, radionuclide detection and characterization, and infiasound techniques. One focus of 
tiie seismic studies is to characterize regional areas of interest to improve the detection of smaUer 
and potentiaUy evasive tests. A product of tiiese studies wUl be more detaUed seismic databases for 
China and the Middle East, along witii associated improvements in discrimination algoritiims and 
speciaUzed automated data processing techniques. This effort draws upon DOE laboratory 
experience m nuclear testing, mining and seismic geology, field measurements, and data fijsion. 
DOE also is developing a prototype uifi-asound statiori for eventual commercial production and 
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availability to the International Monitoring System. DOE laboratory experience in atmospheric 
science is especially relevant to this activity. Hydroacoustic monitoring provides yet another 
complementary tool to detect low yield, potentially evasive testing. DOE is also developing the 
specifications for an ocean monitoring system. Intermediate accomplishments include signature 
assessments of evasive explosions and the development of detection system specifications. 
Radionuclide techniques oflfer another important tool by providing critical forensic data to support 
CTBT verification. DOE is developing radionuclide particulate as well as prototype xenon gas 
samplers for commercialization and use by the International Monitoring System. Planned fimding 
for nuclear test monitoring activities in FY 1997 is $72.0 million, unchanged fi-om FY 1996. 

5.2^ Preventing and Detecting the Diversion/Smuggling of Nuclear Materials. 

Technology R&D for diversion prevention is focused on securing nuclear material at its source, 
detecting stolen material in transit, and determining the origin of intercepted material. DOE and 
National Laboratory personnel are part of an international technical working group to help 
determine the sources of smuggled nuclear materials. The fimdamental approach is to apply the fiill 
scope of laboratory forensic methods on intercepted materials. This program exploits multiple 
expertise in environmental and materials production signatures, radiochemical analysis, and law 
enforcement support. Planned fimding for this activity in FY 1997 is $3 1 .0 nullion, unchanged 
fi-omFY1996. 

5.2.4 Securing Nuclear Materials, Technology and Expertise in Russia and the NIS. 

Two DOE programs comprise this activity: the Materials Protection, Control and Accounting 
(MPC&A) program and the Industrial Partnering Program (IPP). The MPC&A program is 
primarily related to materials security and nonproliferation, and the goal of the IPP is to engage 
scientists and engineers firom the weapons institutes of the NIS in peacefiil technology applications 
in order to help stabilize personnel and resources that represent a potential expertise proliferation 
risk. Fundmg requested in FY 1997 is $94.4 million for FSU MPC&A activities and $15 miUion for 
the IPP effort, compared to FY 1996 fimding levels of $85.6 miUion for MPC&A activities and $10 
million for IPP. 

The MPC&A Program. The specific objectives of the MPC&A program are: 1) improve 
material protection control and accounting at Russian and NIS nuclear facilities which contain 
weapons-usable material; 2) develop with Russian and NIS specialists technical equipment suitable 
for mass production and distribution in the FSU nuclear complex; and 3) work with national 
authorities m Russia and the NIS to institute and standardize MPC&A activities across the civil and 
military nuclear complex. 

DOE has been very successfiil in coordinating technical expert interactions at the 
govemment-to-govemment and laboratoiy-to-laboratory levels between the U.S. and states of the 
FSU to implement upgraded fissile material security procedures and technology. Under the 
MPC&A program, DOE is working to install modem safeguards equipment and to provide 
technical training at over 3 5 facilities throughout the Russian Federation and in the NIS of 
Kazakstan, Ukraine, Belarus, Georgia, Latvia, Lithuania, and Uzbekistan. 
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c govemment-to-govemment MPC&A program, DOE is conducting work at over 

25 faahties m eight countries. The focus of this work is to enhance rapidly MPC&A for weapons- 
usable nuclear materials. In FY 1995. DOE assumed executive responsibility for the govemment- 
to-govemment MPC&A program and in FY 1996 began to receive funding directly to cany out 
this pro-am. In June 1995, DOE entered into a cooperative arrangement with the Russian Federal 
Nuclear Radiation and Safety Authority (denoted by its Russian acronym as "GAN") to implement 
a Russian state system for MPC&A. Under this program, MPC&A upgrades will be implemented 
at SIX Russian sites; regulatory documents and federal and inspection databases will be developed- 
mspectors and operators wiU be trained; and inspection equipment wiU be provided At the Januiy 
1996 meetmg of the Gore-Chemomyrdin Commission, the U.S. and Russia agreed to expand their 
MPC&A cooperation to six new sites, four of which will receive upgrades under the govemment- 
to-govemment program. 

Since the summer of 1994, six DOE laboratories have been actively coUaborating with their 
Russian counterparts to implement an integrated MPC&A plan at Russian institutes Since the 
laboratoiy-to-laboratoiy program's inception, significant progress has been made in several 
important areas. Substantial technical work, including physical protection upgrades and 
demonstrations of MPC&A technology, has been accomplished at the Kurchatov Institute the 
Institute of Physics and Power Engineering at Obninsk, the Institute of Experimental Physics 
(Arzamas-16). and other institutes. The work includes the application of a wide range of physical 
protection and material control and accounting equipment supplied by the laboratoiy-to-laboratoiy 
program and by Russian suppliers For example, at Chelyabinsk-70 work has included test and 
evaluation of nuclear portal monitors, hand-held radiation detectors, and nuclear material 
accountmg systems including bar code systems. The laboratory-to-laboratory MPC&A program 
now encompasses 14 Russian fadUties. Laboratory-to-laboratory activities in the Russian 
Federation have continued into FY 1996 supported by DOE funds. 

Over the life of the MPC&A program, DOE has also estabUshed effective working 
relationships with the Russian Ministry of Atomic Energy (MINATOM), CAN, and the principal 
Russian institutes within MINATOM. These Russian organizations are responsible for large 
quantities of highly enriched uranium and plutonium stored within their fecilities and for 
dissemination of MPC&A technology throughout the Russian nuclear weapons complex In 
addmon, work is bemg undertaken with seven independent civilian nuclear facilities, including the 
Kurchatov Institute, which has facilitated cooperation on Russian naval nuclear fuel MPC&A. 

The efforts of DOE to secure nuclear materials and expertise in Russia and the MIS have 
expanded rapidly smce their beginning. From one site involving 75 kUograms of highly enriched 
uranium in 1994, the program achieved MPC&A upgrades for over eight tons of plutonium and 
higWy enriched uranium at 26 facilities in 1995. In 1996, plamied achievements wUl involve 
hundreds of tons of nuclear materials at over 40 facilities. During FY 1997, the intense activity 
expenenced durmg the past two years wiU continue as MPC&A upgrades continue at the 17 
facilities added during the last six months, and as additional facilities are added under cooperation 
with the Russian Navy and with other locations and activities in the FSU/NIS 
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ne Industrial Partnering ProgranL As stated above, the primary objective of the IPP is 
to stabilize personnel and resources within the FSU to minimize the risk of proliferation of nuclear 
weapons expertise. Under the IPP, DOE national laboratories work with Russian and NIS 
institutes to identify and evaluate the commercial potential of various products related to the R&D 
activities conducted at the Russian/NIS institutes. Partnerships are then facilitated, ideally through 
cost sharing arrangements with U.S. industry, to develop specific commercial products. To date, 
over 200 IPP projects have been initiated, including 175 laboratory-to-laboratory projects (Thrust 
I) and 32 industry cost-shared projects (Thrust II). These projects have engaged over 2,000 
weapons scientists and engineers on various types of projects including those involving, for 
example, MPC&A, nuclear safety, materials science, biotechnology, and instrumentation. 

5.2.5 Limiting Weapons-Usable Fissile Materials Woridwide. The objectives of the 
DOE fissile material limitation eflfort are: 1) promote alternatives to the civil use of plutonium; 2) 
eliminate the civil use of highly enriched uranium; 3) reduce stockpiles of highly enriched uranium 
and plutonium; 4) initiate regional fissile material control activities; 5) shut down production 
reactors; and 6) negotiate a fissile material cutoff convention. Funding requested for this activity in 
FY 1997 is $16.6 million, up fi-om $8.7 million in FY 1996. 

In 1996 activities are continuing which provide technical support for International Atomic 
Energy Agency (IAEA) inspections of U.S. excess fissile material, the research reactor reduced 
enrichment program and fissile material cutoff negotiations, and completed compliance measure 
negotiations for Russian plutonium reactor shutdown and plutonium storage. Efforts in 1997 will 
include contmued support for: 1) a Russian plutonium production reactor core conversion and 
storage regime; 2) IAEA inspections of excess U.S. fissile materials; and 3) the research reactor 
reduced enrichment program and completion of the fissile material cutoff convention negotiations. 

5.2.6 Ensuring Transparent and Irreversible Reductions in Global Nuclear StockpUes. 

The objectives of DOE's nuclear stockpile reduction program are: 1) exchange and confirm data on 
inventories; 2) monitor nuclear warhead production and expedite dismantlement of excess 
weapons; 3) conduct reciprocal inspections of nuclear components and materials; 4) purchase 500 
metric tons of highly enriched uranium fi-om dismantled warheads; and 5) expand weapons 
reductions. Funding requested for this activity in FY 1997 is $4.0 million compared to $5 8 million 
in FY 1996. 

Activities in 1996 and 1997 support dismantlement technical exchanges with Russia; 
continuing negotiations on safeguards, transparency, and irreversibility of nuclear weapon 
dismantlement; and highly enriched uranium purchase transparency negotiations. Planned activities 
for 1997 are: 1) working toward conclusion of the Stockpile Data Exchange Agreement and highly 
enriched uranium mutual reciprocal mspection demonstration; 2) initiation of spot check 
negotiations to confirm declarations; and 3) continued technical support for Russian highly enriched 
uranium purchase transparency. 

5.2.7 Controlling Nuclear Exports. The objectives of the DOE export control program 
are: 1) assist regions of concern in effectively controlling exports and establishing responsible 
supplier policies; 2) implement statutory licensing requirements; 3) strengthen multilateral supplier 
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and S) promotes regional nonproliferation measures. Requested funding for this activity in FY 
1997 is $39.3 million compared to $23.2 million in FY 1996. 

Efforts underway in 1996 to provide technical support to negotiations on beginning 
operations to stabilize spent fuel pool water and store spent fuel at the research reactor in 
Nyongbyon, North Korea will continue. DOE supported the successful negotiation of the 
U.S./EURATOM Agreement for Cooperation in nonproliferation matters, as well as agreements for 
cooperation with FSU, Switzerland, and China. Efforts will continue to support international 
negotiations, such as the fissile materials cutoff treaty, through site visits and bilateral discussions, 
the continuing spent fuel stabilization efforts at Nyongbyon, and a series of technical workshops 
with Chinese scientists on arms control issues. The Cooperative Monitoring Center will be used to 
fiirther regional arms control and nonproliferation activities including: increased engagement with 
Middle Eastern states through training, verification experiments, and planning for regional cri^ 
prevention centers; expanded international cooperation in remote monitoring and seismic 
verification; increased cooperation with arms control organizations in South Korea; and greater 
engagement with Indian and Pakistani scientists on regional verification. Plans are underway to: 1) 
initiate IAEA safeguards on excess plutonium at Rocky Flats; 2) develop new IAEA safeguards 
methods for excess nuclear materials in sen^tive forms; 3) assist IAEA implementation of 
strengthened safeguards measures for routine use of enhanced technology (e.g., environmental 
sampling, remote monitoring, and enhanced information management); and 4) enter into safeguards 
agreements with South Afiica, China, Sweden, Finland, and Canada. 

For 1997, planned activities will include: 1) implementation of a comprehensive nuclear test 
ban and regional calibration exercises; 2) assistance in implementing a nuclear fi^mework 
agreement with North Korea, including the completion of the canning of spent fuel at Nyongbyon; 
and 3) support for other regional arms control approaches to the back end of the nuclear fuel cycle 
in Asia. 

5.2.9 Nuclear Emergency and Terrorism Response* The DOE maintains several 
emergency response assets postured to respond to events that may occur should proliferation 
prevention efforts fail. DOE conducts analyses and provides operational and technical support in 
response to nuclear emergency and terrorism events worldwide. DOE's threat assessment process 
consists of an evaluation of nuclear threats from technical, operational, and behavioral standpomts. 
The assessment is integrated mto the decision process for deployment of operational assets. 

The eniergency response asset with primary responsibility for responding to acts of nuclear 
terrorism is the Nuclear Emergency Search Team (NEST). NEST provides operational and 
technical support for resolution of incidents or accidents involving nuclear materials and can be 
deployed anywhere in the world under the authority of the lead federal agency (i.e., the FBI for 
operations within the U.S. and the Department of State for overseas operations). This national 
resource of skilled personnel and specialized equipment, which can be called upon as needed, is 
built on DOE*s nuclear weapons design and production expertise. These resources are the most 
effective national assets to locate, identify, assess, and disable nuclear weapons and devices. These 
include, for example, improvised nuclear devices with the potential to produce a nuclear yield as 
well as radiological dispersal devices which could be used to spread radioactive contamination into 
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DOE currently produces satellite-bome sensors for the national capability to monitor and 
verify compliance with the LTBT. These sensors are secondary payloads on the GPS and DSP 
satellites (as described above in Section 5.2.2). DOE is developing the next generation of improved 
optical, x-ray, and space environmental sensors to provide a better capability to monitor the 
continuation of the LTBT and to enable the U.S. to monitor and verify the CTBT. The sensor 
systems under development are planned to go from development, through IOC, to production to 
meet required delivery dates for the next generation of GPS satellites. In addition to these satellite 
systems, DOE is also developing ground based components for airborne radionuclide sampling 
systems and will be heavily involved in supporting other agencies of the U. S. Government m 
identifying reliable commercial suppliers. 
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6. U.S. Intelligence Programs to Counter Proliferation 
6.1 Introduction and Summary 

U.S. Intelligence has received clear and concise policy guidance for conducting its 
intelligence activities. This guidance begins with Presidential Decision Directives that address 
weapons and related technology proliferation, including, for example, nuclear smuggling. 
Additional guidance comes from annual Congressional Defense and Intelligence Authorization and 
^propriation Acts, reports to Congress by U.S. Agencies on countering proliferation activities, 
and DoD counterproliferation policy and military missions objectives. These outline a national 
nonproliferation strategy centered around four key aspects: 1) prevent the acquisition of WMD, 2) 
roll back existing WMD capabilities, 3) deter WMD use, and 4) adapt military forces and 
emergency assets to respond to WMD threats. 

A focused set of enduring intelligence needs has been developed in response to the policy 
guidance reflected in the four aspects of our nonproliferation strategy. These enduring intelligence 
needs are used to chart the progress of U.S. Intelligence in making use of existing capabilities and 
in defining and developing areas for new investments. 

U.S. Intelligence and the Counterproliferation ACEs. Fifteen critical counterproliferation 
investment areas were identified last year by the CPRC (see Table 1.2). Intelligence activities and 
programs are an integral part of each of these investment ACEs. The reader is referred to the 
Intelligence Annex for details of the overall U.S. Intelligence program to counter proliferation. 

In addition to the counterproliferation ACEs, U.S. Intelligence is working to provide 
accurate, comprehensive, timely, and actionable foreign intelligence on a broad policy and 
enforcement front This has included: 

• Support to policy makers responsible for extending and implementing the Treaty on the 
Nonproliferation of Nuclear Weapons, wherein the U.S. and other signatories have 
expressed their nonproliferation commitments; 

• Examining the entire Russian nuclear weapons cycle to identify areas where transparency 
measures would be most effective; and 

• Maintaming a surge capability to quickly deploy specialists outside the U.S. to the scene 
of a terrorist nuclear or radiological threat to provide the U.S. Mission and host 
government advice and guidance on dealing with the threat. During such an incident, the 
specialists would coordinate fiilly with the appropriate U.S. Government agencies, 
keepmg them informed and drawing upon their expertise should follow-up action be 
required. 



Strategic Planning Process. U.S. Intelligence has instituted a corporate strategic planning 
and evaluation process to support efforts to counter proliferation. This process contributes to the 
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InteUigence Community's National Needs Process and the National Foreign InteUigence Prognun 
(NFIP), the Jomt Military IhteUigence Program (JMIP), and the Tactical Intelligence and ReUted 
Activities (TIARA) Program and Planning Guidance. A major benefit of this effort has been the 
placement of a significant number of DoD personnel within the DCI's Nonproliferation Center 
(NPC). This has helped integrate inteUigence support to DoD counteiproliferation needs and 
actiOM^ U.S. Intelligence also has expanded its relations with the law enforcement community 
The U.S. Customs Service, for example, has assigned a senior Customs agent to the NPC to assist 
m developmg jomt initiatives to counter proliferation activities. The NPC is also working to 
enhance information sharing technologies and resources in support of the law enforcement 
community's nonproliferation efforts. 

As the threat of proliferation has increased, U.S. Intelligence capabilities to support 
nonproliferation efforts have been redirected or expanded and now include: 

• Assessing the intentions and plans of proliferating nations; 

• Identifying WMD programs and clandestine transfer networks set up to obtam controlled 
materials or launder money; 

• Supporting diplomatic, law enforcement, and military efforts to counter proliferation; 

• Providing direct support for multilateral initiatives and security fpgimes; and 

• Overcoming denial and deception practices estabHshed by proliferators to conceal their 
programs. 



TT o U.S. Intelligence has taken or participated in actions to address the overaU chaUenges fednK 
U.S. nonprohferation efforts, including: * 

• Identifymg fimds to maintain technical inteUigence coUection programs related to WMD 
tests; 



• Fostering the development of new technologies with the potential to improve the ability to 
detect WMD activities at significantly longer ranges than possible today; 

• Establishing a relationship to enhance cooperation between U.S. InteUigence and R&D 
components; 

• Redirectmg and reorganizing intelUgence activities to increase and sharpen the focus of 
nonprohferation-related efforts, both analyticaUy and operationaUy; and 
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• Redirecting programs to assist the FBI and U.S. Customs Service eflforts to identify, 
target, and apprehend individuals engaged in the trafficking and smuggling of nuclear 
materials worldwide. 



Operational Planning Process. The Defense Intelligence Agency (DIA) is linking 
counterproliferation intelligence production more directly to the Deliberate Planning Process. DIA 
is taking guidance from the Joint Strategic Capabilities Plan and direction from the Commands' J-2s 
(Intelligence), J*-3s (Operations), and J-Ss (Plans and Policy) to allow U.S. Intelligence to more 
clearly define and satisfy the intelligence needed to support CINC counterproliferation contingency 
planning and operations. 

Intelligence Successes to Date. U.S. efiforts to counter WMD proliferation have enjoyed 
some successes over the past several years. The DCI noted in his March 20, 1995 statement before 
the Senate: '1 think a tremendous amount of progress has been done ... to build a serious, post- 
Cold War, nonproliferation intelligence capability." For obvious reasons, many of U.S. 
Intelligence's successes cannot be described in this unclassified report. However, some that can be 
described include: 

• Supporting Department of State efforts to provide actionable intelligence to the 
UNSCOM inspection and monitoring effort in Iraq; 

• Supporting U.S. diplomatic discussions with South Afirica concerning Pretoria's 
adherence to the NPT; 

• Developing a list of collection indicators to alert collectors and analysts prior to the use of 
chemical and biological weapons. Similar initiatives are also underway to provide early 
warning for the possible diversion of nuclear materials; 

• Establishing a Southern Tier Study Group designed to focus on all WMD-rdated 
proliferation issues in the southern tier of the former Soviet Union; and 

• Providing Congressional committees with a report that reviewed and evaluated 
nonproliferation programs in the NFIP FY 1996 budget submission. 

But even if all of the mtelligence accomplishments could be listed, we would be the first to 
say there is more to do. Over the next year, U.S. Intelligence will seek to: 

• Strengthen and focus our integrated collection strategy; 

• Work to enhance the Community's information processing capabilities; 



77 



J 996 CPRCRqmn to Congress 



• Implement unified and standardized information systems, to include shared access by 
intelligence and consumer organizations; 

• Strengthen and broaden foreign language training and support tools; 

• Continue to review and evaluate new methodologies and technologies; and, 

• As part of the DCI and Secretary of Defense joint program and budget reviews, continue 
to evaluate intelligence resources and capabilities for optimal support for actions to 
counter proliferation. 



U.S. Intelligence takes seriously the danger ofthe use of WMD. Ithasbeenjustoverone 
year now since the poison gas attack in the Tokyo subway. Press reporting in the U.S. focused on 
the possibility of a similar attack happening here. U.S. Intelligence My recognizes that after-the- 
fact eflforts are not adequate — we need to stop WMD attacks before they occur. Intelligence is 
the key. U.S. Intelligence has added resources to its eflforts over the last few years as the threat has 
increased, and it will continue to do all it can to meet the needs of its policy, defense, and 
enforcemoit customers and to protect the American public at home and abroad. 



6J1 New U.S. Intellige nce Initiatives to Counter Proliferation 

Details of new U.S. InteUigence initiatives to counter proliferation can be found in the 
Intelligence Annex to this report. 



63 Status and Accomnlishments of TJ.S. Intelligence Programs to Counter Proliferation 

More detailed descriptions of the status and accomplishments of U.S. Intelligence programs 
to counter proliferation can be found in the Intelligence Annex to this report. 
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7. CPRC Findings and Recommendations 
7,1 The Integrated Response to Countering Proliferation 

Progress in Addressing the Counierproliferation ACEs. Table 7. 1 summarizes the 
integrated programmatic response of DoD, DOE, and U.S. Intelligence in addressing the 
counterproliferation ACEs. Key programs strongly related to countering proliferation are matched 
to the ACE priorities they address. As illustrated in Table 7. 1, considerable RDT&E and 
procurement activities are underway in each ACE priority area by multiple DoD Agencies 
(including through the Chemical and Biological Defense Program (CBDP) and Counterproliferation 
Support Program (CPSP)), the Services, and DOE. 



Table 7.1: Integrated Response to Addressing the Counterproliferation ACEs 



Counterproliferation 
ACE 


Key DoD, DOE and U.S. Intelligence* Programs 
to Counter Proliferation 


1. Detection, Identification, and 
Characterization of BW/CW Agents 


• DoD: CBD, CPSP, and Joint Service Programs 


2. Cruise Missile Defense 


• DoD: DARPA, BMDO, and Service Programs 


3. Theater Ballistic Missile Defense 


• DoD: BMDO and Service Programs 


4. Detection, Characterization, and Defeat of 
Underground WMD Facilities 


• DoD: DNA, CPSP, and Air Force Programs 


5. Collection, Analysis, and Dissemination of 
Actionable Intelligence to the Waifighter 


• DoD: DARPA, Joint Service, and CPSP Programs 


6. Robust Passive Defense to Enable Continued 
Operations on the NBC Battlefield 


• DoD: CBD, Joint Service, DNA, and CPSP Programs 


7. BW Vaccine RDT&E and Production to 
Ensure Availability 


• DoD: CBD Program 


8. Target Planning for WMD Targets 


• DoD: DNA and CPSP Programs 


9. BW/CW Agent Defeat 


• DoD: DNA and CPSP Programs 


10. Detection and Tracking of WMD and WMD- 
Related Shipments 


• DoD: CPSP and Navy Programs 

• DOE: Diversion/Smuggling Detection R&D Program 


1 L Prompt Mobile Target Detection and Defeat 


• DoD: DARPA and CPSP Programs 


12. Support for Special Operations Forces 


• DoD: OSD, Joint Service, and CPSP Programs 


13. Defend Against Paramilitary, Covert Delivery, 
and Terrorist WMD Threats 


• DoD: OSD, Joint Service, and CPSP Programs 

• DOE: Nuclear Emergence/Terrorism Resnonse Program 


14. Support Export Control Activities of the U.S. 
Government 


• DoD: OSD and DTSA Programs 

• DOE: Nuclear Export Controls Program 


IS. Support Inspection and Monitoring Activities 
of Verifiable Arms Control Agreements and 
Regimes 


• DoD: OSIA, OSD, CTR, DNA, and Air Force Programs 

• DOE: Production Detection R&D, Nuclear Test Monitoring, 

and Strengthening the Nuclear NPT Regime Programs 



* U.S. Intelligeoce programs are disaiiwed in the InleUigenoe Amex 
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7.2 Findings and PA«.n Tinienda»inn« 

The CPRC finds, as evidenced by the numerous accomplishments cited in this renort th«t 
the senousness of the WMD proliferation threat and the need to enhance cVplmt es to ^^^^^ 

dSe^TtI '^Tf''''' Staff (including the Sem^sltSS)T 

DOE, and U.S. InteUigence. Indeed, "countering proliferation" has now become pn^lw- u ! . 
r^^^^or^^^ ^nont, within each of the CPR^^epresented DTOntr^i^^;^^^^^ 
Ae Presid^t's finn commitment to stemming the proliferation of WmD ai^ the^^SLs " f 
dehvenr. Much^ been done, but much remains to do. And as the decision^eTs^olfX 
nt^rthTc^^f "^'^ '^""""^ nonproliferation a^d cot^,;;^^^^^^ 
In^l counterproliferation-related DoD. DOE.^d U S 

needs. The CPRC s recommendations for 1 996 are summarized in Figure 7. 1 and discussedbdow 
Just as last year, the FY 1997 President's budget submitted to Congress in March 1996 

fi.t„r. ^°""*^""\P^o«^^^ « a challenge that wiD have to be addressed for the foreseeable 

^hr.nt^ ^"^ PJ?f ^ '""^ ^ ^"^S^t wiU continue to prcSi^ 

substantial progress m U.S. capabilities to address WMD proliferation threats ^^f2nMV^ 
™wdlremainafterFY1997. l^erefore,itistheinlntionof^T^^^^ 
CPRC program review process beyond its congressionally numdated 1996 term ^icUc^xx 

countering proliferation and recommend modifications, deletions, or additions to DoD DOE Id 
U.S. InteUigence activities and programs as appropriate. «ons to uoD. DOE. and 

In light of the CPRC's finding that the need to enhance our national capabiUties to counter 
prohferation has become established and institutionalized within the DoD DOE U f n^^^^^^ 

T^t'^tc^"^ ^p^^^^ progJi::t^i^^dSy^^ 

1998^The CPRC expects the normal budget development processes of each CPRC-renre^tL 

K;:i>:: cpf^rr ^ ^^^"^^ ^^^^^^^^ coumeril^pro^^^^^ 

2^7 : ^^^^'^''^''^^'^^'■^P^^^'^ed Department to continue to adcA-essnonprotiZatinn 

r.lnfaH ^T^r^ recommends a continuation of the close coordination of counterproliferation 
related RDT&E and procurement programs and activities among the DoD DOE^US 
Inteihgence To this end, the CPRC directs the ATSD(NCB), tl^ough hisD^ut ^ 
Counterprohferation and his Deputy for Chemical/Biological Matters^nd conl^nf^th their 
management oversight role for DoD's CounteiproliferatL Initiative, rco^i^ue^c^r 
participation m the review of DoD budget submissions to ensure the boD budget foimis 

™endations of the CPRC . Furthennore, the CPRC recommends that D^^^^^ 

continues to work closely with DOE's Director of the Office of Nonproliferat?^ Ld S ^ 
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Security and with U.S. Intelligence's Nonproliferation Center to maintain the interdepartmental 
coordination in RDT&E, acquisition, and management oversight activities that has characterized 
their integrated response to meeting ACE priorities to date. 

In order to better access and utilize DOE' s extensive core competencies and more 
efficiently leverage the existing technical expertise of the DOE laboratories in the chemical and 
biological sciences, the CPRC recommends that DOE, DoD, and U.S. Intelligence establish a joint 
R&D initiative in CW/BW Defense. This joint R&D activity will serve to expedite the development 
and rapid fielding of advanced capabilities for CW/BW defense. Under the auspices of the CPRC, a 
joint DoD, DOE, and U.S. Intelligence management oversight committee will be established to 



Recommendations of the CPRC 

1996 

• Approve the President's FY 1997 Budget for the CPRC- 
Represented Departments which Addresses Key Priorities in 
Countering Proliferation 

• Continue the CPRC Process Beyond the Congressionaliy 
Mandated Term, and to this end: 

• Continue to Address the Needs and Requirements for Countering 
Proliferation as a High Priority Item in Annual Budget Review 
Processes 

• Continue Close Coordination of RDT&E and Procurement Programs 
Among DoD, DOE and U.S. Intelligence 

• Establish a Joint DOE, DoD, and U.S. Intelligence R&D 
Initiative in Chemical and Biological Defense 

• Increase International Cooperative Efforts by Expanding 
Existing Activities to Counter the Global WMD Proliferation 
Threat 

• Review and Reprioritize the Counterproliferation ACEs to 
Reflect Progress and Newly Emerging Priorities 



Figure 7.1. CPRC Recommendations for 1996 
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coordinate and identify DoD and U.S. Intelligence technology requirements that might be 
addressed by the DOE laboratories. Through this oversight committee, DOE's OflBce of 
Nonproliferation and National Security will be able to make available the full range of DOE R&D 
capabilities to the CW/BW defense user community, in particular, DoD's Chemical and Biological 
Defense Program, DoD's Counterproliferation Support Program, and appropriate organizations 
within U.S. Intelligence (see Section 5.3). A joint long term R&D plan for CW/BW 
nonproliferation and defense will be developed for interdepartmental review through the CPRC to 
iiiq;>lement this recommendation. 

Recognizing the global nature of WMD proliferation threats, the CPRC recommends 
expanding intenuitional cooperative efforts to counter these threats by e^qxmding existing Joint 
activities in R&D. proliferation prevention, and counterterrorism being conducted by DoD, DOE, 
and U.S. Intelligence. To expedite and more eflBciently and effectively meet the challenges posed 
by this global problem, the CPRC further encourages and endorses cooperation with our 
international partners through conferences and joint programs. 

In light of the ongoing reviews of CINC requirements and national counterterrorism 
ccpabilities, the CPRC will review the counterproliferation ACEs in October 1996 and reprioritize 
them as required based on the outcome of these reviews. The CPRC will be particularly cognizant 
of the results of the ongoing counterproliferation mission analyses and operational planning 
exercise workshops being conducted with each of the geographic CINCs (See Sections 4. 1.2 and 
4. 1 .4.). Lastly, in view of the growing recognition of WMD terrorism as a significant national 
security threat, the CPRC believes that the current ACE priority 13, "Defend Against Paramilitary, 
Covert Delivery, and Terrorist WMD Threats", should be elevated in priority in the revised ACE ' 
priority list. This reprioritization will ensure that the counterproliferation ACEs continue to reflect 
the integration of CINC warfighting priorities and the overarching national security objectives they 
support. This ACE reprioritization will serve to improve the focus of fiiture programmatic and 
managerial efforts to counter the threat of WMD proliferation. 



82 



1996 CPRC Report to Congress 



APPENDICES 

A. Congresaonal Language Establishing the CPRC and Its Reporting Requirements 

B. CPRC Study Participants 

C. Summary of Key DoD Programs Strongly Related to Countering Proliferation 

D. Planned FY 1997 Budget Profile for DOE Programs Related to Countering Proliferation 

E. Listing of Abbreviations and Acronyms 

• Intelligence Annex (bound separately) 
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APPENDIX A 

Congressional Language Establishing the CPRC and 
Its Reporting Requirements 

National Defense Authorization Act for Fiscal Year 1995 

SEC 1605. JOINT COMMITTEE FOR REVIEW OF COUNTERPROLIFERATION OF THE 
UNITED STATES (as ameaded by Section 1502) 

(a) ESTABLISHMENT: (1) There is henby established a Qym 
Committee coiiqx>sed of the following members: 

(A) The Secietaiy of Defense. 

(B) The Secietaiy of Energy. 

(C) The Director of Central Intelligence. 

(D) The Chairman of the Joint Chie& of Staff: 

(2) The Secretary ofDefcnse shall chair the committee. The Secretary ofEnergy shall serve as \^ce 
Chairman of the committee. 

(3) A member of the conmoitteemiQr designate a rq>resentative to perform routine^ 
member. ArepresentativeshaUbeinapositionofDeputy Assistant Secretary or a position eq^ 

the level ofDeputy Assistant Secretary. ArepresentativeoftheChairmanof the Joints Chiefe of Staff shaU be a 
person in a grade equivalent to that of Deputy Assistant Secretary of Defense. 

(4) The Secretary of Defense rnay delegate to the Under Secretary of Defense for Acqura 
Technology the performance of the duties of the Chairman of the committee. The Secretary of Energy may 
delegate to the Under Secretary of Energy responsible for national security programs of the Department of Energy 
the performance of the duties of the Vice Chairman of the committee. 

(b) PURPOSES OF THE COMMTFTEE: The purposes of the comn^ 

(1) To optimize funding for, and ensure the development and deployment of 

(A) highly effective technologies and capabilities for the detection, monitoring, coUection, 
processmg, analysis, and dissemination of information in support of United States counterproliferation poUcy, and 

(B) disabling technologies in support of such policy. 

(2) To identify and eliminate undesirable redundancies or uncoordinated efforts in the development 
and deployment of such technologies and capabilities. 

(3) To establish priorities for programs and fimding. 

(4) To encourage and fedUtate interagency and interdepartmental fimdm 
ensure necessary levels of fimding to develop, operate, and field highly-ca 
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(5) To ensure that Department of Energy programs are integrated with the operational needs of other 
departments and agencies of the Government. 

(6) To ensure that Department of Energy national security programs include technology 
demonstrations and prototype development of equipment 



(c) DUTIES: The conmiittee shall 

(1) identify and review existing and proposed capabilities and technologies for siq}port of United States 
non-proliferation policy and counterproliferation policy. 

(A) intelligence; 

(B) battlefield surveillance; 

(C) passive defenses; 

(D) active defenses; and 

(E) counterforce capabilities; 

(2) prescribe requirements and priorities for the development and deployment of highly effective 
capabilities and technologies; 

(3) identify deficiencies in existing aq>abilities and technologies; 

(4) formulate near-term, mid-term, and long-term programmatic options for meting requirements 
established by the committee and eliminating deficiencies idemified by the committee. 

(5) assess each fiscal year the effectiveness of the committee actions during the preceding fis^ 
including, particularly, the status of recommendations made during such preceding fiscal year that were reflected 
in the budget submitted to Congress pursuant to section 1 10S(a) of title 3 1, United States Code, for the fiscal year 
following the fiscal year in which the assessment is made. 

(d) ACCESS TO INFORMATION: The committee shall have access to information on all programs, 
projects, and activities of the Department of Defense, the Department of State» the Department of Energy, the 
intelligence community, and the Arms Control and Disarmament Agency that are pertinent to the purposes and 
duties of the committee. 

(e) RECOMMENDATIONS: The committee shall submit to the President and the heads of all 
appropriate departments and agencies of the Government such programmatic reconunendations regarding existing, 
planned, or new programs as the committee considers appropriate to encourage funding for capabilities and 
technologies at the level neoessaiy to support United States counterproliferation policy. 

(f) TERMINATION OF COMMITTEE: The committee shaU cease to exist at the end of Sqytember 

1996. 
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SEC. 1503. REPORTS ON COUNTERPROLIFERATION ACTIVITIES AND PROGRAMS. 

(a) REPORT REQUIRED. Not later than May 1, 1995, and May 1, 19%, the Secretary of Defense shall 
submit to Congress a report of the foldings of the Counter 
subsection (a) ofthe Review Committee charter, 

(2) For purposes ofthis section, the term •^Review Committee charter^ means s^ 
Defense Authorization Act for Fiscal Year 1994 (Public Law 103-160), as amended by section 1502. 

(b) CONTENT OF THE REPORT. Each report under subsection (a) shall include the following: 

(1) A complete list, by q)ecific program element, of the existing, planned, 

capabilities and technologies reviewed by the Review Committee pursuant to subsection (c) of the Review 

Committee charter. . . 

(2) A complete description of the requirements and priorities established by the Review Committee. 

(3) A comprehensive discussion of the near-term, mid-term, and long-term programmatic options 
formulated by the Review Committee for meeting requirements prescribed by the Review Committee and for 
eliminating deficiencies identified by the Review Committee, including the annual funding requirements and 
completion dates established for each such option. . . 

(4) An explanation ofthe recommendations made pursuant to subsection (c) ofthe Review Committee 
charter, together with a fiill discussion of the actions taken to implement such recommendations or otherwise taken 

on the recommendations. ^ • 

(5) A discussion and assessment of the status of each Review Committee recommendation du^ 

fiscal year preceding the fiscal year in which the report is submitted, including, particularly, the status of 
recommendations made during such preceding fiscal year that were reflected in 

pursuant to section 1 105(a) of title 31, United States Code, in the fiscal year ofthe report 

(6) Each specific Department ofEnergy program that the Secretary of Energy pl^ 
initial opei&ting capAiUty and each such program that the Secretaty 

capability. j • 

(7) For each new technology program scheduled to reach operational capability, a recommendatton 
ftom the Chairman of the Joint Chiefs of Staff that represents the views of the com 

specified commands regarding the utility and requirement ofthe program. 

(c) FORMS OF REPORT. Each such report shaU be submitted in both classified and unclassified forn^^ 
including an annex to the classified report for special compartmented programs, special access programs, and 
special activities programs. 



SEC. 1607. DEFINITIONS. 

For purposes of this subtitle: 

(1) The term ""appropriate congressional committees" means — 

(A) the Committee on Armed Services, the Committee on Appropriations, the Committee on 
Foreign Relations, and the Select Committee on Intelligence of the Senate; and 

(B) the Committee on Armed Services, the Committee on Appropriations, the Committee on 
Foreign Af&irs, and the Permanent Select Committee on Intelligence of the House of Representatives. 

(2) The term ""intelligence community^ has the meaning given such term in section 3 ofthe National 
Security Act of 1947 (50 U.S.C. 401a). 
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APPENDIX B 
CPRC Study Participants 

Principals 

Dr. Paul G. Kaminski - CPRC Chairman, Under Secretary of Defense for Acquisition and 
Technology 

Mr. Charles B. Curtis - CPRC Vice Chairman, Deputy Secretary of Energy 

Dr. Gordon Oehler - Special Assistant to the Director of Central Intelligence for 
Nonproliferation 

RADM Scott A Fiy - Deputy Director for Strategy and Policy, Joint Chiefs of Stafl^ J-5 
Other Principal Participants 

Dr. Gordon Adams - Office of Management and Budget 

Mr. Ken E. Baker - Principal Deputy Director, Office of Nonproliferation and National 
Security, Department of Energy 

Mr. Frank Miller - Principal Deputy Assistant Secretary of Defense for International Security 
Policy 

Col Ellen M. Pawlikowski - Deputy for Counterproliferation, Office of the Assistant to the 

Secretary of Defense for Nuclear and Chemical and Biological Defense Programs 

Ms. Joan B. Rohlfing - Director, Office of Nonproliferation and National Security, Department 
ofEnergy 

Dr. Harold P. Smith - Assistant to the Secretary of Defense for Nuclear and Chemical and 
Biological Defense Programs 

Dr. Nfitch Wallerstein - Deputy Assistant Secretary of Defense for Counterproliferation Policy 

• CPRC Working Group Participants 

Lt Col Richard Aiken - Counterproliferation Analysis and Response, Office of the Deputy 
Assistant Secretary of Defense for Counterproliferation Policy 

Mr. Sunmer Benson - Defense Technology Security Administration 

Mr. Greg Bogut - Office of the U.S. Army Deputy Chief of Staff for Operations and Plans, 
Strategic Plans and Policy Division 

Dr. Salvatore Bosco - Special Assistant for Chemical/Biological Matters, Office of the 

Assistant to the Secretary of Defense for Nuclear and Chemical and Biological 
Defense Programs 
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Mr. Douglas Bruder - Special Assistant for Counterproliferation, OflBce of the Assistant to the 
Secretary of Defense for Nuclear and Chemical and Biological Defense Programs 

Nfr. Jmy Burke - Office of the Deputy Assistant Secretary of Defense for Intelligence and 
Security 

Mr. Ralph Cacci - Counterproliferation Analysis and Response, Office of the Deputy Assistant 

Secretary of Defense for Counterproliferation Policy 
Dr. Millie Donlon - Program Manager, Biological Weapon Defense, Defense Advanced 

Research Projects Agency 
Mr. Mark Flohr - Counterproliferation Program Office, Defense Nuclear Agency 
Col Harrison Freer - Executive Assistant to the Deputy for Counterproliferation, Office of the 

Asastant to the Secretaiy of Defense for Nuclear and Chanical and Biological 

Defense Programs 

Dr. James L. Fuller - Office of Nonproliferation and National Security, Department of Energy 
Lt Col Michael Glaspy - Counterproliferation Analysis and Response, Office of the Deputy 

Assistant Secretary of Defense for Counterproliferation Policy 
Ms. Peggy Greenwood - Defense Intelligence Agency 
Dr. Gregory Henry - Office of Management and Budget 

Mr. James Horton - Special Assistant for Chemical/Biological Matters, Office of the Assistant 
to the Secretary of Defense for Nuclear and Chemical and Biological Defense 
Programs 

Miy Michael Kirk - On-Site Inspection Agen^, Intmgency Affiiirs 
M^ Tim Moshier - Joint Program Office for Biological Defense 
Mr. David Newsom - DCI Nonproliferation Center 

Mr. Vayl Oxford - Director, Counterproliferation Program Office, Defense Nuclear Agency 

Lt Col Tmi Player - Headquarters U. S. Air Force, National Security Negotiations Division 

Mr. Michael Potter - DCI Nonproliferation Center 

Ms. Judith K. Schroeder - On-Site Inspection Agency, Interagency AfiairS 

Dr. Ann Vopatek - Principal Assistant for Special Projects, Ballistic Nfisale Defense 
Organization 

Mr. Robert E. Waldron - Director (Acting), Office of Research and Development, Office of 
Nonproliferation and National Security, Department of Energy 

CDR Brian Wegner - Deterrence/Counterproliferation JWCA Teamleader, Joint Chiefe of 
Staf^ J-5 

Lt Col Mike Williams - Office of the Assistant Secretary of Defense for Special Operations and 
Low Intensity Conflict 

Mr. Edward Wolcoff - Joint Program Office for Biological Defense 

Mr. Alan Yuriditslqr - Defense Intelligence Agency 
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APPENDIXC 

Summary of Key DoD Programs Strongly Related to Countering Proliferation 



Introduction. In the tables the follow, the Counterproliferation Support Program (Table 
C.l) and the Chemical and Biological Defense Program (Table C.2) are summarized along with 
other key Service (Tables C.3 - C.5) and DoD Agency programs (Tables C.6 - C.12) strongly 
related to counterproliferation. The summaries include: program/project title, program description, 
program accomplishments, key program milestones, relevant counterproliferation ACE(s), 
program/project executing agencies, FY 1997 budget figures, and Program Element (PE) number. 
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00 


Key Milestones 


• Deploy 9 units by 4Q96 

• Deploy 32 units by 4Q97 
•Transition to the Navy in FY98 

• Begin fleet introduction in FY99 


• Submit joint DoD/FBI report to Congress 

• Conduct foreign countiy WMD training 
assessments 

•Train foreign law enforcement agents 


• Continue DoD oversight of DOE stockpile 
stewardship; advisory support to SECDEF 

• Prepare annual Nuclear Weapons 
Deployment Request to President 




•FY96: demonstrate concept viability 

• FY97: image known underground structures; 
develop system design and operational 
concept for global surveillance system 

• FYOO: fiill-power operational facility; 
demonstrate global imaging capability 


• Complete initial feature extraction system 

• Complete breadboard system 

• Conduct LANTIRN proof of principle demo 
and pod flight tests 

• Conduct Counterproliferation ACTD 


• Complete analysis of TUGS test data 

• Complete TUGS design 

• Conduct Counterproliferation ACID demo 


• Conduct full scale sled tests 

• Conduct pre-AC 1 D validation flight test 

• Conduct Counterproliferation ACTD demo 


• Fusion of TUGS, WBS, and FLIR data 

• Port fused data into MEA 

• Evaluate during AC I D 


Project Accomplishments 


• Successful deployment, demonstra- 
tion, and operation of prototype 
systems on aircraft, ships and on 
land 


•Completed DoD assessment 
•Developed basic WMD training 
program and pilot training course 


• New Counterproliferation Support 
Program start for FY97 




• Completed installation and began 
testing of developmental prototype 
transmitter 

• Acquisition of optical and radio 
frequency diagnostic equipment 


• Provided pre-test predictions and 
successfiilly completed DIPOLE 
PRIDE test series 

• LANTIRN system evaluated 


• Designed prototype data acquisition 
system 

• Collected data to evaluate TUGS 


• Completed initial design of line 
payout and airbag systems for 
antenna deploy 


• Methodology to support BDA 

• Collection/analysis of signature and 
post-attack change detection data 


Project Description 


•Deployment and operation 
of equipment to improve 
identification and tracking 
of WMD-related shipments 


•Assess applicability of DoD 
technologies, capabilities & 
training to FBI counter- 
proliferation activities 


• Assessments of reliability, 
safety, surety and sustain- 
ability of the nuclear 
stockpile 




• Single source transmission 
of long wavelength radio 
waves (ULF/ELF/VLF) for 
detection and imaging of 
underground structures 


• Improved BDA of 
underground facilities 


• Continuous surveillance, 
target characterization and 
BDA of WMD targets 


• Improved real-time 
subsurface BDA 


• Accurate characterization 
of underground WMD 
targets 


Program/Project 
Title 


Prevention 

• Specific Emitter 
Identification 
System (SEI) 


• Joint DoD/FBI 
FSUWMD 
Smuggling Study 


•Nuclear Matters 
Projects 


!• StratericH^actical 
1 Intellieence 


• High Frequency 
Active Auroral 
Research Pro- 
gram (HAARP) 


• Battlefield 
Surveillance 
•Tactical FLIR 
Sensor 


• Tactical UGS 
System (TUGS) 


• Weapon Borne 
Sensor (WBS) 


• Data Fusion and 
Signatures 
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Agency 


JPO-BD 
Services 






Army 


Army 


Army 
















SO 


Key Milestones 


• Complete Joint Operational 
Requirements Document and 
draft RFP3Q96 

• Achieve MS III lOOO 


• Concept Exploration and 
Definition 


• Concept Exploration and 
Definition 


• Concept Exploration and 


1 


• Concept Exploration and 
E>efinition 


• Concept Exploration and 
Definition 


Project Accomplishments 


• Conducted joint field trials for initial down select of 
candidate BW detectors 


• Demonstrated optical detection of micro-encapsulated 
bioparticles; constructed single bioparticle trap coupled 
to a fluorometer; and demonstrated matrix assisted laser 
desorption/time of flight mass spectrometry of 
biooarticles 


• Characterized role of potential neuroprotectants in 
nerve agent-induced seizures and pathology; explored 
potential biological scavengers for CW agents; devel- 
oped new models of sulfur mustard injury; and gener- 
ated hypothesis to define CW mechamsms of action 


• Developed expression vector for recombinant plague 
vaccine; sequenced and expressed filovirus proteins and 
developed an infectious clone of the western equine en- 
cephalitis virus for vaccine preparation; research on the 
physiological sites of action for bio toxins; and formu- 
lated intervention strategies for identified BW agents 


• Conducted bio simulant field trials of BW agents; 
evaluated IR standofTBW detector, and cloned first 


recombinant anuDoay against tx)tuiinum toxm 


• Characterized role of specific genes that code virulence 
in bacterial agents and anthrax bacillus; evaluated 
pharmacologic agents for prophylaxis and therapy of 
bio toxin intoxication; screened drugs and compounds 
to inhibit toxins (e.g., ricin); tested promising peptides 
as staphylococcus enterotoxin B vaccine candidates; 
prepared viral bio-engineered candidate vaccines to 
Venezuelan equine encephalitis; and formulated stra- 
tegies for bio^ngineered vaccines to other viral threats 


Project Description 




• Develop a common suite 
of point BW detectors 
suitable for integration 
into all Service nlatforms 




Basic research in 
chemistry, life sciences, 
and physics in support of 
CW/BW defense 


• Basic research on 
medical countermeasures 
to chemical agents 


• Basic research on the 
development of drugs and 
vaccines for BW defense 


- 


• Exploratory development 
of antibodies, individual 
soldier CW detector, BW 
UVstandoflf detector 
technology, and nuclear 
effects survivability 


• Exploratory development 
of drugs and vaccines for 
BW defense 


Program/Project 
Title 


• NewFY97 Starts 


• Joint Bio Point 
Detection System 
(JBPDS) 


• Passive Defense 


• Non-medical 
CW/BW Defense 


• Medical CW 
Defense: Basic 
Research 


• Medical BW 
Defense: Basic 
Research 


• CW/BW General 
Defense 




• Medical BW 
Defense 
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604384BP 


604384BP 


604384BP 
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605384BP 


605384BP 


208384BP 


208384BP 
208384BP 


208384BP 


208384BP 


208384BP 


208384BP 


208384BP 


208384BP 




sis 


3.544 


0.217 


3.833 


)0 

o 

N 


1.605 


11.625 


6.002 


7.819 
3.112 


56.735 


3.475 


12.269 


9.817 


7.141 


7.299 




Agency 


Navy/ 
Air Force 


Army 


Army 




JPO-BD 


Army 


Army 


Army 
Army 


Army 


Army 


Army 


Army 
Air Force 


Navy 


Navy 
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VO 


VO^ 


VO 


se Program (continued) 


Key Milestones 


• Engineering and 
Manufacturing Development 


• Engineering and 
Manufacturing Development 


• Engineering and 
Manufacturing Development 


• BIDS P3i imual operauonai 
testing and evaluation 

• Initiate JBPDS EMD 

• Complete ACl U testing 


• Management and Support 


• Continue operations 


• Production and E>eployment 


• Production and Deployment 

• Production and Deployment 


• Production and Deployment 


• Production and Deployment 


• Production and Deployment 


• Production and Deployment 


• SALAD procurement 
scheduled for FY97 


• Production and Deployment 


le C.2: Consolidated Chemical and Biological Defen 


Project Accomplishments 


• Projects funded under USN PE 603514NAV059 and 
USAFPE604601F/3337 


• Completed extended stability testing of aerosolized 
nerve agent antidote and determined comparative safety 
and Dharmacokinetics of nyridosti^ne. 


• Completed consistency lot testing of tularemia vaccine 
in support of Product License Application and 
completed MS II IPR for 0-fever vaccine 


• NDI BIDS and prototype IBAD fielded 


• This project funded in Army PE 06057 10A/DO49 


• Maintaining test facility readiness 


• Continued procurement 


• Continued procurement 

• Continued procurement 


• Continued procurement 


• Continued procurement 


• Continued procurement 


• Continued procurement 


• SALAD: DT/OT to commence in FY96 

• IPDS: MS III achieved in FY95 


• Continued procurement 


Tah 


Project Description 


• EOD Ensemble, AERP 
and Naval Aircrew CW/ 
BW NDI Respiratory Sys. 


• EMD of aerosolized i 
nerve agent antidote and 
topical skin protectant 


• Vaccine Engineering 
Development 


• BIDS P3I, JBPDS, IBAD, 
and Bio Detection AC I D 


• Repositoiy of CW/BW 
info for multiple users 


• Operation of test facilities 


• Procurement of M40 
protective mask 


• Protection Assessment 
Test System procurement 

• Improved Chemical 


Agent Monitor 
• FOX NBC Recon. System 


• Compact radiation 
measuring device 


• CBPS collective 
protection shelter 


• Automatic detection of 
all known CW agents 


• Shipboard CW detectors 


• Provide USNAJSMC 
fixed and rotaiy wing air- 
craft CW/BW respiratory 
protection 




Program/Project 
Title 


• NBC Individual 
Protection 
Systems 


• Medical CW 
Defense Life 
Support Materiel 


• Medical BW 
Defense 


• Nonmedical BW 
Defense 


• Joint CW/BW 
Contact Point 


• Dugway Proving 
Ground 


li 


• PATS 

• ICAM 


• FOXNBCRS 


• Pocket Radiac 


• Chem/Bio Protec- 
tive Shelters 


• AC ADA 


• NavyCW 
Detectors 


• Chem/Bio 
Respiratory 
System 
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60M02F 
602601F 


602601F 


Joint 
Service PE 
pending 


pending 


208060F 


FY97 
Budget 


26.786 


13,623 
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♦ . 




5.000 


0.100 


22.285 


Agency 


Air Force 
ATSD 
(NCB) 


Air Force 


Air Force 


Air Force 
DIA 


Services 
DNA 
DIA 
OSD 


Air Force 


Air Force 












4,5,8 
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Key Milestones 


• Develop/procure seismic, 
radionuclide, hydroacoustic and 
infirasonic sensors 

• Develop industry-based programs 
to accelerate development of 
nuclear detection systems and 
sensor data analysis capabilities 


• Software to provide full 
fimctionality for GPS Blk 2R and 
Blk2F 

• Support Blk 2F with check-outs 
and modifications 


• See Tabled 


• Flight tests to validate 50 km 
range (4Q96) 

• Demo 80 km range in FY98 




• Formal receipt of industry concept 
proposals (3Q96) 

• Initiate Arialysis of Alternatives 

• Achieve MS I approval 


• Complete concept evaluations 


• Complete TMD-related country 
studies; refine and automate IPB 
methodology; and create opera- 
tions decision support tools to 
identic time critical targets 


Project Accomplishments 


• Completing development/transfer of 
International Data Center for CIBT 

• Development/integration of global 
seismic continuous threshold 
monitoring network 

• Expanded prototype testing of 

C i tii data fusion knowledge base 

• Modified Open Skies aircraft 


• Integrated new sensors on GPS Blk 
2R satellites, built and tested ground 
segment software and display 
system, and finished software 
incorporating advanced sensor data. 


• Program supplemented by Counter- 
proliferation Support Program (See 
Tabled) 


• Demonstrated 21 km range 

• Proof-of-principle demonstration for 
heterodyne and direct detection 


• USD(A&T) approval of Concept 
Exploration and Definition 

• Issued a Request for Information 
and hosted an Industry Day 


• Phase 0 acquisition program 

• Concept evaluations underway 


• Completed software upgrade and 
prototyping of Expert Missile 
Tracker; TMD-related country study 
on Syria; TMD message set for 
JTIDSfor AWACS 


Project Description 


• Support of ongoing arms control 
treaty implementation and 
compliance verification 

• Seismic and nonseismic monitoring 
technology to verify nuclear test 
bans, including the CTBT 


• Procurement of nuclear detonation 
detectors for integration on GPS 
satellites 


• Scientific research, exploratory de- 
velopment and operational support 


• Develop long range airborne lidar 
for remote sensing of CW/BW agent 
production signatures 


• End-to-end evaluation and develop- 
ment of hard and/or deeply buried 
target defeat capabilities 


• Develop capabilities and munitions 
concepts to defeat BW/CW agents 


• Procurement of C4I enhancements, 
improvements to existing attack 
operation systems, and cost- 
eflfectiveness assessments for the 
ABL 


Program/Project 
Title 


• Proliferation 
Prevention 

• Treaty Verification 
Support 


• Nuclear Detonation 
Detection System 


■•Stratedc/Tactical 1 


Intelligence 
• HAARP Project 
Support 


• Laser Airborne 
Remote Sensing 


!• Counterforcc 1 


• Hard and/or 
Deeply Buried 
Target Defeat 
Capability 


• Agent Defeat 
Weapons Study 


!• Active Defense 1 


• Theater Missile 
Defense 
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APPENDIX D 

Planned FY 1997 Budget Profile for DOE Programs Related to 

Countering Proliferation 

The planned FY 1997 funding profiles for DOE nonproliferation programs related to 
countering proliferation and addressing several counterproliferation KCEs are provided in Table 
D.l below. 

TableD.l 

Planned FY 1997 Budget Profile for DOE Programs Related to Countering ProUferation 



DOE Activity Area 


CP 

ACE 


FY 1997 
Budget 

rsMi 


• Production Detection 


15/5 


87.0 


• Nuclear Test Monitoring 


15 


72.0 


• Diversion/SnmgRling Detection 


10/5 


31.0 


• Securing Nuclear Materials, Technology, and 
Expertise 


_* 


109.4 


• Worldwide Hssile Material Umits 




16.6 


• Global Stockpile Reductions 




4.0 


• Nuclear Export Controls 


14 


16.9 


• Strengthening the Nuclear NPT Regime 


15 


39.3 


• Nuclear Emergoicy/Terrorism Response 


13 


35.3 




• Total: 


S411.5 



* IX>E naapioliiantian activity 



D-1 



1996CPFC Report to Congress 




(This page intentionally left blaiik.) 



D-2 



J996 CPRC Report to Congress 



APPENDIX E 
Listing of Abbreviations and Acronyms 



AARS 


Advanced Airiinrn^ TtflHiar Qvct^m 


ABL 


Aiifaome Laser 


ACADA 


Automatic f^Vi^mirjil Aopnt Alarm 

«M*tv/iAiatiw Vi/iiwiiuw«ai /HKdll /viol III 


ACDA 


U S Anri^ i!ontrol ann T^iQarfnann^^iif AoAn/*i/ 


ACEfs) 


AreAS for Caoabilitv Enhancempnt^ 


ACPG 


Aircrew Protective Garment 


ACPM 


Aircrew Protective \faclr 


ACS 


AEGIS Combat SvQtem 

£»mj\jx<j v/wiiiuat oydiviii 


ACID 


Advanced Concent Technolnav Dpmnnctratmti 


AEGIS 


N^aw ^hinhoarH air Hefi^ncA cvctAm 


AERP 


Aircrew Hve/ReQniratorv Pmtprt inn 


AEW 


Aif4^nmp T^sirlv AA^amincy 


AICPS 


Advanced Integrated Collective Protection System 


AOR 


Area of Responsibility 


ASD(ISP) 


Assistant Secretarv of Defi^nc^ ^Intpmatinnsil QAr*iiritv P/\1i/««7\ 


ASD(SO/LIQ 


Assistant Secretarv ofDefi^ncp ^QnA/*ia1 OnM-Qtinne/T T«i4>A*«0t4^r 
r^^dAOkOAAk i^wviwtcujr VII x./ddi2K? ^opcwioi vypcraiions/j,.A/W uuensiiy 




Conflict) 


ATD 


Advanced Technolosv Demonstration 


ATR 


Automatic Tarcet Recognition 


ATSD(NCB) 


Assistant to the Secretarv of Defenci* fr^r MiirlMr an/f r*ttAm«/*o1 an/I 




Biological Defense Programs 


AUP 


Advanced Unitary Penetrator 


AWACS 


Airborne Warning and Control System 


BDA 


Battle Tor Bomb) Damaoe AQceQcmAnt 


BIDS 


Biolofijcal IntecmiteH D^^rtion Qvct^m 

j^AK/Av/^iwcAA xAAiw^^aiwvi J^wLvwU\/ll OYolCIIl 


bio 


bioloQical 


BIk 


x^iuv^A. \M ui ducK upgiauc loi a procuremeni iiemj 


BM 


x^aiiiw ivimui^wnicni 


BMDO 


Ballistic Missile Defense Organization 


BPI 


Boost Phase Tnterrent 


BW 


Biological Warfare or Biological Weapons 


CALIOPE 


Chemical Analysis by Laser Interrogation of Proliferation EflBuents 


CBD 


Chemical and Biological Defense (Program) 


CBDP 


Chemical and Biological Defense Program 


CBIRF 


Chemical/Biological Incident Response Force 


CBMS 


Chemical/Biological Mass Spectrometer 


CBPS 


Chemical/Biological Protective Shelter 


chem 


chemical 
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CINC Commander-in-Chief 

CmCSOC CINC Special Operations Command 

CJCS Chairman of the Joint Chiefs of Staff 

COCO Contractor Owned, Contractor Operated 

COEA Cost and Operational Effectiveness Analysis 

CONOPS Concept of Operations 

CONPLAN Concept Plan 

CONUS Continental United States 

CP Counterproliferation 

CPRC Counterproliferation Program Review Committee 

CPSP Counterproliferation Support Program 

CTBT Comprehensive Test Ban Treaty 

CTR Cooperative Threat Reduction 

CTTS Counterterror Technical Support 

CSV Chemical Warfare or Chemical Weapons 

CWC Chemical Weapons Convention 

C2 Conmiand and Control 

C3 Command, Control, and Communications 

C3I Command, Control, Communications, and Intelligence 

C4I Command, Control, Communications, Computers, and Intelligence 

DARPA Defense Advanced Research Projects Agency 

DATSD(NCB)(CP) Deputy for Counterproliferation to the ATSD(NCB) 

DATSD(NCP)(NTPO) Deputy for Nuclear Treaty Programs to the ATSD(NCB) 

DCI Director of Central Intelligence 

decon decontamination 

demo demonstration 

DEMTVAL Demonstration and Validation 

DIA Defense Intelligence Agency 

DNA Defense Nuclear Agency 

DOC Department of Commerce 

DoD Department of Defense 

DOE Department of Energy 

DOS Department of State 

DSB Defense Science Board 

DT Development Test 

DTRG Defense Technical Response Group 

DTSA Defense Technology Security Administration 

EEE Eastern Equine Encephalitis 

ELF Extremely Low Frequency 

EMD Engineering and Manufacturing Development 

EOD Explosive Ordnance Disposal 

EUCOM U.S. European Command 

EURATOM European Atomic Energy Agency 



E-2 



1996 CPKCKepmrtto Conffw 



EWR Early Warning Radar 

FBI Federal Bureau of Investigation 

FDA Food and Drug Administration 

FLIR Forward Looking Infrared 

FOPEN Foliage Penetration 

FOWG Fiber Optic Wave Guide 

FOX designator for the XM93 NBCRS armored vehicle 

FSU Former Soviet Union 

FUE First Unit Equipped 

FY Fiscal Year 

FYDP Future Years Defense Program 

GAN Russian Federal Nuclear Radiation and Safety Authority 

GBU Guided Bomb Unit 

GPS Global Positioning System 

HAARP High Altitude Auroral Research Project 

HASCAL ha2ard prediction code 

HDBTDC Hard and/or Deeply Buried Target Defeat Capability 

HMMWV High MobiUty Multipurpose Wheeled Vehicle (i.e., "Hum Vee") 

HTI ifigh Temperature Incendiary 

HTSF Hard Target Smart Fuze 

IAEA International Atomic Energy Agency 

IB AD Interim Biological Agent Detector 

ICAM Improved Chemical Agent Monitor 

ICBM Intercontinental Ballistic Missile 

IMEA Integrated Munitions Effectiveness Analysis 

INTELL U.S. Intelligence 

INF Intermediate Nuclear Forces (Treaty) 

IOC Initial Operating Capability 

IFB Intelligence Preparation of the Battlefield 

Improved Chemical Agent Point Detector System 

IFF Industrial Partnering Program 

IFR In-Process RcNdew 

IPT Integrated Product Team 

IR Infrared 

ITAG Inertial Terrain Aided Guidance 

•IBPDS Joint Biological Point Detection System 

JBREWS Joint Biological Remote and Early Warning System 

JCS Joint Chiefs of Staff 

JMIP Joint Military Intelligence Program 

''FO-BD Joint Program Office for Biological Defense 
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Joint Requirements Oversight Council 


JSLIST 


Joint Services Lightweight Suit Technology 


JSTARS 


Joint Surveillance Target Attack Radar System 


JTIDS 


Joint Tactical Information Distribution System 


JWCA 


Joint Warfighting Capabilities Assessment 




Jomt Wariigntmg Capability Objectives 




jomt warngntmg bcience and Technology Plan 


inn/ 


Kmeiic Jviii venicie 




Low Altitude Navigation and Targetmg Infrared for Night 


IK 

ID 


pound 


LEAF 


Lightweight Exoatmosphenc Projectile 


lidar 


Light Detection and Rangmg 


LLNL 


Lawrence Livermore National Laboratory 




Long Range Biological Standoff Detection System 


LSCAD 


Lightweight Standoff Chemical Agent Detection System 


LTBT 


Limited Test Ban Treaty 


LWIR 


T "ITT 1 j.t_ T J 

Long Wavelength Infrared 


MCTJL 


Multanly Cntical Technologies List 




Modular Decontamination System 




Mumtions Effectiveness Analysis 




Medium Extended Air Defense System 




jvLuiupurpose integratea Cnemical Agent Detector 




Military uonstruction 




Nfilitary Satellite Communications (System) 


MINATOM 


Mmistry of Atomic Energy (Russia) 


mods 


modifications 


MoU 


Memorandum of Understanding 


liiTD/^ J6U a 


Matenal Protection, Control, and Accountmg 


IrLKi 


Mutual Reciprocal Inspection 


ii>rc 
mo 


Nfilestone 




Medical Science and Technology 




Navy Area Defense System 


NATO 


North Atlantic Treaty Organization 




Nuclear, Biological, and Chemical 


NBCRS 


Nuclear, Biological, and Chemical Reconnaissance System (XM93 




FOX armored vehicle) 


NCA 


National f^otrimanH Antfioriti/ 

x^auviiai v^viiuiicuiu ./\.UUlUiilY 


NDAA 


National Defense Authorization Act 


NDI 


Non-Develonmentfll Tt^in 


NERVE 


an agent nonspecific BW detector 


NEST 


Nuclear Emergency Search Team 
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NFIP 


National Foreign Intelligence Program 


NIS 


Newly Independent States 




. INauOnal JVUSSlie UcICnSC 


NPC 


Nonproliferation Center 


NPRC 


Nonproliferation Program Review Committee 


NPT 


Nonproliferation Treaty 


NTWS 


Navy Theater-Wide System 


NUDET 


Nuclear Detonation 


OATSDfNCB^ 


Office of the AT^n/>J^'R^ 


OCONUS 


Outside the Continental United States 


O&M 


Operations and Nfaintenance 


OSD 


Office of the Secretary of Defense 


OSIA 


On-Site Inspection Agency 


OT 


Operational Test 


PAC 


Patriot Advanced Capability 


PA&E 


Program Analysis and Evaluation 


PATS 


Protection Assessment Test System 


PDD 


Presidential Decision Directive 


PDM 


Program Decision Memorandum 


PDUSDfA&T/S&TS'k 


X luiwipat i^^puiy diuci ocviciary oi i^cicnsc lor duaiegic ano 




Tactical Systems to the USD(A&T) 


PE 


Proffram Klempnt 


PICK 


Kurdistan Worker's Party 


POM 


Program Objective Memorandum 


P3I 


Pre-Planned Product Improvement 


Q 


fiscal year quarter 


Radiac 


Radiation Detection, Indication, and Computation 


R&D 


aiivi Xi/cvciupnicnx 


RDT&E 


Research, Development, Test, and Evaluation 


recon 


reconnaissance 


RFP 


Request for Proposals 


RONS 


Remote Ordnance Neutralization System 


RSCAAL 


Remote Sensing Chemical Agent Alarm 


SALAD 


Shipboard Automatic Liquid Agent Detector 


SAM 


Surface-to-Air Missile 


SBIR 


Small Business Innovation Research 


SECDEF 


Secretary of Defense 


SEI 


Specific Emitter Identification 


SFAI 


Swept Frequency Acoustic Interferometry 


SHAPE 


Supreme Headquarters Allied Powers Europe 



1996 CPRC Report to Congress 



SM 




SOCOM 




SOF 


Special Operations Forces 


SO/LIC 


Special Operations/Low Intensity Conflict 
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USEUCOM 


U.S. European Command 


US INTELL 


U.S. Intelligence 
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VX 


designator for a type of chemical nerve agent 


WBS 


Weapon Borne Sensor 


WEE 


Western Equine Encephalitis 


WMD 


Weapons of Mass Destruction 
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